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	Reason for change:
	In the SA3#104-e meeting, the count issue on horizontal KAMF derivation in direct NAS reroute was discussed. 
It is specified in 33.501 that the initial AMF, when executing direct NAS reroute, shall use the local policy to decide on horizontal KAMF derivation. But it is not specified the COUNT to be used in the derivation. 
It is possible that the initial AMF has received other N1 message (i.e. the security mode complete message) after the registration request messge, according to the procedure defined in 23.502. In this case, the UL NAS COUNT value stored at the initial AMF is no longer the UL NAS COUNT value of the registration request message, but the most recent N1 message received. UE does not have the UL NAS COUNT value of the registration request message. In this case, requiring UE and the initial AMF to perform the horizontal KAMF derivation using the UL NAS COUNT used in RR will fail, as neither UE nor the initial AMF has it.
In addition, in the intial registration with SUCI, NAS count is not included. It is not specified the COUNT to be used in the HKD.
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	Specifiy the COUNT to be used for horizontal KAMF derivation for direct NAS reroute.
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[bookmark: _Hlk70411886]
************ START OF 1st CHANGE*******
[bookmark: _Toc75277352][bookmark: _Toc51168413][bookmark: _Toc45275155][bookmark: _Toc45274568][bookmark: _Toc45028903][bookmark: _Toc35533522][bookmark: _Toc35528761][bookmark: _Toc26875994][bookmark: _Toc19634926][bookmark: _Hlk70411893]A.13	KAMF to KAMF'  derivation in mobility
Derivation of KAMF'  from KAMF during mobility shall use the following input parameters.
-	FC = 0x72
-	P0 =  DIRECTION
-	L0 = length of DIRECTION (i.e. 0x00 0x01)
-	P1 = COUNT,
-	L1 = length of COUNT (i.e. 0x00 0x04)
The input key KEY shall be KAMF.
When KAMF' is derived in handover, DIRECTION shall be 0x01 and COUNT shall be the downlink NAS COUNT of the 3GPP access. 
When KAMF' is derived in idle mode mobility (i.e., mobility registration update), DIRECTION shall be 0x00 and COUNT shall be the uplink NAS COUNT of the 3GPP access used in the Registration Request.
When KAMF' is derived in the intial registration with AMF reallocation, DIRECTION shall be 0x02 and COUNT shall be the downlink NAS COUNT of the 3GPP access used in the NAS security command with K_AMF_change_flag as one.
************ END OF 1st CHANGE*********
************ START OF 2nd CHANGE******
[bookmark: _Toc75277089][bookmark: _Toc51168155][bookmark: _Toc45274898][bookmark: _Toc45274311][bookmark: _Toc45028646][bookmark: _Toc35533303][bookmark: _Toc35528542][bookmark: _Toc26875791][bookmark: _Toc19634731]6.9.3	Key handling in mobility registration update
...
At mobility registration update, the source AMF shall use local policy to determine whether to perform horizontal KAMF derivation. If the source AMF determines not to perform horizontal KAMF derivation, the source AMF shall transfer current security context to the target AMF. If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall derive a new key KAMF from the currently active KAMF and the uplink NAS COUNT value in the received Registration Request message. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the  keyAmfHDerivationInd to the target AMF. The key derivation of the new KAMF is specified in Annex A.13. If the uplink NAS COUNT of the 3GPP access used in the Registration Request is not available because of AMF reallocation via direct NAS reroute, the source AMF and UE shall use 232-1 as the value of the COUNT parameter. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

…
************ END OF 2nd CHANGE********
