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1	Decision/action requested
It is proposed to add a new solution for key issue#1 and #2 in MEC TR 33.839.
2	References
[1]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)"
3	Rationale
This pCR proposes a new solution to address the key collision issue during the EEC authentication procedure between EEC and ECS/EEC based on GBA. . 
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc84616966]6. XX 	Solution #XX: EEC authentication and authorization framework with ECS/EES based on GBA
[bookmark: _Toc84616967]6.XX.1	Introduction
This solution addresses the security requirement for authentication/authorization between EEC and ECS/EES in the key issue #1, and key issue #2. In this solution, GBA as specified in 3GPP TS 33.220 [8]. This solution assumes there are multiple EECs in one UE accessing to the same EES and ECS. This solution supports to derive specific key for each EEC in this case. 
[bookmark: _Toc84616968]6.XX.2	Solution details
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Fig 6.xx.2-1 EEC authentication between EEC and ECS/EES
It is assumed that GBA is supported by the UE and ECS.
Step 0: UE performs primary authentication with the network. 
Step 1: UE and ECS perform GBA following TS 33.220. ECS is the NAF in this case.
Step 2.1: UE generates KECS0 after performing GBA.
Step 2.2: ECS generates KECS0 after performing GBA
Step 3.1. EEC1 fetches the KECS0 and generates KECS1 from KECS0 and EEC ID1. 
Step 3.2. EEC2 fetches the KECS0 and generates KECS2 from KECS0 and EEC ID2. 
Step 4: UE send Application Registration request (EEC ID1, MACEEC1) to ECS.  MACEEC1 is calculated based on EEC ID1 and KECS1. The calculation method is in Clause 6.XX.3.
Step 5. ECS generates KECS1 using KECS0 and EEC ID1, and verify the MACEEC1
Step 6. ECS sends Authentication verification success (EES information, token1 ) back to UE if the MACEEC1 verification succeed. Otherwise the procedure will be stopped. 
Step 7. ECS sends Security context sync (EEC ID1, KECS1) to EES. So EES has a shared key KECS1 with UE. 
Step 8. UE sends Application Registration request ( EEC ID1, MACEEC1) to EES. 
Step 9. EES verifies the MACEEC1 using key KECS1 and EEC ID1.
Step 10. EES sends the Authentication verification success to UE if the MACEEC1 verification succeed. Otherwise the procedure will be stopped.
[bookmark: _Toc84616969]6.XX.3	MAC calculation
When deriving MACEEC1 in the UE and ECS/EES,  the following parameters should be used to form the input S to the SHA-256 hashing algorithm:
-	P0 = KECS1
-	P1 = EEC ID1,
The input S should be equal to the concatenation P0||P1 of the P0 and P1.
The MACEEC1 is identified with the 32 least significant bits of the output of the SHA-256 function. 
6.XX.4	Solution Evaluation
This solution fully addresses the security requirement for authentication between EEC and ECS in the key issue #1 and #2 based on GBA.
This solution requires that the EEC, ECS shall support GBA mechanism. 
This solution doesn’t require EES to support GBA mechanism. 
How to authenticate the EEC ID is not captured in this solution. 
The key isolation issue between multiple EECs connected to the same ECS is addressed in this solution.
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