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1
Decision/action requested

This contribution is proposed to analyse the two issues about KAF update and no KAKMA in AAnF. SA3 is kindly requested to endorse the proposals in this contribution for solving the stated issues.
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Rationale

3.1 General

In 3GPP TS33.535 [1], there are two issues to be solved.

Issue 1. Due to the restoration or upgrade restart of AAnF, the AKMA security context in the AAnF may be lost. As a result, the AF/NEF cannot obtain the KAF. If no new KAKMA is generated, the UE cannot use the AKMA service, resulting in very poor user experience.

Issue 2.KAF cannot be updated. If the KAKMA is not new, the generate KAF is also not new. When the lifetime of KAF expiry, the service provider considers that KAF is unreliable and unsafe and cannot use any key derived from KAF. If the KAF cannot be updated, there may cause security issue.
3.2 Issue 1: no AKMA anchor Key in AAnF
According to 3GPP TS33.501 [2], the Kausf is stored in USIM or ME after a successful primary authentication.
The following uses Kausf stored in USIM as an example. There are two scenarios.

Scenario 1: service establishment request with new primary authentication

The following figure shows that the UE initiates a service establishment request (step 1) with the primary authentication procedure and refreshes the AKMA security context (step 4 and 5). At the AAnF side, the AAnF cannot query KAKMA through A-KID1. The AAnF returns the error cause value (no key) to AKMA User application through AKMA provider Application (step 7 and 8). At the UE side, when the AKMA User application receives the error response, it needs to check whether the primary authentication has just occurred [3] (step 5). If yes, it needs to re-obtain the AKMA security context (step 10) to initiate a new service establishment request with A-KID2 (step 11).
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Scenario 2: service establishment request without new primary authentication
The following figure shows that the UE initiates a service establishment request (step 1) without the primary authentication procedure. At the AAnF side, The AKMA security context may be lost due to AAnF restoration or because the UDM has not subscribed to the AKMA subscription data and the AKMA security context does not exist at all (step 0). The AAnF cannot get the KAKMA1 through A-KID1 (step 4 and 5). The AAnF returns the same error cause value (no key) above to AKMA User application through AKMA provider Application (step 6). At the UE side, The AKMA User application needs to wait until the new primary authentication has occurred (step 7 and 8), and then obtain a new AKMA security context (step 9 and 10) before initiating a new service establishment request with A-KID2 (step 11).
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Observation 1: The AKMA User application should check whether the primary authentication has just occurred and wait a new primary authentication when no key error cause is received.

Observation 2: AAnF cannot distinguish the reason why Kaf cannot be obtained, and returns the same error cause value to the AKMA User application.

Observation 3: If UE has no AKMA subscription data, the AKMA User application may derive AKMA security context and initiate a service establishment request.

The A-TID is derived from KAUSF, and A-TID is part of A-KID. The AF cannot obtain the valid KAF from the AAnF by A-KID, which means the A-KID is invalid. And if the A-KID is invalid, it is the equivalent to the KAUSF stored on the USIM is invalid for AKMA service.
Observation 4: If the A-KID is invalid, it is equivalent to the KAUSF stored on the USIM is invalid.

Excerpt from 3GPP TS 24.501 [3]:

4.4.2.1
General

In the present document, when the UE is required to delete an ngKSI, the UE shall set the ngKSI to the value "no key is available" and consider also the associated keys KAMF or K'AMF, 5G NAS ciphering key and 5G NAS integrity key invalid (i.e. the 5G NAS security context associated with the ngKSI as no longer valid). In the initial registration procedure, when the key KAUSF, is invalid, the UE shall delete the ngKSI.
Proposal 1: When no key error cause value is received, the AKMA User application can indicate USIM/ME to mark the KAUSF invalid or delete the ngKSI.

Proposal 2: the AKMA User application should derive AKMA security context base on AKMA subscription data in the UE.
3.3 Issue 2: Kaf cannot be updated

In S3-212073[4] the issue is discussed. Kaf can be updated or refresh by Ua* or implicit Kakma update. However, the reason why the Kaf need to be updated may be that the Kaf expires, or the AKMA service provider thinks the Kaf is no longer secure and can no longer use the Kaf.

Observation 5: The KAF can be updated through the Ua* when it is not expired. However, if the KAF is considered invalid by the AKMA service provider, it cannot be updated through the Ua*.

In S3-212073[4] it is proposed two Kaf refresh solutions. One is the network based solution and the other is the UE based solution. The network based solution requires the AUSF to notify the AMF to trigger the primary authentication, which is not specified in the existing specifications [5]. It involves the upgrade of the AUSF and AMF and service impact. 

Observation 6: the network based solution is not specified in the existing specifications and results in service impact.

The UE based solution is consistent with that specified in 3GPP TS24.501 [3]. The the AKMA User application needs to notify the USIM/ME the KAUSF invalid. When the USIM/ME receives the KAUSF invalidity indication, USIM/ME delete ngKSI.

Observation 7: When the USIM/ME receives the KAUSF invalidity indication, USIM/ME deletes ngKSI.

Proposal 3: The KAF update method can indicate that UE KAUSF is invalid and delete ngKSI.

4
Detailed proposal

Following are the observation for the two issues:

Observation 1: The AKMA User application should check whether the primary authentication has just occurred and wait a new primary authentication when no key error cause is received.

Observation 2: AAnF cannot distinguish the reason why Kaf cannot be obtained, and returns the same error cause value to the AKMA User application.

Observation 3: If UE has no AKMA subscription data, the AKMA User application may derive AKMA security context and initiate a service establishment request.

Observation 4: If the A-KID is invalid, it is equivalent to the KAUSF stored on the USIM is invalid.

Observation 5: The KAF can be updated through the Ua* when it is not expired. However, if the KAF is considered invalid by the AKMA service provider, it cannot be updated through the Ua*.

Observation 6: the network based solution is not specified in the existing specifications and results in service impact.

Observation 7: When the USIM/ME receives the KAUSF invalidity indication, USIM/ME deletes ngKSI.

Following are the proposed potential solution alternatives to address the two issues:
Proposal 1: When no key error cause value is received, the AKMA User application can indicate USIM/ME to mark the KAUSF invalid or delete the ngKSI.

Proposal 2: the AKMA User application should derive AKMA security context base on AKMA subscription data in the UE.
Proposal 3: The KAF update method can indicate that UE KAUSF is invalid and delete ngKSI.
The two proposals actually use one solution to solve the problems of poor user experience and cannot update the key. SA3 is kindly requested to agree the CR S3-213942 ( UE stores AKMA subscription data), S3-213940 (No AKMA security context in AAnF), S3-213938 (Kaf expiration) and S3-213939 (Kaf is invalid in AF).
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