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Decision/action requested

Conclusion on key issue #3.2 SUPI guessing attacks
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Rationale

This contribution proposes a conclusion on key issue #3.2.
Reason 1: Attacker can test if randomname@mail.com is a valid address or not by sending an email to it and see if there is any error of bouncing back from server. The attacker does not gain much information than knowing that the email is valid or not. Further, an email address with names is more privacy sensitive identifier than IMSI. So, just knowing that an IMSI is valid reveals that the IMSI is assigned to someone, but it does not reveal anything about that person.
It is not realistic to prevent SUPI guessing attacks unless we select IMSIs randomly. 
Reason 2: SUPI guessing attack relies on the hypothesis that an attacker could “know the network’s public key provisioned in the attacker-controlled SIM card and uses this information to guess SUPI”. But this attack can only take place for deployment scenarios where the SUCI calculation is to be performed by the ME. 

For SUCI calculation to be performed by the USIM, the file containing the Home Network Public Key is not available to the ME (clause 4.4.11.8 of 3GPP TS 33.102) due to SA3 requirement in clause 6.12.2 of 3GPP TS 33.501: 

If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier.

Consequently, the attacker could not retrieve the home network public key and perform the attack described for Key Issue #3.2 for scenarios where the SUCI calculation is to be performed by the USIM.  
Reason 3: Even if an attacker knows at some point in time all the active SUPIs for an operator, this information is not so useful as the active subscriptions are dynamic depending on the customer churn. An attacker would need to perform this probing periodically to update the information about which SUPIs are active and which are not. This seems a lot of effort for the attacker with no clear benefit.

Reason 4: SUPIs are public identifiers. As such, no features should be based on preventing SUPI enumeration. Therefore, SUPI enumeration is not seen as a security or privacy risk that needs to be addressed.
Considering above four reasons, propose to have no normative work for this key issue.
 4
Detailed proposal

   *** START of CHANGE ***   

7.3.X
Conclusion on key issue #3.2: SUPI guessing attacks
The SUPI guessing attack only applies to scenarios where the SUCI calculation is to be performed by the ME.  And, just knowing that an IMSI is valid reveals that the IMSI is assigned to someone, but it does not reveal anything about that person. 

Consequently, it is proposed to conclude as follows: 
No normative work is needed for the key issue #3.2 for Rel-17.

*** END of CHANGE ***
