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1. Background
Solution #2.8 of TR 33.846 requires a new key KSUCI that would be derived from K, and used as an additional input in the generation of the ECIES MAC for SUCI.  In S3-211510, SA3 asked SAGE whether they see any security risk in deriving this additional key from K.

2. SAGE’s view
From a cryptographic point of view, we see no problem with deriving a new key KSUCI from K and using it as in TR 33.846 Solution #2.8.  We see no risk of information leakage between one construction using K in the AKA protocol (Milenage, TUAK etc) and another using K for key derivation (HMAC-SHA-256).
We note some practical considerations:
1. KSUCI would presumably be computed on the USIM.  This is a new application accessing K, which would need to be properly secured.
2. On the network side, we assume that this will require a new call from the SIDF (where incoming SUCIs are processed) to the ARPF (where K resides, and where AKA computations using K are carried out).  This again would need to be properly secured.
3. Different operators can use different AKA algorithms – there is no mandatory standard algorithm.  We are aware that some operators do not store K itself on the USIM, but only one or more keys derived from K, as part of their proprietary AKA algorithm implementation.  Such operators would probably need bespoke alternatives to the KSUCI derivation algorithm proposed in Solution #2.8.
Please note that this response does not constitute an opinion for or against Solution #2.8 as a whole.
 




