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1
Decision/action requested

Postpone to request SAGE to go ahead and prepare 256-bit algorithms for confidentiality and integrity based on Snow-V.
2
References
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3
Rationale

LS S3-211407 recommends choosing SnowV as the 256-bit algorithm.
Some researchers analyze the SnowV algorithm and find some security issues as below: 

A fast correlation attack on SNOW-V is found through linear approximation of the composite function using the bitwise linear mask method.  
A bitwise linear approximation with correlation 2-49.54 is given, which improves the efficiency of the attack thanks to automatic search.

Compared to the linear attack of the original paper, an attacker needs about 2240 bits of output with space complexity
2-248.81  and time complexity2-248.81.
Thus, theoretically, the security strength of Snowv is now challenged. 
Observation 1:   the security strength of snow v is now challenged.
Proposal 1: the security of SnowV needs more analysis.
4
Detailed proposal

It is proposed to discuss the following proposals, i.e., 
Observation 1:  the security strength of snow v is now challenged.

Proposal 1: the security of SnowV needs more analysis.
