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1
Decision/action requested

This contribution proposes conclusion for Key Issue #1.
2
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3
Rationale
This contribution aims to provide conclusion for Key Issue #1 of 3GPP TR 33.839 [1]. 
The conclusion covers authentication and authorization aspects. For authentication, PSK-TLS and certificate-based TLS are considered for mutual authentication between EEC and EES. 
PSK-TLS mutual authentication between EEC and EES
GBA was specified as generic mechanism to be used by different services. For example, the use of GBA is defined for ProSe in Rel-14 and is recommened for Rel-17 normative phase to secure PC5 interface. 

For 3GPP TR 33.839 [1] on Edge Computing, GBA-based solutions #26 and #29 enable the use of PSK-TLS to secure EDGE-1 and EDGE-2 reference points using GBA shared key. The solution #26 presents the advantage to cover authentication and authorization aspects. 

Consequently, we propose to recommend solution #26 as baseline for the normative work to establish PSK-TLS tunnel between EEC and EES.  
Certificate-based TLS mutual authentication between EEC and EES

Solution #27 relies on framework defined by GSMA to protect communications between UE and servers with the establishment of TLS sessions leveraging the presence of the USIM to provision ECS and EES certificates in the User Equipment. There is no need to change UICC on the field if this UICC supports asymmetric crypto and OTA features. Consequently, we recommend solution #27 as baseline for the normative work to establish certificate-based TLS between EEC and EES. 

Authorization between EEC and EES

We recommend solution #26 and solution #27 as baseline for normative work to enable EES to authorize EEC to access EES’s services.  Authorization of the EEC is based on the access token generated by ECS for EES’s services.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of CHANGE ***

7.1
Conclusions for Key Issue #1

Mutual authentication between EEC and EES 
· PSK-TLS mutual authentication

Solution #26 is recommended as the baseline for the normative work to establish PSK-TLS tunnel using GBA shared key. 

· Certificate-based TLS mutual authentication

Solution #27 is recommended as the baseline for the normative work to establish certificate-based TLS tunnel. 

Authorization between EEC and EES 
Authorization of the EEC is based on the access token generated by the ECS for the EES’s services. Solution #26 and solution #27 are recommended as baseline for the normative work
*** END of CHANGE ***

