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1
Decision/action requested

It is proposed to approve the changes.
2
References

[1]
3GPP TR 33.867 v0.5.0, Study on user consent for 3GPP services

3
Rationale

Change 1: Requirement on tracking

SA3 had promised SA2 to provide requirement on tracking. See below in our last LS.
	e)
	A functionality to be provided to support tracking the distribution and usage of any user related information that may be subject to user consent. 

NOTE 1: Whether the functionality described in bullet item e) is hosted by NWDAF, DCCF (and possible interactions with DRF) or as a standalone NF is decided in normative phase in alignment with SA WG3 feedback.
	SA3 agrees that a functionality to support tracking is needed.  Where this functionality is hosted, is up to SA2 specification. 

SA3 agrees the requirement about tracking the distribution and usage of any user consent information that may be subject to user consent is valid. SA3 will define and address the potential security requirement accordingly and will inform SA2. 


Therefore, a new requirement is added to Clause 6.2.3.

Change 2: Policy enforcement point

SA3 had promised SA2 to inform about policy enforcement point. See below in our last LS.

	g)
	If a requested data is subject to user consent, the NWDAF and/or the functionality described in e) may check the user consent from the UDM/UDR before the data collection.

NOTE 2: This does not preclude that also other entities (e.g. AMF or SMF) to check availability of user consent with UDM/UDR. 
	If a requested data is subject to user consent, the user consent must be checked.

SA3 TR 33.867 has currently 2 potential solutions recorded, whether user consent checking is done by NWDAF or by the data producer has not been decided so far. SA3 will report on this later.


Among the available solutions 7.2 (data provider checks with UDM) and 7.3 (NWDAF checks with UDM), we believe in the mechanisms described in 7.3.

If the data provider performs the check, there will be two bulk of signalling per SUPI/GPSI towards UDM: first bulk for data distribution from many data producers, and second bulk for data usage from NWDAF. The second bulk cannot be avoided especially when the tracking functionality is imlemented in the NWDAF. In that case, the first bulk is redundant and hurts the system performance (consider millions of SUPIs and thousands of data producers).

Instead, if the NWDAF performs the check, user consent for a SUPI/GPSI can be fetched once which significantly reduces signalling load in UDM. 
Therefore, we propose to conclude in Clause 8.X that NWDAF is the policy enforcement point.
Change 3: Consent validity timer
SA3 had promised SA2 to inform about policy enforcement point. See below in our last LS.

	h)
	User consent for the user data provided by a data source to a data consumer may have a validity time. On expiry of this validity time, the user data should be either deleted or the user consent for this data to be renegotiated.
	SA3 agrees that providing a validity time of user consent seems to be useful as it allows to reduce the amount of tracked data. Deletion and renegotiation are important to have. Note, only for data that is subject to user consent, a requirement on deletion and renegotiation exists. 



Upon further analysis, we identified that it was a mistake to tie consent with a validity time. Because consent is perpetual and stays until revoked.
Therefore, we propose to conclude in Clause 8.X that consent is effective until revoked.
4
Detailed proposal

*** CHANGE 1 ***

6.2.3
Potential security requirements
The 3GPP system shall provide a means for an NF to authenticate a request for information that may compromise a user’s privacy.

The 5GS shall provide a means for an NF to verify the status of user consent for a request for information that may compromise a user’s privacy.

The 5GS shall specify where an NF can find the status of user consent for service that it delivers.

The 5GSshall specify a means that allows a user to change or add consent for a service/for any UE sensitive information collection (e.g. UE location information).

5G NFs shall provide protect potential privacy related information both in transit and in storage. 
Editor's Note: the key issue needs to cover also user consent not based on privacy regulation.
The 5GS shall provide a means to track the data that is subject to user consent (e.g., record which NFs the data were provided to).
*** CHANGE 2 ***

8.X
Conclusion on KI #2

For the KI #2 on user consent for UE data collection, it is concluded that:

In the use case of UE related analytics in NWDAF, the NWDAF is responsible for checking user consent by communicating with the UDM.
*** CHANGE 3 ***

8.X
Conclusion on KI #2

For the KI #2 on user consent for UE data collection, it is concluded that:

User consent is effective until revoked.
*** END OF CHANGES ***

