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1
Decision/action requested

It is proposed to approve this pCR to add a solution on user consent for exposure of information to edge application to UC3S study TR 33.867.
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3
Rationale

This contribution proposes a solution on user consent for exposure of information to Edge Applications, addressing key issue 6.1. This solution proposes a mechanism to obtain a grant of the user consent from an authorized user for providing the service to the edge application in the case where, the AF is not allowed to contact the UDM.
4
Detailed proposal

*****Start of Change*****
7.Y
Solution #Y: User's consent for exposure of information to the Edge Applications – Network Triggered
7.Y.1
Introduction

This solution addresses the security requirement on user's consent for exposure of information to Edge Applications in key issue #6.1
User's consent grant is obtained by application client based on OTP (One Time Password) generated by Edge enabler server.   

7.Y.2
Solution details
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Figure 7.Y.2-1: User's consent for exposure of information to the Edge Applications
NOTE 1: 
This solution is not impacting any 3GPP protocols/ procedures. 

NOTE 2: 
Mechanism for the distribution of OTP is not restricted in this solution alternative. It may be a SMS, EMAIL, URL. 

0. End user triggers request to the application client based on the consent expiry or when a new consent is required for the particular service. 

1. The Application client sends the Application Session Establishment request to the Application server in order to establish a session for accessing the service associated with the UE. 

2. Upon receiving the request, the EAS checks for the requested session, consent is available or not. If available, the user consent is shared with the application server by the EAS and if not, EAS sends the user consent grant request to the EES.  

3. The EES generates the OTP. This OTP is used to verify whether the authorized end user provided the consent or not. The integrity of the UE and the application to process OTP is out of 3GPP scope. 

4. As a part of registration, the application client provides the necessary user contact details to the EES. The EES shares the OTP with the UE. A channel of sharing the OTP by the EES to the UE is determined based on the user contact information such as a mobile number, email address, etc. available at the EES. 

5. Upon sending OTP to the end user, the EES sends a user consent grant request to the Application Client. 

6. Upon receiving the user consent grant request from the EES, the application client decides to initiate user consent request to the user.

7. The application client requests the user consent grant from the user by providing the OTP and marking the consent as agree or disagree.

8. The end-user inputs the OTP and agrees/disagrees the user consent to be given to the EES. 

9. The application client notifies the user consent and the OTP to the EES using the user consent grant notification. 

10. Upon receiving the user consent and the OTP, the EES verifies the received OTP with the OTP generated. 

A transaction ID (a unique set of numbers that defines each transaction) is generated once the OTP verification at the EES is successful. Based on the transaction details and transaction ID and OTP, the EES can identify the purpose of the OTP received. 
11. Upon matching both the OTPs, the EES responds with the user consent grant response to the EAS, if OTPs are identical. 

12. The EES stores the user consent. 
13. Upon receiving the user consent grand response from the EES, the application server provides the Application session establishment response to the Application client. 
NOTE 3: 
The validation of user consent and the frequency of consent is decided by EES and this solution does not concern itself which entity enforces the user consent. When the consent revocation is required, the end user triggers the procedure from step 1 in this solution. 

NOTE 4: 
The existing EDGE architecture supports the EES mobility as the EEC connects to different EES on UE mobility.  To maintain the service continuity, the S-EES shares the EEC context to the T-EES during the time of mobility as specified in clause 8.9 and clause 8.8.2 of TS 23.558.

*****End of Change*****
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