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1
Decision/action requested

A solution that reuses the EAP-AKA’ procedures in TS 33.501 as much as possible is proposed for 5G NSWO authentication.
2
References

[1]
draft TR 33.881 v0.1.0
3
Rationale

In this contribution, we propose a solution that reuses the EAP-AKA’ defined in TS 33.501 as much as possible for NSWO (Non-Seamless Wireless Offload) authentication is proposed.
4
Detailed proposal

SA3 is kindly requested to approve the below pCR to [1].

**** START OF CHANGES ****
6.Y
Solution #Y: Adopting EAP-AKA’ in 5GS for NSWO authentication
6.Y.1
Introduction
This solution addresses key issue #1 (Support of EAP-AKA’ authentication for NSWO).

In this solution, EAP-AKA’ defined in TS 33.501 is reused as much as possible and aims to minimize the changes needed to the UE as well as 5G Core Network for NSWO authentication.
This solution assumes the following:

1. The HPLMN that supports 5G NSWO configures the UE to use 5G NSWO instead of NSWO procedures defined in EPS.
2. The 5G EAP-AKA’ profile in Annex F of TS 33.501 is re-used by the UE and the network for key derivations and subscriber privacy.
3. A new 5G NSWO Function (NSWOF), located in the HPLMN, is introduced into the 5G Core network with the following capabilities:
· The 5G NSWOF interfaces to the non-3GPP access network using SWa / SWd (in case AAA proxy is present for roaming purposes) AAA protocols defined in TS 29.273. By reusing SWa/SWd, any impact to existing (i.e., deployed) non-3GPP access networks are avoided.
· The 5G NSWOF interfaces to the AUSF using the Nausf service-based interface.
· The NSWOF is either a new network function or the existing 3GPP AAA server (defined in the EPS network) is enhanced (i.e., upgraded) to support NSWOF – it is an implementation choice of the HPLMN.
6.Y.2
Solution details
The following figure illustrates how NWSO authentication can be supported in 5GS using procedures defined in TS 33.501.
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Figure 6.Y.2-1. Using EAP-AKA’ in 5GS for NSWO Authentication

0. If the HPLMN supports 5G NWSO and wants the UE to use it for NSWO, then the HPLMN configures the UE to always use 5G NSWO. This configuration can be either on the USIM or ME, with configuration on the USIM taking the precedence over the ME.
1. The UE connects to the non-3GPP access network using procedures specific to the non-3GPP access network.
2. The non-3GPP network (e.g., WLAN AP) requests the UE Identity using EAP.

3. If the UE determines to use NSWO and is configured to use 5G NSWO, the UE shall calculate the SUCI and include the SUCI in the NAI format in the EAP-Identity Response message. Otherwise (UE wants to use NSWO but not configured for 5G NSWO or the ME does not support 5G NSWO), the UE may continue with NSWO procedures defined for EPS. If the UE is configured to use 5G NSWO and supports 5G NSWO, then it shall not initiate NSWO procedures defined for EPS.
4. The non-3GPP access network (e.g., WLAN AP) sends a SWa AAA Request with User-Name set to the SUCI in NAI format to the NSWOF. In case a AAA proxy is present (e.g., in case of roaming), then the AAA proxy forwards the AAA Request to the NSWOF over the SWd interface. The SWa/SWd AAA interfaces are defined in TS 29.273

5. Based on the NAI (i.e., the NAI contains a SUCI), the NSWOF decides to route the request to the AUSF.
6. The NSWOF sends the Nausf_UEAuthentication_Authenticate Request message to the AUSF as specified in TS 33.501 with serving network name (SN-name) set to “5G:NSWO”. The NSWOF does the necessary translation of the AAA messages into SBI messages.
7. AUSF sends Nudm_UEAuthentication_Get Request to the UDM.

8. The UDM de-conceals the SUCI and selects EAP-AKA’ as the authentication method (e.g., based on the SUPI and/or the SN-name) and generates the AV.
9. The UDM sends a Nudm_UEAuthentication_Get Response message to the AUSF.
10. The AUSF sends the EAP-Request/AKA'-Challenge message to the NSWOF in a Nausf_UEAuthentication_Authenticate Response message.

11. The NSWOF forwards the EAP-Request/AKA'-Challenge message to the non-3GPP access network as a AAA message.

12. The non-3GPP access network sends EAP-Request/AKA’-Challenge to the UE.

13. The UE runs the AKA algorithms and calculates the EAP-Response. The UE may also derive the EAP keys (such as EMSK, MSK) any time after this step. 
14.  The UE responds with EAP-Response/AKA’-Challenge.
15. The non-3GPP access network forwards the EAP-Response in a AAA message to the NSWOF.

16. NSWOF forwards EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message.
17. AUSF verifies the authentication response. If authentication is successful, the AUSF continue with the rest of the procedures. Otherwise, will send EAP-Failure message to the NSWOF.

18. The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the NSWOF. The NSWOF shall transparently forward these messages. 

19. The AUSF shall derive MSK from CK’ and IK’ as described in RFC 5448 and Annex F of TS 33.501 and send an EAP Success message, along with the MSK, inside the Nausf_UEAuthentication_Authenticate Response to the NSWOF.
20. The NSWOF forwards the EAP Success to the non-3GPP access network along with the MSK.

21. The authenticator in the non-3GPP access network sends EAP Success to the UE. This completes the NSWO authentication.
6.Y.3
Evaluation

This solution fulfils the security requirements for Key Issue #1. The solution has the following impacts:
The UE needs to be enhanced to support 5G NSWO. However, the EAP-AKA’ as well as the SUPI privacy functions of 5G UE can be reused.

The solution has no impact on the non-3GPP access network or the visited network in case of roaming.

The NSWOF needs to be introduced in the 5G Core network. This can either be a new network function or an existing 3GPP AAA server can be enhanced to support NSWO functions.
AUSF needs to send the MSK (instead of KSEAF) in the Nausf_UEAuthentication_Authenticate Response message to the NSWOF.
This solution does not impact the UDM/ARPF/SIDF.
**** END OF CHANGES ****
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