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1
Decision/action requested

Create awareness of the misalignment and discuss solution proposals
2
References

[1]
3GPP TS 33.501 "Security architecture and procedures for 5G System"
[2]
3GPP TS 29.500 "5G System; Technical Realization of Service Based Architecture; Stage 3"
3
Rationale

3.1

Problem description
Starting from Rel-16, TS 33.501 [1] specifies Client Credentials Assertions (CCAs). The audience claim of CCAs is specified as follows in TS 33.501 [1], clause 13.3.8.2:
-
The NF type of the expected audience (audience), i.e. the type "NRF", "NF Service Producer", or "NRF" and "NF Service Producer".
Specifically, according to TS 33.501 [1], the audience claim can be the string "NF Service Producer", but not the actual type of the intended NF Service Producer (if not the producer happens to be the NRF).

TS 29.500 [2], however, specifies the audience of CCAs as follows, in Table 5.2.3.2.11-1:

	aud
	array(NFType)
	M
	1..N
	This IE shall contain the NF type of the NF service producer and/or "NRF", for which the claim is applicable, corresponding to the standard "Audience" claim described in IETF RFC 7519 [41], clause 4.1.3. 


Specifically, according to TS 29.501 [2], the audience claim cannot be the string "NF Service Producer", but the actual type of the intended NF Service Producer (even for producers that are not the NRF).

3.2
Solution proposals
There are several possible ways for aligning TS 33.501 with TS 29.500.

Option 1 "specific NF type"
-
The NF type(s) of the expected audience (audience), i.e. the type "NRF" and/or the NF type of the NF Service Producer.

This change would allow the NF Service Consumer to specify exactly which type of NF Service Producer is the intended audience, but not allow the NF Service Consumer to use the same CCA for potentially several service requests to several types of NF Service Producers. 
Option 2 "all producer types"
-
The NF type(s) of the expected audience (audience), i.e. the type "NRF" and/or all NF types of NF Service Producers except the NRF.

This change would correspond exactly to the current specification in TS 33.501 but still be compatible with how TS 29.500 encodes the audience. However, this option has the disadvantage that the audience field becomes very long, since the NF Service Consumer needs to potentially all NF Service Producer types. Moreover, the list of all NF Service Producer types can vary dependent on the release of the NF and also potentially if proprietary types are used in the network.

Option 3 "array of producer types"
-
The NF type(s) of the expected audience (audience), i.e. an array of NF types that are the expected audience.
This option gives full flexibility to the NF Service Consumer to specify the NF types that are the expected audience of the CCA. It also fully aligns TS 33.501 with TS 29.500. 
Further solution options besides those presented here are of course possible. 
4
Detailed proposal

The intention of this discussion paper is to make SA3 aware of the misalignment, and to start a discussion about the advantages and disadvantages of the possible solution options.
