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3	Rationale
SA2 has decided to use the UPU procedure for sending new parameters to the UE. SA2 LS [1] states: 
Taking into account that support for the new parameters that SA2 agreed to be provisioned with UPU are going to become optionally supported in the UE, there is a need for an indication of UE support for each of these new parameters to UDM. For the case of provisioning of SNPN credentials, SA2 has not reached consensus whether the intermediate node (AMF) should be aware of the UE and network capabilities. 
and further:
ACTION: 	SA2 asks CT1 and SA3 to find a solution for capability negotiation for the parameters contained in UPU procedure in rel.17. 
CT1 replies in [2]: 
CT1 would like to inform SA2 and SA3 that CT1 sees as feasible that the Rel-17 UE informs the Rel-17 UDM about the supported UE parameters update data set types excluding "routing indicator update data" and "default configured NSSAI update data":
Alternative-1: in the UPU transparent container carrying the UPU acknowledgement; or
Alternative-2: in the registration request message during the registration procedure.
During last SA3#103-e meeting, S3-211860 [3] provides an initial analysis of these two alternatives discussed in CT1. 
This discussion paper analyses the need for integrity protection of such UE capabilities when sent from the UE to the HN. The intent is to discuss the matter from a generic point of view, regardless of which parameters are to be sent and regardless of which method to be used to execute the capability negotiation.  
This discussion paper also analyses the alternatives discussed in CT1 and includes the description of a new alternative in the analysis. Finally, this paper provides an evaluation and recommendation.
4	Discussion
4.1	Security procedures in UPU and SoR
SoR and UPU procedures were included in Rel-15 in TS 33.501. The procedures are similar in the way that they allow the Home Network (HN) to send data to the UE in an integrity protected manner. As a result, malicious data tampering and discarding by a Serving Network (SN) can be detected by the HN. 
Observation 1: The main goal of the security design of both SoR and UPU is that the data transferred from the HN (UDM) to the UE via a SN (AMF) is integrity protected using a key only available in the end points (integrity protection key is based on KAUSF). 
Recently, work has been done to align SA3 specification with stage-3 specifications with respect to the SoR transparent container. The reason for the introduction of the transparent container is to allow for future changes to the data sent using SoR without the need to update the AMF for each new parameter. Similar updates are required to be made for the UPU procedure to support of additional parameters in the future with no impact on the VPLMN (AMF). 
Observation 2: Support for the UPU transparent container is expected to be specified in Rel-17 in the context of the discussion of the procedure for capability negotiation for the parameters contained in UPU procedure.   
However, the UPU procedure as currently specified only covers protection of the UPU acknowledgement responses provided by the UE in order for the UDM to verify that the UE received the UPU Data correctly. The protection of the UPU acknowledgement responses do not consider so far protection of any additional information fields provided by the UE within the UPU acknowledgement response. 
In LS from CT1 [4], SA3 is informed that CT1 defined the need for the UE to include additional fields (i.e. "ME support of SOR-CMCI") in SOR transparent container carrying SOR acknowledgement between the UE and the HN and asks SA3 whether it is required to integrity protect this information and if so make the necessary updates in the security mechanism to allow that. 
Observation 3: Security mechanisms for UPU does not consider the protection of any additional field included by the UE in UPU acknowledgement responses. However, CT1 has requested SA3 to update the security mechanism for SoR in Rel-17 to support protection of additional fields included by the UE in SoR acknowledgment responses if needed. 
4.2	Protection of UE Capabilities Indication
According to S2-2101072 [1], it is required that the UE provides its UE capabilities indication regarding support of additional UPU data from the HN to the UE (e.g. NSSAA credentials, PDU authentication credentials, Preferred SNPN and Group ID list). 
This leads us to the main issue scope of this discussion paper regarding how the UE can inform the HN of its capabilities and if this capability transfer needs integrity protection in the first place. 
Mind that the additional field that CT1 has identified as potentially requiring integrity protection in the SOR acknowledgement response sent by the UE to the HN (i.e. "ME support of SOR-CMCI") can be considered as a kind of UE capability indication in relation to SoR procedure. Therefore the recommendation agreed in SA3 should apply for both discussions. 
The interest that a SN may have today to tamper or discard these UE capabilities may be questionable. CT1 LS [4], indicates already the effects that tampering or discarding this information would have on the SoR service. However, we cannot estimate all future potential updates to these procedures, we cannot know whether these capabilities or any other information required to the UE to be provided to the HN will become sensitive at some point so that a SN may be interested to be able to modify or remove them. To cater for all future additions of parameters to SoR and UPU, it could be a good time to add the possibility to integrity protect any information (e.g. UE capabilities) that the UE would need to update in the HN.  
Proposal 1: From security perspective, the UE capabilities indication sent by UE in the context of SoR and UPU procedures shall be protected from tampering and discarding. Furthermore, it seems like a good general principle to integrity protect any data sent from the UE to the HN which might be tampered or discarded by the SN.  
4.3	Alternatives for UE Capability Negotiation
This section of the discussion paper describes in more detail the two alternatives discussed by CT1:
· Extension of the UPU Procedure to protect the UE capabilities indication within UPU ACK Responses.
· Protection of UE capabilities indication within Registration procedure.  
Additionally, this discussion paper includes an additional alternative in the analysis:
· Home Network Parameter Update procedure.  
4.3.1 	Extension of UPU procedure to protect UE capabilities Indication within UPU ACK Responses
The following figure depicts how the existing UPU procedure can be extended to protect UE capabilities indication provided by the UE within the UPU ACK responses in a similar way as the "ME support of SOR-CMCI" indication may need to be protected in SoR Acknowledgment responses as required by CT1 in [4].
NOTE: The description of this alternative is updated from the one provided in S3-211860 [3].


Alternative-1: UE sends capabilities together with UPU ACK
Step 1: The UDM decides to execute UPU procedure to update UE parameters defined after Rel-15. Before triggering the actual UPU procedure for the UE parameters update (i.e. step 14), the UDM first requests the UE to report its UE capabilities in order to decide if the UE parameters will be accepted by the UE. This is done by triggering a UPU procedure as described in steps 2-13.  
Step 2-3: The UDM creates a UPU data container including the ACK indicator and a new UE Capabilities Request Indicator. The UPU data container may additionally contain a request for update of any of the UPU parameters supported in Release 15 (e.g. Routing indicator) if any of those parameters need to be updated. Otherwise, the UPU data container will only contain the ACK indicator and the new UE Capabilities Request Indicator. 
The UDM then requests the AUSF to protect the UPU data container using the Nausf_UPUProtection_Protect service operation. According to 33.501 section 6.15.2.1: 
“If the UDM decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of this document.“.
This is, the UDM also includes the ACK Indicator in the request to the AUSF (outside of the UPU data container) as an explicit indication to the AUSF to also generate the UPU-MAC-IUE.
NOTE 1:	It is up to stage 3 how to include the UE Capabilities Request Indicator within the UPU data container sent to the AUSF over Nausf_UPUProtection service. Stage 3 should also define how the UPU data container may only include the ACK and the UE Capabilities Request Indicators (i.e. without the request for update of any of the UPU parameters supported in Release 15). 
Step 4-5: The UDM sends the protected UPU data container to the UE via the AMF.
NOTE 2:	Mind that stage 3 has been requested to update the APIs related to these steps (possibly also in relation to steps 2-3) to make the delivery of the UPU data container as a true transparent container to the AMF.
Step 6~8: On receiving an UPU message, the UE first verifies the UPU-MAC-IAUSF. 
The UE will then check the content of the UPU data container and will create an ACK transparent container including the UE capabilities indication with the supported UE parameters update data set types. The UE indicates also whether no additional data set types are supported. The UE will then calculate the UPU-MAC-IUE for the generated ACK transparent container. Then, the UE sends the ACK transparent container and its corresponding UPU-MAC-IUE to the UDM via the AMF. 
NOTE 3:	It is expected that the verification of the UPU-MAC-IAUSF in step 6 can be successful also with pre Rel-17 UEs as at this stage the UE does not check the content of the UPU data container. It is also expected that a pre Rel-17 UE will then ignore the UE Capabilities Request Indicator within the UPU data container. It is not specified how the UE reacts upon reception of a UPU data container including the ACK indicator but without the request for update of any of the UPU parameters supported in Release 15. In this case, a pre Rel-17 UE may or may not send the ACK response to the UDM.   
Step 9: If the ACK response from the UE does not contain information about additional capabilities, the UDM shall compare the received UPU-MAC-IUE with stored UPU-XMAC-IUE; otherwise, it shall omit the stored UPU-XMAC-IUE and require  AUSF to generate a new UPU-XMAC-IUE for the received ACK container as in step 10~13.
Step 10~13: The UDM shall send the received ACK container which includes the supported UE parameters update data set types to the AUSF via a new Nausf_UPUProtection_ProtectACK service operation. The AUSF calculates a new UPU-XMAC-IUE accordingly and provides it to the UDM. 
NOTE 4:	For the handling of the CounterUPU, the UDM may store the CounterUPU sent to the UE in step 4, or alternatively, the UE may include the CounterUPU in the ACK response sent to the UDM in steps 7-8. The UDM shall submit the counter value to the AUSF. The AUSF shall use the counter value received from the UDM and not its stored counter value since this has already been incremented (in step 2-3).
The UDM then compares the UPU-MAC-IUE received from the UE with the new UPU-XMAC-IUE received by the AUSF and if verification is successful, the UDM stores the supported UE parameters update data set types.
NOTE 5: 	Mind that it is not essential to execute the UPU procedure to fetch the UE capabilities from the UE as described in steps 2-13 every time the UDM decides to update UE parameters defined after Rel-15. The UDM can trigger this procedure once (e.g. at registration of a new SUPI-PEI association) and store the UE capabilities per SUPI-PEI association. As long as the registered SUPI-PEI association does not change, it is assumed that the UE capabilities will remain as initially fetched and stored and thus the UDM would know whether a UPU procedure to update UE parameters defined after Rel-15 could be executed. The UE information provided over the UPU ACK responses is not stored in UDM in relation to the AMF registration information, so the information is persistent in UDM across AMF registrations.    
Step 14: If the UE supports the update of additional parameters defined after Rel-15, the UDM then triggers the corresponding UPU procedure. 
4.2.2 	UE Sends Capabilities During Registration Procedure
This section describes how the UE could provide its capabilities to the UDM in a protected way during the registration procedure. The description of this alternative is as the one provided in S3-211860 [3]. Some additional observations are included in this description. 


Alternative-2: UE sends capabilities in registration procedure
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Step 1~2: The UE shall calculate the UPU-MAC-IUE with the supported UE parameters update data set types. Then, the UE shall put the supported UE parameters update data set types, an ACK indication if an acknowledgement is required from the UDM and the UPUC-MAC-IUE in an UPU transparent container carried in registration procedure (i.e. in either the registration request with integrity protection or NAS Security Mode complete). The UPU transparent container is forwarded to the UDM. 
Step 3~5: The UDM shall send the supported UE parameters update data set types and the UPUC-MAC-IUE to AUSF to verify the MAC. If an ACK indication is included the UDM shall also send the ACK indication to AUSF to get UPUC-MAC-IAUSF. After a successful verification result from AUSF, the UDM shall store the supported UE parameters update data set types. A new Nausf service and new MAC and Counter parameters are defined for this purpose. 
Step 6~8: If an acknowledgement is required, the UDM shall send the ACK and the UPUC-MAC-IAUSF to UE. The UE shall verify it accordingly.
In this alternative, it is expected that the UE will include its capabilities regarding support of additional UPU data defined after Rel-15 at each initial and mobility registration request, similarly as other UE capabilities are also sent during these procedures. This is, the UDM will also trigger the verification and refresh of the UPU capabilities in storage at every UE initial and mobility registration procedure even if these UE capabilities are not updated.  
The existing AMF registration procedure in UDM is impacted in order to include the UPU capability container and related protection parameters in the request and the UPUC-MAC-IAUSF in the AMF registration response. Therefore, the successful execution of this alternative is dependent on the corresponding support in the AMF. 
Finally, it is unclear what should be the effect of an unsuccessful verification of the UPUC-MAC-IUE at the UDM on the UE registration procedure.   
4.2.3 	Home Network Parameter Update Procedure
This section proposes a new alternative for the UE to provide its UE capabilities indication to the UDM based on the specification of a new generic procedure for the UE to update any information in the Home Network (HN) in a secure way. This mechanism is based on the same principles of the currently defined UPU procedure, but it operates in the opposite direction (i.e. from UE to HN). This new HN Parameter Update (HoPU) procedure is independent of the UPU and/or registration procedure but can be triggered in relation to these. 


Alternative-3: HN Parameter Update Procedure
The principle is the same as for existing UPU procedure except that the information flows are in the opposite direction. UE provided parameters via HoPU are protected also using a new AUSF service (Nausf_HoPUProtection) and corresponding new parameters (e.g. HoPU-MAC-IUE , CounterHoPU, etc, …).
Step 0. The AUSF and the UE shall associate a new counter (e.g. a 16-bit counter) CounterHoPU with the key KAUSF. The AUSF and the UE shall maintain the CounterHoPU for lifetime of the KAUSF.
Step 1.	The UE decides to update some data (e.g. UE capabilities) to its HN. The UE generates an HoPU data container and its corresponding HoPU-MAC-IUE, using CounterHoPU as freshness input. 
If the UE decides that the HN is to acknowledge the successful reception of the HoPU data, the UE includes an ACK Indicator within the HoPU data container.
Step 2.	The UE sends the HoPU data to the AMF via a NAS Uplink Request in N1 NAS message. In the message, the UE also includes the HoPU-MAC-IUE, and the CounterHoPU. 
Step 3.	The AMF invokes a Nudm_ParameterProvision_Update service operation towards the UDM to update HoPU data in the UDM. In the message, the AMF also includes HoPU-MAC-IUE, the CounterHoPU received from the UE.
NOTE 1:	The Nudm_ParameterProvision_Update service operation is an existing service operation defined in TS 23.502 which is currently used by the UE to update the UE Location Privacy setting in UDM as defined in TS 23.273. However, as currently defined, the transfer of the UE location Privacy settings between the UE and the UDM is not protected in any form. The HoPU procedure could also be used to update the UE Location Privacy settings in a secure way and any other parameter that the UE should send to the HN in a protected way in the future.
Step 4.	The UDM invokes a new Nausf_HoPUProtection service operation with the AUSF, including the UEs SUPI, the received HoPU data and the CounterHoPU. If the HoPU data container included an ACK Indicator, the UDM also sends an ACK indication to the AUSF. 
The HoPU procedure could be also extended to protect any additional info that the HN may want to provide to the UE within the HoPU ACK response in a similar way as the UPU procedure is proposed to be extended to support the protection of information provided by the UE in the UPU ACK response as described in alternative 1. In that case, the UDM may include “additional information” in the request to the AUSF.
Step 5.	The AUSF checks the freshness of CounterHoPU and shall only accept CounterHoPU value that is greater than stored CounterHoPU value. The AUSF then generates the HoPU-XMAC-IUE corresponding to the HoPU data container and the received CounterHoPU. 
[bookmark: _Hlk76112121]If the UDM included an ACK indicator, the AUSF also generates an HoPU-MAC-IAUSF. If the UDM included “additional information” in the request, the AUSF uses this “additional information” for the computation of the HoPU-MAC-IAUSF. 
The AUSF replies to the UDM including the HoPU-XMAC-IUE and optionally the HoPU-MAC-IAUSF if the UDM included the ACK indication in the request. 
Step 6.	The UDM compares the HoPU-MAC-IUE from the UE with the HoPU-XMAC-IUE from the AUSF. If the validation is successful, the UDM stores or updates the UE HoPU data.
Step 7.	The UDM sends a Nudm_ParameterProvision_Update response to the AMF. If ACK indication is received from the UE in step3, the UDM includes also HoPU-MAC-IAUSF and potential additional info that is used in HoPU-MAC-IAUSF calculation.
Step 8.	The AMF sends the HoPU data response to the UE via N1 NAS message. The AMF includes HoPU-MAC-IAUSF and potential additional info received from the UDM in step 7.
Step 9.	The UE calculates HoPU-XMAC-IAUSF and validates the HoPU-XMAC-IAUSF matching with the received HoPU-MAC-IAUSF.
Finally, the UDM will use the HoPU data provided to the UDM and stored in step 6 as required. In the context of the UE capabilities with regards support for update of UE parameters defined after Release 15, the UDM may then initiate the corresponding UPU procedure accordingly if possible. As for alternative 1, the HoPU procedure can be executed only when the UE determines the need, for example when the SUPI-PEI association in the UE changes or when the UE Location privacy settings are updated in the UE. After that, the UDM stores the received information from the UE and can use it as input for subsequent procedures. Mind that in this case, the UE information provided over the HoPU procedure is not stored in UDM in relation to the AMF registration information, so the HoPU data is persistent in UDM across AMF registrations. This is, the HoPU procedure to provide the UE capabilities to the UDM in a secure way can be only executed once e.g. per SUPI-PEI association. 
4.3 	Evaluations of the alternatives
The following table compares the proposed alternatives. 
	
	Alt 1: Extended UPU
	Alt 2: Extended Registration Request
	Alt 3: HoPU

	Impacts UE
	Yes.
UE supports sending of UE capabilities in UPU ACK responses. 
See also impacts on protection mechanism.
	Yes.
UE includes UE capabilities and protection params during Registration procedure. 
See also impacts on registration and protection mechanism.
	Yes.
UE triggers new HoPU procedure when required.  
See also impacts on protection mechanism.

	Impacts VPLMN (AMF)
	No. 
Assuming AMF is able to handle UPU transparent container Rel17 onwards. 
	Yes. 
AMF required to support UPU capability container and related protection params over registration procedure from UE and towards UDM. 
	Yes. 
AMF required to support new HoPU procedure. However, the support of the new HoPU procedure will be generic for any data UE needs to provide to the HN in a secure way even outside the context of UPU. (i.e. future proof).

	Impacts HN (UDM/AUSF)
	Yes. 
UDM triggers extended UPU to request UE capabilities. This can be done only when required. HN has the control of the request of UE capabilities.
See also impacts on protection mechanism.
	Yes. 
Existing AMF registration procedure in UDM is impacted. Verification and storage of UPU capabilities is executed for every AMF registration in UDM. 
See impacts on protection mechanism.
	Yes. 
UDM supports new HoPU procedure. 
See impacts on protection mechanism.

	Impacts Registration
	No.
	Yes. 
UE capabilities and protection params are included during every (initial and mobility) registration procedure. Significant increase of bits in related NAS procedures.  
AMF registration procedure in UDM impacted too. Unclear effect of unsucc MAC verification in UE Registration. 

	No. 

	Impacts Protection Mech
	Yes. 
New Nausf service required but reuses UPU parameters. 
New service can be used for any data UE needs to provide to the HN in a secure way in the context of UPU (i.e. future proof).
	Yes. 
New Nausf service and new protection params required. The new service and params are quite specific for the protection of the UPU capabilities only (i.e. not future proof).  
	Yes. 
New Nausf service and new new protection params required. However, the new service and params will be generic for any data UE needs to provide to the HN in a secure way even outside the context of UPU. (i.e. future proof). 



Based on this comparison, Alternative 1 (Extended UPU Procedure) presents less impacts on the system. There is no impact on the VPLMN (Rel 17 AMFs supports UPU transparent container) and neither on the registration procedure. Also, the impacts at the UE and HN side related to the updates on the protection mechanism are fewer than for the rest of alternatives as the existing UPU protection params (MAC, Counter) can be reused. 
Since the UPU procedure is triggered by the UDM, the control with this alternative resides at the HN. In the other alternatives, the procedure is dependent on the UE sending the information to the UDM. The extended UPU procedure to retrieve the UE capabilities can be triggered only when required. 
It is also worth mentioning that the principles of this alternative can be also applied to the protection of the "ME support of SOR-CMCI" indicator in SoR acknowledgement responses required by CT1. Furthermore, the same principles can be applied to any additional SoR/UPU fields required to be protected in the future with no additional specification work required (i.e. future proof).  
Alternative 2 (Extended Registration Request) is the alternative with more impacts overall. Specially the impact at registration request from UE and towards UDM and that every initial and mobility UE registration will be impacted would not be desirable. This alternative is also very specific for the provision of the UE capabilities in relation to UPU; this alternative is not future proof as any other UE provided parameter that would require similar protection in the future will require the definition of yet another similar protection service and related parameters.      
Alternative 3 (HoPU procedure) is similar to alternative 2 in terms that it is the UE the one triggering the update of information in the HN with new Nausf service and protection parameters support in UE and HN side. However, this alternative does not impact the registration procedure and could be considered as a generic procedure enabling the update of any information provided by the UE to the HN in a secure and future proof way. 
5 	Detailed proposal
It is proposed that SA3 recommends to integrity protect the UE capabilities that are requested to be provided by the UE to the HN in the context of SoR and UPU procedures. This includes the protection of the "ME support of SOR-CMCI" indicator in SoR acknowledgement responses required by CT1 in [4], and the UE capability negotiation for the parameters contained in UPU procedure as required by SA2 in [1].
It is further proposed that the integrity protection of the "ME support of SOR-CMCI" indicator in SoR and the UE capability for UPU is specified according to alternative 1 (“Extended UPU procedure”) which can be also adapted for SoR. 
Draft CRs in [5] and [6] propose the corresponding normative updates in TS 33.501. 
It is also proposed to answer the incoming LSs in [1]/[2] and [4] accordingly. A draft LS reply to [1]/[2] is provided in [7]. [4] was already replied to during SA3#103e, [8]. However, that reply only indicated that SA3 will work on a solution. Once a CR has been approved, a new LS to CT1 is needed. 
Finally, it is proposed to consider defining a HN Parameter Update procedure as a generic method for integrity protect UE parameters not related to UPU/SoR that are required to be updated in the HN (e.g. LCS privacy settings). No draft exists for this yet. 
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[ACK Ind], [additional info])
5. Nausf_HoPUProtection_Protect Response
(HoPU-XMAC-IUE, [HoPU-MAC-IAUSF])
10. UDM stores the received HoPU data and uses it accordingly (e.g. to initiate a UPU procedure for UPU data types defined after Rel-15)
0. The UE is authenticated and registered in the 5GC. UE and AUSF share a Kausf.
2. UL NAS Transport
 (HoPU data, HoPU-MAC-IUE , CounterHoPU)
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7. UL NAS Transport

 (ACK Resp (UE Capabilities Ind), 

UPU-MAC-I

UE

)

6. Verify UPU-MAC-I

AUSF

9. If there is no UE capabilities indication, compares the received UPU-

MAC-I

UE

 with stored UPU-XMAC-I

UE

; Otherwise, omits the stored UPU-

XMAC-I

UE

 and request an UPU-MAC-I

UE

 from AUSF corresponding to the 

UE Capabilities indication provided by the UE  

1. The UDM decides to perform UE Parameter Update for 

additional UPU parameters not defined in Rel15.

4. Nudm_SDM_Notification (UPU Data, UPU-MAC-I

AUSF

, Counter

UPU

)

8.Nudm_SDM_Info (ACK Resp, UPU-MAC-I

UE

)

2. Nausf_UPUProtection_Protect Request 

(SUPI, UPU Data (ACK Ind, UE Cap Req ind), ACK Ind)

3. Nausf_UPUProtection_Protect Response

(UPU-MAC-I

AUSF

, UPU-XMAC-I

UE

, Counter

UPU

)

Store the Counter

UPU

10. Nausf_UPUProtection_ProtectACK 

(SUPI, ACK Resp (UE Capabilities Ind))

12. Nausf_UPUProtection_ProtectACK Response

(UPU-XMAC-I

UE

)

11. Generate UPU-XMAC-I

UE

13. Compare the received UPU-MAC-I

UE 

from UE with the UPU-XMAC-I

UE

 

received from AUSF. The UDM stores the supported UE parameters 

update data set types if the verification is successful.

14. Another roundtrip of step 1~9 for new parameter updating according to the received UE capabilities indication


