3GPP TSG-SA3 Meeting #104-e 
S3-212660
e-meeting, 16 - 27 August 2021










Revision of S3-20xxxx
Source:
Huawei, HiSilicon
Title:
eNA: Updates and conclusion to key issue #3.1
Document for:
Approval
Agenda Item:
5.16
1
Decision/action requested

SA3 is kindly requested to approve the proposed updates and conclusion to the key issue #3.1 in TR 33.866.
2
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3GPP TS 23.288 Architecture enhancements for 5G System (5GS) to support network data analytics services
3
Rationale

There is an Editor’s Note in the key issue #3.1, privacy preservation for transmitted data between multiple NWDAF instances. 
Editor's Note: Description of the attacker model is FFS.

This contribution analyses the attacker model in this key issue.
It is specified in TS 23.288 [1] that roaming architecture does not apply in Rel-17, therefore the two NWDAF instances between which the data transfer occurs belong to the same operator. A user signs the privacy agreement with an operator. When permissions are granted by the user, the operator is authorized to process the data for the purposed agreed by the user, and there is no privacy violation due to which NWDAF instance of the operator the data is being processed at and being transferred to. The user is unware of and has no need to know which NWDAF instance the user data is processed at and which NWDAF instance the user data is being transferred to.
This contribution proposes to add the above analysis to key issue #3.1.
Based on the analysis, it is also proposed that there will be no normative work for key issue #3.1.
4
Detailed proposal

******************   Start of 1st Change ******************

5.3.1
Key Issue #3.1: Privacy preservation for transmitted data between multiple NWDAF instances

5.3.1.1
Key issue details 

In the case of Multiple NWDAF Instances, during the transfer of data/metadata/analytics output, it needs to be ensured that the privacy of the user is preserved. 

It needs to be ensured that appropriate measures are taken by the sender NWDAF to protect any information which can reveal the privacy of the user, such as positioning information, user profile information, etc., before sending privacy-related data to another NWDAF instance. Privacy-related information that has been allowed by the User for analysis should not be transferred without sufficient protection mechanism.

5.3.1.2
Security threats

Information that can reveal the identity of the user can compromise privacy when transmitted unprotected.

The transfer of personally identifiable information without adequate protection measures constitutes a threat against user privacy and possibly violates regulations on data protection.

Editor's Note: Description of the attacker model is FFS.
NOTE: A user signs the privacy agreement with an operator. When the permission is granted from the user, the operator is authorized to process the data for the purpose agreed by the user. The user is unware of and has no need to know which NWDAF instance the data is transfered to. What matters is whether the data is used for the agreed purpose. Transferring the data from one NWDAF instance to another within the operator’s network has no privacy implications.
5.3.1.3
Potential security requirements

Any information which can reveal the identity of the user, such as positioning information, user profile information, etc, should be securely protected before data is being shared or transferred to other NWDAF Instances.
******************   End of 1st Change ******************
******************   Start of 2nd Change ******************

7
Conclusions
7.1
Conclusions on Key Issue #1.1

Solution #6 is recommended as baseline for integrity protection of data transferred between AF and NWDAF.

7.X
Conclusions on Key Issue #3.1

There is no normative work needed for key issue #3.1.
******************   End of 2nd Change ******************
