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**** Start of Changes ****
[bookmark: _Toc67389404][bookmark: _Toc51168494][bookmark: _Toc45275236][bookmark: _Toc19634999]Annex I (normative):
Non-public networks
[bookmark: _Toc67389405][bookmark: _Toc51168495][bookmark: _Toc45275237][bookmark: _Toc45274649][bookmark: _Toc45028984][bookmark: _Toc35533596][bookmark: _Toc35528835][bookmark: _Toc26876067][bookmark: _Toc19635000]I.x	Service authorization in SNPNs with PLMN/SNPN as external entity
In case of roaming architecture, service authorization procedure is similar to the one indicated in clause 13.4.1.2.
Step 1: obtaining access token from Home SP for service access


Figure I.x-1: NF Service Consumer in V-SNPN obtaining access token before NF Service access
1.	The NF Service Consumer in V-SNPN shall invoke Nnrf_AccessToken_Get Request (V-SNPN ID, PLMN ID/H-SNPN ID and other parameters defined in clause 13.4.1.2) from NRF in the same SNPN. 
2.	The NRF in SNPN shall forward the parameters it obtained from the NF Service Consumer to the NRF in PLMN/H-SNPN.
3.	The NRF in PLMN/H-SNPN checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF in PLMN/H-SNPN shall generate an access token as defined in clause 13.4.1.1 with SNPN IDs as additional claims.
4.	If the authorization is successful, the access token shall be included in Nnrf_AccessToken_Get Response message to the NRF in V-SNPN. 
5.	The NRF in V-SNPN shall forward the Nnrf_AccessToken_Get Response to the NF Service Consumer.
Step 2: service authorization based on token verification
The following figure and procedure describes how authorization is performed during service request of the NF Service Consumer in V-SNPN. 


Figure I.x-2: NF Service Consumer in V-SNPN requesting service access with an access token in roaming case
1.	The NF Service Consumer in V-SNPN requests the service from a NF Service Producer of Home SP. The NF Service Consumer shall include the access token obtained from the NRF in step 1 in the Service Request. 
-	During the transmission of the request, the pSEPP shall check that the V-SNPN ID in the subject claim of the access token matches the remote SNPN ID corresponding to the N32-f context Id in the N32 message. 
2.	The NF Service Producer of Home SP verify the token as follows:
-	The NF Service Producer ensures the integrity of the token by verifying the signature using the public key of the NRF of Home SP or checking the MAC value using the shared secret. 
-	If integrity check is successful, the NF Service Producer shall verify the claims in the token as defined in clause 13.4.1.1.2. 	In addition, the NF Service Producer shall verify that the V-SNPN ID contained in the API request is identical to the one contained in the subject claim of the access token. The NF Service Producer shall also check that the PLMN ID/H-SNPN ID in the audience claim of the access token matches its own PLMN/H-SNPN identity.
**** End of Changes ****
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