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*** Start of Change ***

[bookmark: _Toc22546708][bookmark: _Toc26879934][bookmark: _Toc45035728][bookmark: _Toc58341380][bookmark: _Toc22545437]4.2.2.1.3	Security functional requirements on the SMF checking UP security policy 
Requirement Name: UP security policy check.
Requirement Reference: TS 33.501 [8], clause 6.6.1
Requirement Description:
"The SMF shall verify that the UE's UP security policy received from the target ng-eNB/gNB is the same as the UE's UP security policy that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB. This UP security policy information, if included by the SMF, is delivered to the target ng-eNB/gNB in the Path-Switch Acknowledge message. The SMF shall log capabilities for this  event and may take additional measures, such as raising an alarm. "
Threat References: TR 33.926 [4], clause J.2.2.4, Unchecked UP security policy.
TEST CASE: 
Test Name: TC_UP_SECURITY_POLICY _SMF
Purpose:
Verify that the SMF checks the UP security policy that is sent by the ng-eNB/gNB during handover. 
Pre-Conditions:
The SMF under test is preconfigured with a UE UP security policy.
Execution 
1. The tester sends the Nsmf_PDUSession_UpdateSMContextSMContextUpate Request message to the SMF under test. A UE UP security policy different than the one preconfigured at the SMF under test is included in the Request message.
2. The tester captures the Nsmf_PDUSession_UpdateSMContextSMContextUpdate Response message sent from the SMF under test.
Expected Results:
 The preconfigured UE security policy is contained in the ‘n2SmInf’ IE in the captured Response message.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).

*** End of Change ***

