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Decision/action requested
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Rationale

Reason for change: During OAuth 2.0 misalignment discussion (stage 3/state 2) an aspect on NRF deployment was raised that needs clarification.
Summary of changes: A KI is introduced that describes the different NRF deployment options. No threats or requirements are provided, because the issue rather needs further details in specification text that clarifies the access token request process.
4
Detailed proposal

************** START OF CHANGES
5.X
Key issue #X: Service access authorization requirements in intra-PLMN scenarios for PLMN deploying multiple NRFs (in OAuth2.0 AS role)

5.X.1
Key issue details
5.X.1.1
Introduction
Multiple NRFs can be deployed in a PLMN, optionally using a hierarchical structure whereby an NRF may redirect or forward service requests to another NRF. One (or more) NRF can serve the entire PLMN, a set of network slices, or a single network slice. 
TS 23.501 states:

In the context of Network Slicing, based on network implementation, multiple NRFs can be deployed at different levels (see clause 5.15.5):

-
PLMN level (the NRF is configured with information for the whole PLMN),

-
shared-slice level (the NRF is configured with information belonging to a set of Network Slices),

-
slice-specific level (the NRF is configured with information belonging to an S-NSSAI).

One PLMN with several NRFs can be deployed in many ways: NRFs can have all the same data or could hold different subset of data. NRFs could all be OAuth 2.0 servers or only some of them, e.g. having one NRF being the central OAuth 2.0 server.

To receive an access token, the OAuth client need to be known to the NRF issuing the token. But looking at the different deployment options, the NRF knowing the client could be different from the NRF authorizing and issuing the access token. This raises the question, by which NRF an OAuth client needs to be authenticated and by which NRF an OAuth client gets the access token after authorization.

Only the NRF where the NF Service Producer has registered its services can act as the OAuth authorization server, i.e. to provide an access token. But the requesting NF Service Consumer is not necessarily known to this OAuth authorization server in deployment scenarios with multiple NRFs. For instance, an AMF may be registered in a PLMN-wide NRF while SMFs supporting specific network slice(s) may be registered in a slice(s) specific NRF. How does the AMF get an access token to access the SMF services in such deployment?

This key issue will clarify the service access authorization requirements and call flows, for the different NRF deployment models in case of multiple NRFs in the PLMN, including when the access token request is sent to a different NRF than the NRF where the NF Service Producer has registered its services. 

TS 33.501 does only cover the inter-PLMN case, where vNRF authenticates the NF Service Consumer and hNRF provides the access token after the hNRF authorized the NF Service Consumer. How the trust between vNRF and hNRF is assured needs further clarification. For the intra-PLMN case, in particular slice specific authorization, such clause is missing.

Therefore, this key issue takes into account the different deployment models in intra-PLMN authorization requests.

5.X.1.2
Hierarchical NRFs / Deployment model with local NRFs
This deployment model assumes that NFc needs to be registered at a local NRF or that NFc is known (as Oauth client) at a local NRF. It also assumes that one NRF is trusting the other NRF in the same PLMN. 

When requesting an access token, NFc goes first to its local NRF, which authenticates NFc and then forwards or redirects the request to the target NRF, where a NFp has registered its services. In this case the local NRF authenticates the NFc and the target NRF (holding the policy for NFp services) provides the access token for NFp service.

Comment: This variant uses the model of inter-PLMN service access authorization also for intra-PLMN cases with multiple NRFs (with OAuth2 Authorization Server role), i.e. with an NFc registered as OAuth2 client to one NRF (local NRF) and with access token requests issued by this NFc always going through this specific/local NRF and being forwarded or redirected to the target NRF (with OAuth2 Authorization Server role) where the NFp has registered its services.

This deployment model can also apply to deployments where NFc is registered or known as Oauth client at a NRF that is not necessarily close to NFc, e.g. an AMF registered in a PLMN wide NRF. 

5.X.1.2
Deployment model with NF Service Consumer directly accessing the NRF where the NF Service Producer is registered
There can be centralized NRF(s) or distributed NRFs in OAuth2 Authorization Server role.  An NRF can be configured by OAM with OAuth clients/ access token policies enabling a consumer to get access tokens from different NRFs (in OAuth2 Authorization Server role). 

A NF (e.g. AMF) can register and/or be known as OAuth 2.0 client to a PLMN-wide NRF, but can also address a specific NRF directly, e.g. AMF can be configured with or can retrieve from the NSSF the NRF Access Token URI to use for a specific network slice: AMF may retrieve from the NSSF the NRF Access Token URI it shall use for a specific network slice (see 29.531). 

	nrfAmfSetAccessTokenUri
	Uri
	O
	0..1
	When present, this IE shall contain the API URI of the NRF Access Token Service (see clause 6.3.2 of 3GPP TS 29.510 [13]).


Thus, an AMF can send the Access Token Request directly to the slice specific NRF, there is no need to go via a "local" NRF, where the AMF could be registered.
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23.502, Figure 4.3.2.2.3.2-1: SMF selection for non-roaming and roaming with local breakout scenarios

This procedure may be skipped altogether if SMF information is available in the AMF by other means (e.g. locally configured); otherwise:

-
when the serving AMF is aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance based on configuration or based on the Network Slice selection information received during Registration, only steps 3 and 4 in the following procedure are executed as described in Figure 4.3.2.2.3.2-1;

-
when the serving AMF is not aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance, all steps in the following procedure are executed as described in Figure 4.3.2.2.3.2-1.

1.
The AMF invokes the Nnssf_NSSelection_Get service operation from the NSSF in serving PLMN with the S-NSSAI of the Serving PLMN from the Allowed NSSAI requested by the UE, PLMN ID of the SUPI, TAI of the UE and the indication that the request is within a procedure of PDU Session establishment in either the non-roaming or roaming with local breakout scenario.
2.
The NSSF in serving PLMN selects the Network Slice instance, determines and returns the appropriate NRF to be used to select NFs/services within the selected Network Slice instance, and optionally may return a NSI ID corresponding to the Network Slice instance.
See 29.531, 6.1.6.2.7 which includes 

	nrfAccessTokenUri
	Uri
	O
	0..1
	When present, this IE shall contain the API URI of the NRF Access Token Service (see clause 6.3.2 of 3GPP TS 29.510 [13]).


Thus, based on configuration or based on the Network Slice selection information received during Registration or PDU session establishment, the AMF is aware of the appropriate NRF to be used to select NFs/services within the corresponding Network Slice instance. There is no way to pass this URI to a “local NRF” (where the AMF would be known as OAuth2 client), as opposed to the Inter-PLMN case, where the NRF Access Token Request supports the AMF providing the hnrfAccessTokenUri. 

5.X.2
Security threats

Not applicable, since this key issue is for clarifying missing specification text.

5.X.3
Potential security requirements

Not applicable, since this key issue is for clarifying missing specification text.

************** NEXT CHANGE
6.Y
Solution #Y: NRF deployment clarifications

6.Y.1
Introduction

This solution addresses key issue #X. It provides input for text that needs to be adapted for clarification of handling access token requests in different NRF deployments
6.Y.2
Solution details
The following text outlines a potential update to TS 33.501 in a new clause
 (e.g. 13.4.1.1.1a) on "NRF deployments" with clarification text for
 NF Service Consumer behaviour and local NRF deployments along the lines:
There are different deployment options for NRFs, as described in TS23.501 (see clause 5.15.5).
The NF Service Consumer may have discovered a specific NRF in advance, e.g. a slice specific NRF, and can send its request directly to this specific NRF. In this case, if the specific NRF is not the NF Service Consumer's local NRF, the authorization server part of this NRF does not have a record of this NF Service Consumer's Oauth2.0 client registration.
Editor’s Note: It is FFS how the specific NRF, e.g., a slice specific NRF, authorizes the NF Service Consumer before offering the requested service. 
· If the NF Service Consumer requests an NRF, where the NF Service Producer is not registered (see NRF deployment options), the requested NRF needs to redirect/forward the service request to that NRF.
In a local NRF deployment, the NF Service Producer only gets the certificate of its local NRF. Thus, the local NRF of the NF Service Producer would need to trust the forwarding NRF that has authenticated the NF Service Consumer before the local NRF be able to authorize the NF Service Consumer. 

6.Y.3
Evaluation
TBD

************** END OF CHANGES
