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1
Decision/action requested

This pCR proposes a Key issue on compromised slice information to TR 33.874.
2
References

[1]
3GPP TR 33.874, ‘Study on enhanced security of Network Slicing Phase 2’.
3
Rationale

This pCR proposes a new Key issue to TR 33.874.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.874.
*****Start of Change*****
5.X
Key Issue #X: Security issue due to compromised slice information 
5.X.1
Key issue details

A gNB may support multiple and different network slices, and on different frequencies in different regions.  
In TR 38.832 [6], in order to support fast cell reselection for particular network slices, solutions based on broadcasting slice related information are being studied. The broadcast slice related cell info may contain e.g., NSSAI, SST, slice grouping or slice associated information. In this key issue, the following questions are to be addressed: 

- If the broadcasted slice related information is not protected, then is it possible that any attacker compromises the broadcasted slice related information.

- If any attacker compromises the broadcasted slice related information, is it possible that the UE may determine to do cell reselection based on a compromised slice information.

- If the UE performs cell reselection based on a compromised slice related information, can it lead to service failure for the UE.
5.X.2
Security threats

The UE may perform wrong cell reselection if the broadcasted slice information is compromised over the air.
A reapeated incorrect cell reselection may lead to repeated service failure.
5.X.3
Potential security requirements

FFS.
*****End of Change*****
