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1
Decision/action requested

Approve this contribution to update the solution #12 in the eNA study TR33.866
2
References

[1] 3GPP TR 33.866
3
Rationale

This contribution proposes resolutions of some editor’s notes and some updates in solution#12 in TR 33.866 [1]. 

Remove 1st EN, by adding ‘It is assumed that data consumer knows the data producer in advance.’
Remove 2nd EN, by updating the regarding step.

Step 8a is left as optional. The access token is specific to DCCF itself; the token is not issued to consumer.

Remove 3rd EN, by removing the regarding access token in the request.

Remove 4th EN, by adding the case of the arrival of second data consumer.
4
Detailed proposal
Solution #12: Solution on Authorization of Data Consumers for data access via DCCF
6.12.1
Introduction

This solution addresses KI#1.3 on Authorization of data consumers for data access via DCCF.

Based on a request from a DCCF, data producer sends data to a requesting data consumer, even though the data consumer is not authorized to receive this data. This solution addresses the unauthorized data consumer issue in the case that DCCF is used to coordinate the data collection.
6.12.2
Solution details

The data consumer requests authorization from the NRF to invoke services of a DCCF and a data producer. After data consumer requests a token for the DCCF service request, the consumer requests another token for data collection request. 

The NRF determines if the data consumer is authorized to use the service of the DCCF and the NRF sends a token for DDCF service. The NRF then determines if the data consumer is authorized  to collect the requested data from the data producer, and then the NRF provides another access token to the data consumer. The data consumer uses these tokens for the service requests to the DCFF and data producer. The DCCF executes the service by verifying the token for DCCF service. Then the DCCF sends the data request by the token for data collection to the data producer. The data producer executes the service by verifying the token and sends the data to the data consumer via DCCF. 
It is assumed that data consumer knows the data producer in advance.
The solution is shown in detail below:
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Figure 6.12.2-1. Authorization of data consumer for services of DCCF and data producer
1. The data consumer requests a token from the NRF for the DCCF service.

2. The NRF checks if the data consumer is allowed to access DCCF. If the check was successful, NRF generates the token. The access token that the consumer receives from the NRF contains the information that the consumer is authorized to invoke DCCF services. 

3. The NRF sends the token for the DCCF service to the data consumer.


4. The data consumer requests a token from the NRF for the data collection requests from the target data producer if possible. In the token request, the data consumer includes, besides the existing token request parameters, the following additional parameters: the data that the data consumer wants to collect, information about the data producer that is available to the data consumer, e.g., name of the data producer service or data producer NF instance ID if available to the data consumer.

5. The NRF checks if the data consumer is allowed to consume the data. If the check was successful, NRF generates the token. The access token that the consumer receives from the NRF contains the information that which data the consumer is allowed to retrieve. Besides the existing parameters, the token contains the following additional information: the data that the data consumer wants to collect, both the data producer NF ID (if there exists) and the name of the data producer service. 

6. The NRF sends the token for data collection to the data consumer.

7. The consumer sends the received token for the DCCF service to the DCCF. This request also includes the access token for data collection.
8. The DCCF verifies the token and checks the authorization result. If the consumer is allowed to get services from the DCCF and collect data, then the DCCF coordinates the data collection request. 

8a. (Optional – if the data producer requires this access token) DCCF requests an access token for itself from the NRF to get the service from data producer. NRF provides an access token for the service of data producer to the DCCF.

The DCCF sends the request to the data producer to retrieve the service. This request includes the access token received by DCCF in step 8a (optional) and the access token for data collection, ensuring the data consumer is authorized to consume this data. 
9. 
10. The data producer verifies the access token, checks the tokens from the data consumer and execute the service.

11. The data producer provides requested data to the DCCF.

12. The DCCF forwards the provided data to the data consumer.


NOTE: In the case that a second Data Consumer comes a later stage for the same type of data, steps 1-8 are applied, steps 8a-11 can be optionally executed depending on the deployment option. The data is forwarded by the DCCF to both data consumers as in step 12.

6.12.3
Evaluation
This solution addresses the key issue#1.3.

It meets the first requirement of the KI.

This solution proposes a procedure such that the second requirement does not need to be addressed.

This solution utilizes nearly current SBA mechanism. 
In this solution, it is assumed that data consumer knows the data producer in advance.
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