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1
Decision/action requested

This contribution proposes some clarification regarding the impacts on the USIM of solution #4.6.
2
References

[1]
3GPP TR 33.846 v0.12.0


3
Rationale
Solution #4.6 of 3GPP TR 33.846 [1] is using time-based or partly time-based SQN generation to address the Key Issue #4.1. The evaluation of the solution described in clause 6.4.6.3 of 3GPP TR 33.846 [1] indicates that this solution resolves Key Issue #4.1 without impact on USIM and UDM. However, in case that a home operator would decide to move from non-time based SQN generation to time-based or partly time-based SQN generation, then the USIM on the field would be impacted since some parameters of the USIM, such as choice of ( or limit L, would have to be configured differently depending on the new type of profile (management of sequence numbers) and associated security policy of the home network. An inadequate configuration in the USIM of the parameters (e.g. () results in a procedure of verification of sequence numbers in the USIM involving increase of re-synchronization procedures, and possibly impossibility to re-synchronize the system.  
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.839 [1].

*** START of 1st CHANGE ***

6.4.6
Solution #4.6: Using time-based or partly time-based SQN generation
6.4.6.1
Introduction

This solution addresses is related to the key issue #4.1 Protection of SQN during AKA re-synchronisations and shows that the problem would not exist, if one of the following SQN generation schemes are used.
6.4.6.2
Solution details

As specified in Annex C.3 TS 33.102 [3], if the generation of sequence number is time-based or partly time-based,  the value of SQN does not allow to trace the user over longer periods. Therefore, there may be no need to conceal SQN by an anonymity key as specified in section 6.3, TS 33.102 [3]. If the time-based or partly time-based SQN generation is used, the AK is not used and the SQN does not need protected.
Therefore, this solution propose to use time-based or partly time-based SQN generation to resolve this key issue.
6.4.6.3
Evaluation

This solution use time-based schemes to resolve the key issue#4.1 without impact on USIM and UDM. It does not work for non-time based schemes. In case that a home operator would decide to move from non-time based SQN generation to time-based or partly time-based SQN generation, then the USIM on the field would be impacted since some parameters of the USIM, such as choice of ( or limit L, would have to be configured differently depending on the new type of profile (management of sequence numbers) and associated security policy of the home network. An inadequate configuration in the USIM of the parameters (e.g. () results in a procedure of verification of sequence numbers in the USIM involving increase of re-synchronization procedures, and possibly impossibility to re-synchronize the system.
*** END of 1st CHANGE ***

-----------------------------------------------------------

*** START of 2nd CHANGE ***

7.0.2
Impact of solutions

Table: Comparison table of UE and network impacts per solution

	
	UE impacts
	Network impacts
	comments

	Solutions
	
	AMF/

SEAF
	UDM/

ARPF
	

	Solutions for resilience against identifier linkability
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	ME
	X
	X
	Risk of linkability attack.

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	Probably ME
	X
	X
	Authentication failure message for the first UE registration is left unencrypted

	#2.3: Unified authentication response message by UE
	USIM 
	X
	X
	

	#2.4:  MAC-S based solution
	USIM
	X
	X
	

	#2.5: Encryption of authentication failure message with SUCI method
	USIM or ME
	X
	X
	This solution relies on the availability of SUCI mechanism.

	#2.6: Certificate based encryption of unicast NAS message
	USIM and ME
	X
	X
	This solution relies on the availability of PKI architecture, and there is companion list of open questions.

	#2.7: Mitigation against the SUCI replay attack
	USIM and ME
	
	X
	

	#2.8 Assuring SUCI generation by legitimate SUPI owner using KSUCI
	USIM and ME
	
	X
	The security risk to  derive new key from  long term key for any new purposes (example: during KSUCI derivation) different from the ones already specified for AKA procedure needs to be evaluated by ETSI SAGE

	#2.9: MAC, SYNCH failure cause concealment
	USIM
	X
	X
	

	#2.10: Solution to key Issue #2.2: SUCI replay
	
	
	X
	

	#2.11: Mitigate the SUCI replay based on UE’s public key
	
	
	X
	

	Solutions for availability aspects of SUCI usage
	
	
	
	Usage of the long term key K for other uses.

	#3.1: Mitigation of SUPI guessing and SUCI replay attack using long term key
	USIM and ME
	X
	X
	Security issue due to the use of the long term key K for other purpose than AKA.

	#3.2: Adding Check Value behind SUPI to mitigate the SUPI guessing attacks
	USIM
	
	X
	

	Solutions on re-synchronisation in AKA
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	USIM
	
	X
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	USIM
	
	X
	This solution requires the definition of a new function f6* for AKA procedure

	#4.3: SQN protection by concealment with SUPI in USIM
	USIM
	X
	X
	Solution works if SUCI computation is performed in the USIM.

	#4.4: SQN protection during re-synchronisation procedure in AKA
	USIM and ME
	
	X
	Limitation of SQNMS leakage depends on RAND storage in the USIM.

	#4.5: AUTS SQNMS solution for 5GS
	USIM and ME
	X
	X
	TBD

	#4.6: Using time-based or partly time-based SQN generation
	USIM in case of move from non time-based SQN generation to time-based or partely time-based SQN generation
	
	X
	Solution requires time based SQN generation

	#4.7: SQN protection by concealment with SUPI with f5*
	USIM and ME
	X
	X
	TBD


NOTE:
A mapping table on which solution is addressing which key issue is provided in clause 6.0.

*** END of 2nd CHANGE ***

