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1
Decision/action requested

This tdoc removes the Editor’s Notes from solution #5.
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Rationale

Solution #5: Providing the Security protection of data via Messaging Framework has an Editors Note:
Editor’s Note: How to prevent malicious data consumers to trigger unnecessary key updates is FFS. 
The DCCF is authorizing the data consumers and data producers as well as it is taking care of the key handling for the secure communication. A data consumer cannot trigger key updates, it is only the DCCF to decide when to perform a key update. Because of this, malicious data consumers won’t be authorized by the DCCF nor they can trigger key updates.
4
Detailed proposal

Start of Changes

6.5.2.1
DCCF initiated key refresh procedure

Since the keys KE  and KI  are shared between several data consumers and data source, it is recommended to frequently change the keys either with a limited lifetime or at a change of data consumers subscribing to the events of the data. The data consumer is trusted in this solution, when to perform the key refresh procedure depends on different events, e.g. when data consumer joins or leaves, the key lifetime expires, or sequence number wrap around in data source. It is recommended to perform a key refresh when a data consumer joins the data collection in order to avoid synchronization issues with the sequence numbers and to ensure that the same key is used between data producer and subscribed data consumers.
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 Figure 6.5.2.2-1: DCCF initiated key refresh

1.
The DCCF receives a new subscription request from Data Consumer-2 to an existing event notification for a specific Data Tag or the key refresh timer for a specific Data Tag expires/reaches the value of the key lifetime. The DCCF generates fresh keys KE and KI .

2.
The DCCF identifies based on the Data Tag the subscribed Data Consumer and the Data Source. The DCCF deletes the old key pairs and binds the new key pair to the involved NFs of the Data Tag.

3.
 The DCCF sends a Key Refresh Request to all Data Consumers and the Data Source including the Data Tag and the new keys KE and KI. 

In case the DCCF would like to store data in the Data Repository Function (DRF), then the DCCF adds the DRF as a data consumer for a specific Data Tag. The DRF then can decrypt the encrypted data and store it unencrypted in the DRF (tamperproof) memory. Once a data consumer would like to read historic data of a specific Data Tag from the DRF, then it creates a corresponding Data Tag and the DCCF will add the DRF as a data source. With those scenarios, the DRF will always be able to store the data of producers and to provide them to consumers, because the DRF will always have the corresponding keys KE and KI to encrypt/decrypt the data. 
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