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1
Decision/action requested

Update of KI 3.3 to align with the TS 23.288
2
References

[1]

3
Rationale

In the normative work of eNA Phase 2 SA2 has defined the following text in the TS 23.288 Clause 5.1 Note 3 

“In this Release of the specification an NWDAF containing AnLF is locally configured with (a set of) NWDAF (MTLF) ID(s) and the analytics ID(s) supported by each NWDAF containing MTLF to retrieve trained ML models. An NWDAF containing AnLF uses NWDAF discovery for NWDAF(MTLF) within the set of configured NWDAF containing MTLF ID(s), if necessary.”
The text provided does not state that the ML model sharing is limited to the single vendor environment, therefore the KI is updated accordingly. 

4
Detailed proposal

************** START OF CHANGES

5.3.3
Key Issue #3.3: Ensuring restrictive transfer of ML models between authorized NWDAF instances

5.3.3.1
Key issue details

In 3GPP TS 23.288 Clause 5.1 Note 3, it is stated “In this Release of the specification an NWDAF containing AnLF is locally configured with (a set of) NWDAF (MTLF) ID(s) and the analytics ID(s) supported by each NWDAF containing MTLF to retrieve trained ML models. An NWDAF containing AnLF uses NWDAF discovery for NWDAF(MTLF) within the set of configured NWDAF containing MTLF ID(s), if necessary.”
Since machine learning models are trained using proprietary algorithms, and sometimes are also trained using sensitive data, securing them and ensuring restricted usage and secure transfer is paramount. Therefore, this key issue will study how to ensure that trained model sharing is only allowed among authorized NWDAF instances.

5.3.3.2
Security Threats

If ML models are shared with an NF, which is not authorized, proprietary and sensitive implementation-specific information may be leaked. 

5.3.3.3
Potential security requirements

Only authorized NWDAF instances should be allowed to consume ML models from other NWDAF instances.
************** ENF OF CHANGES

