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Decision/action requested

It is proposed to approve this pCR to remove the editorial note on the solution 11 - “If both ADRF and data producer info is needed to be included in the request sent by DCCF is FFS” to eNA study TR 33.866.
2
References

 [1] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”
3
Rationale

This document proposes an enhacement to the solution to authorize NF Service Consumers to access data from ADRF via DCCF to remove the Editorial Note: If both ADRF and data producer info is needed to be included in the request sent by DCCF is FFS.
4
Detailed proposal

************** START OF CHANGES
6.11
Solution #11: Authorization of NF Service Consumers to access data from ADRF via DCCF
6.11.1
Introduction

This solution addresses KI #1.3, specially the following threats:

- 
Based on a request from a DCCF, data received from a data producer is stored in the DRF. When the data are later retrieved, the DCCF may provide the stored data to a non-authorized consumer if requested.

6.11.2
Solution details
NF Service consumer (e.g. NWDAF) accesses the services of DCCF using the existing SBI mechanisms. NF Service Producer (or Data producer) when sending the data to the NF Service Consumer, may also send the data to ADRF for storage and archiving if requested/subscribed to by ADRF (e.g. based on a requested by the NF Service Consumer or the DCCF). Alternatively, the Messaging Framework may be configured by DCCF to forward a copy of the data to ADRF.
The NF Service Producer (Data Producer), when sending the data to the ADRF also appends its own NF type and its own NF Instance ID as metadata to the data which is sent for archiving. If NF Service Producer does not add this metadata, then DCCF may add this information before sending it to the ADRF.

The access token get request sent from DCCF to NRF to request the desired data on behalf of the NF Service Consumer contains the following information: NF Instance IDs of the NF Service Consumer (e.g. NWDAF) and the DCCF, NF Type (or NF Instance ID) of the NF Service Producers (i.e. ADRF and the Data Producer). 

NRF after verifying the request, authorizes the NF Service Consumer to request the data and adds in the access token claims the NF Type (or the NF Instance ID) of the NF Service Producers (i.e. the ADRF and the Data Producer). 

The ADRF when receiving the request from DCCF (based on a request from the NF Service Consumer) verifies the access token generated by ensuring that the NF Type (or NF Instance ID) matches that of ADRF, and the NF Type (or NF Instance ID) of the Data Producer matches the metadata information that was earlier appended by the Data Producer (or DCCF) when archiving the data. Only after a successful verification, ADRF sends the data to the NF Service Consumer via DCCF. 

The detailed procedures are depicted in Figure 6.11.2-1
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Figure 6.11.2-1: Service Consumer Authorization to receive data from ADRF via DCCF
Step 0. ADRF subscribes/requests data from data producer (directly or via DCCF).

Step 1. NF Service Producer (data producer) sends the data to ADRF (directly or via DCCF) and may add metadata information containing Source NF Type as its own NF Type and Source NF Instance ID as its own Instance ID. 

Step 2. If, in step 1, the data is sent via DCCF and the data producer did not add its metadata, then DCCF when forwarding the data to ADRF, adds the metadata related to the data producer (i.e. NF type and NF Instance ID) prior to sending the data to ADRF for storage. 
Editor's Note: Step 2 to be checked and be inline with SA2.
Step 3. NF Service consumer (data consumer) sends request to DCCF to get historical data (as specified in clause 6.2.6.3.3, TS 23.288 [) with optionally also providing the NF Type (or NF Instance ID) of the target NF Service Producer (or data producer). The request also contains the access token to request services from DCCF and CCA of NF Service Consumer.

Step 4. DCCF, after verifying that the NF Service Consumer is authorized to access the services of DCCF, sends to NRF an access token request to collect historical data from data producer(s) including the information to identify the target NFs (NF Service Producer (i.e ADRF) and data producer), the source NF (DCCF, NF Service Consumer) and the CCA provided by the NF Service Consumer
NOTE: Both ADRF and data producer info is needed in the access token request as target NFs, since DCCF is consuming ADRF services, and the data producer audience claim is required for the ADRF to verify if the data consumer and DCCF are authorized to receive the data belonging to a data producer, 

Step 5. The NRF determines whether the DCCF and the NF Service Consumer are allowed to access the services provided by the identified NF Service Producers(s). The NRF also verifies if the NF Service Consumer has authorized the DCCF to request an access token on its behalf by verifying the audience included in its CCA. NRF, after verification, provides an access token containing ADRF NF Type (or NF Instance ID) and data producer NF Type (or NF Instance ID(s)) in the audience claims of the access token and the NF Service Consumer (i.e. the data consumer) and the DCCF in the subject claim of the access token.
Step 6. DCCF forwards the historical data request to ADRF along with with the access token received. 

Step 7. ADRF now authenticates the NF Service Consumer via the CCA provided and performs two verifications. First, it verifies the access token as mentioned in the TS 33.501 [X], ADRF then also verifies if the metadata info of the requested data (e.g.  Source NF type (or NF Instance ID)) matches the claims info of the access token.

Step 8. ADRF sends the data to NF consumer via DCCF in case of successful verification.

Editor's Note: Authorization aspects when data notification is sent by MFAF is FFS.

************** END OF CHANGES
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