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1
Decision/action requested

SA3 is kindly asked to approve the added clarifications for solutions covering application layer in TR 33.839.
2
References

[1]
3GPP TR 33.839 v0.6.0
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

In current version of TR 33.839 [1], there are a couple of solutions that cover the authentication and authorization procedure between the AC in the UE and the EAS. However, there is no key issue in TR 33.839 [1] for authentication and authorization between the UE and the EAS, which should be left to the application layer and out of 3GPP scope.  

This pCR proposes to add clarifications to the relevant solutions to keep the solutions in scope of SA3.

4
Detailed proposal

*************** Start of the 1st Change ****************

6.3
Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
6.3.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of EEC in key issue #1 and key issue #2, Key issue #6(for EDGE-1, EDGE-4 interfaces).

The Edge Configuration Server (ECS) act as the token server for issuance and validation of access tokens to the UE and also to the EES and optionally EAS. Access tokens are issued to EEC for the Edge Computing service, after verification of the UE authenticity using AKMA service. AKMA service is used as to use the network access credentials for the UE’s authentication. Access token is used for authorization of the UE to access/obtain the Edge Computing service.   

6.3.2
Solution details
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Figure 6.3.2-1: Authentication/Authorization framework for Edge Enabler Client and Servers
Step 1: The UE performs the procedures as defined in TS 23.502 [5] to get the 5GC network access. 

Step 1A: At the end of the network access authentication procedure (Primary authentication and key agreement [TS 33.501, clause 6.1]), the UE and the AUSF are in possession of the key KAUSF.
Step 2A-2C: The UE and the AUSF derives the AKMA key as specified in TS 33.535 [6]. The AUSF provides the AKMA key to the AAnF as specified in TS 33.535 [6]. 
Step 2D-2J: The UE initiates the Initial provisioning procedure with the ECS and includes AKMA Key ID. ECS is Application Function (AF) for the AAnF as specified in TS 33.535 [6]. The ECS contacts the AAnF (using AKMA key ID) to obtain the corresponding key KECS (KAF) of the UE, if it does not holds a valid KECS of the UE or the AKMA Key ID provided by the UE is different from the previous AKMA Key ID. The AAnF provides the derived key (KAF) to the ECS for the Edge Computing service. The KECS is the AKMA Application Key (KAF) and derived as specified in TS 33.535 [6] by both the UE and the ECS. 
The key KECS is used by the ECS to derive the key KECS-PSK. The KECS-PSK is derived as defined in clause 6.3.2.1 of this document, which is used as the PSK to establish TLS between the EEC and the ECS. Once the KECS-PSK is derived, the ECS includes the CounterECS used to derive the KECS-PSK, to the UE in the initial provisioning response message. On receiving the initial provisioning response message, the UE derives KECS-PSK, as derived by the AUSF using the received CounterECS value.. 
Step 2K: EEC establish the TLS session with the ECS, to secure the communication. TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 interface. Mutual authentication is performed between the EEC and the ECS using TLS, based on pre-shared keys (KECS-PSK) following RFC 4279 [18] for TLS 1.2 and RFC 8446 [19] for TLS 1.3. 

Step 2L-2M: Once TLS session is created successfully, the EEC initiates the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [2]) over the established TLS. If the UE is authorised to access the EES, then the ECS generates (as detailed in clause 6.3.2.2 of this document)  and provide the access token to the UE over the established TLS session.

Step 3: The UE performs EEC registration (as specified in clause 8.4.2 in TS 23.558 [2]) and discovery (as specified in clause 8.5 in TS 23.558 [2]) with the EES. 

Step 3A: Before sending the access token to the EES, the UE and the EES establish a secure TLS connection using EES server certificate. Edge Configuration Server may provide Edge Enabling Client's root CA certificate during the registration response (as specified in clause 8.4 in TS 23.558[2]) to the Edge Enabling Server to validate the Edge Enabling Client's certificate. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 interface. It is required to protect and to provide the access token to an authentic EES.

Step 3C-3E: The UE initiates EEC registration procedure with the EES, including the access token obtained from the ECS in Step 2J. The authorization check for the EEC registration request is performed by verifying of the access token issued by the ECS to the UE. The EES obtains the access token validation service from the ECS. 

Step 3F-3I: When the UE initiates EAS discovery procedure with the EES by including the same access token obtained from the ECS in Step 2M, if it is valid. Again the EES obtains the access token validation service from the ECS. The EES also optionally requests and obtains the access token(s) from the ECS for the UE to grant access to the EAS(s). Then in response to the request, the EES optionally includes the EAS access grant token(s), with relevant information like validity time, to the UE. 

If the obtained access token from the ECS (in Step 2M) is not valid (due to time limitation), then the EEC requests ECS for a new access token as shown in figure 6.3.2-1. The access token request message includes the necessary parameters to identify the EEC security context and parameters for authenticity verification. After verification of the authenticity, the ECS provides a new access token to the EEC, in response to the request.   
NOTE :
The authentication and authorization between AC and EAS is out of scope of SA3. 
For completeness, steps 4A-4F only detail a possible procedure to be used in application layer.
Steps 4A-4F: The UE obtains service from EAS, by producing the access token obtained from the EES, over the secure TLS connection. The UE also obtains security policy and the relevant access token from the EES in Step 3I. Before sending the access token to the EAS, the UE and the EAS establish a secure channel using EAS server certificate. It is required to protect and to provide the access token to an authentic EAS. The EAS obtains the access token validation service from the ECS via EES. After successful validation of the access token, the UE obtains the Edge Computing service from the EAS.
6.3.2.1
KECS-PSK derivation 

KECS-PSK generation is performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [8]. When deriving a KECS-PSK from KECS, the following parameters, KECS and CounterECS are used to form the input S to the KDF.

To generate the KECS-PSK, the ECS use a counter, called a CounterECS. The EEC and the ECS associates a 16-bit counter, CounterECS, with the key KECS. The ECS initializes the CounterECS to 0x00 0x01 when the KECS is derived. The EEC and the ECS maintains the CounterECS for lifetime of the KECS. The ECS sets the CounterECS to 0x00 0x02 after the first derived KECS-PSK, and monotonically increment it for each additional derived KECS-PSK.

The CounterECS is incremented by the ECS for every new computation of the KECS-PSK. The CounterECS is used as freshness input into KECS-PSK derivations, to mitigate the replay attack. The ECS sends the value of the CounterECS (used to generate the KECS-PSK) to the EEC. The EES accepts CounterECS value that is greater than stored CounterECS value. The ECS suspends the Initial provisioning procedure, if the CounterECS associated with the KECS is about to wrap around. When a fresh KECS is generated, the CounterECS at the ECS is reset to 0x00 0x01 and the ECS resumes the Initial provisioning procedure.

6.3.2.2
Access token generation

The access token is opaque to EEC and is consumed by the EES. The access token shall be encoded as a JSON Web Token as defined in IETF RFC 7519 [30].  The access token shall include the JSON web digital signature profile as defined in IETF RFC 7515 [29]. The access tokens shall convey the standards-based claims as defined in IETF RFC 7662 [31].

NOTE: Additional claims to be conveyed by access token is up to the EDGE service requirement.

6.3.3
Solution evaluation

This solution reuses AKMA service as defined in TS 33.535 to use the network access credentials for the UE’s authentication for Edge service. Access token is used for authorization of the UE to obtain the Edge Computing service. This authorization method (OAuth2.0) is already being utilized in Mission Critical Services (see TS 33.180) and Service-Based procedures in TS 33.501.

*************** Start of the 2nd Change ****************

6.4
Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
6.4.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of EEC in key issue #1 and key issue #2, Key issue #6(for EDGE-1, EDGE-4 interfaces). The solution should work for all the scenarios described in 23.558[2]. e.g., MNO Owned ECSP and non-MNO owned ECSP. Another scenario where the solution should be beneficial where UE already has a business relationship (e.g., subscribed to services) with ECSP and MNO has a business relationship ECSP then UE should use existing authentication/authorization methodologies to connect to ECSP to avail services.
 Note: Secondary Authentication is performed in this solution.
6.4.2
Solution details


[image: image2.emf]
Figure 6.4.2-1: Secondary Authentication Based Authentication/Authorization framework for Edge Enabler Client and Servers
The procedure includes the following steps:

Step 0: UE pre-configuration: If the ECS deployed by MNO is contracted with one or more ECSP(s), the ECS provides EES configuration information of MNO owned, and ECSP owned EESs via MNO ECS as described in clause 8.3.3.2 in 23.558 [2]. If a non-MNO ECSP deploys the ECS, the ECS endpoint address may be configured with the EEC. An EEC that is aware of multiple ECSP's ECS endpoint addresses may perform the service provisioning procedure per ECS ECSP multiple times. As part of provisioning EEC may have installed ECS’s TLS certificates.

Step 1: Primary Authentication: In this step, UE performs primary authentication with the network. 
Step 2a, 2b: PDU session: As a result of UE initiating the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [2]),  UE establishes a PDU session. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN, or the 5GC derives the S-NSSAI by using the registration for UE  to network in step 1. Based on this information, the AMF selects an SMF, which in turn selects a PSA that provides a data connection to the Edge Cloud Service Provider's (Edge Data Network's) AAA Server.  SMF continues secondary authentication as per clause 11.1.2 in 33.501[7]. ECS may act as DN-AAA Server.

Step 3a, 3b: After successful UE-requested PDU Session Establishment authentication/authorization by an EDN-AAA server, the device discovers and connects to a ECS server address (that was preconfigured in the UE in step 0 or is derived from the application identifier and/or Service Provider Identifier provided by the user in step 1) for provisioning EEC with ECS. The UE performs EEC registration (as specified in clause 8.4.2 in TS 23.558 [2]) and Discovery (as specified in clause 8.5 in TS 23.558 [2]) with the EES. 

EEC establish the TLS session with the ECS, to secure the communication. TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 interface. Certificate-based Mutual authentication is performed between the EEC and the ECS using TLS, following RFC 5246 [25] for TLS 1.2 and RFC 8446 [19] for TLS 1.3 After successfully establishing the secure session over EDGE-4 as in step 2, the Edge Enabling Client should send an Initial Provisioning request with Access Token Request message to the Edge Configuration Server as per the OAuth 2.0 specification. The Edge Configuration Server should verify the Access Token Request message per OAuth 2.0 specification. If the Edge Configuration Server successfully verifies the Access Token Request message, the Edge Configuration Server should generate an access token specific to the Edge Enabling Client and return it in an Initial Provisioning Response (Access Token Response) message.
Step 4.a: On EDGE-1, the Edge Enabling Client authenticates to the Edge Enabling Server by establishing a TLS session with the Edge Enabling Server based on the Server (Edge Enabling Server) side certificate authentication or certificate-based mutual authentication) as indicated by Edge Configuration Server. Edge Configuration Server may provide Edge Enabling Client's root CA certificate during the registration response (as specified in clause 8.4 in TS 23.558[2]) to the Edge Enabling Server to validate the Edge Enabling Client's certificate. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 interface. It is required to protect and to provide the access token to an authentic EES.
Step 4.b: The UE initiates the EEC registration procedure with the EES, including the access token obtained from the ECS in Step 3.b. The authorization check for the EEC registration request is performed by verifying the access token issued by the ECS to the UE. The EES obtains the access token validation service from the ECS. In another option, the access token validation service by the ECS could be replaced by an authorization service by the ECS that does not require a token to be issued by the ECS to the UE but details are not in scope of this solution.

Step 5: EEC requests a service (e.g., Discovery) with access token obtained in step 4. The Edge Enabling Server should validate the access token. The Edge Enabling Server verifies the integrity of the access token by verifying the Edge Configuration Server signature. If validation of the access token is successful, the Edge Enabling Server should verify the Edge Enabling Client's Service request against the authorization claims in the access token, ensuring that the Edge Enabling Client has access permission for the requested service. 

e.g., When the UE initiates the EAS discovery procedure with the EES by including the same access token obtained from the ECS in Step 3.b if it is valid. Again, the EES obtains the access token validation service from the ECS. The EES also optionally requests and obtains the access token(s) from the ECS for the UE to grant access to the EAS(s). In response to the request, the EES optionally includes the EAS access grant token(s), with relevant information like validity time, to the UE. 

If the obtained access token from the ECS (in Step 3.b) is not valid, then the EEC requests ECS for a new access token, as shown in figure 6.3.X-1. The access token request message includes the necessary parameters to identify the EEC security context and parameters for authenticity verification. After verifying the authenticity, the ECS provides a new access token to the EEC in response to the request.

NOTE:
The authentication and authorization between AC and EAS is out of scope of SA3.  Step 6 is only a possible procedure to be used in application layer for completeness.
Step 6: The UE obtains service from EAS by producing the access token obtained from the EES over the secure TLS connection. The UE also obtains security policy and the relevant access token from the EES in Step 5. Before sending the access token to the EAS, the UE and the EAS establish a secure channel using the EAS server certificate. It is required to protect and to provide the access token to an authentic EAS. The EAS obtains the access token validation service from the ECS via EES. After successful validation of the access token, the UE obtains the Edge Computing service from the EAS.
6.4.3
Solution evaluation
The above solution proposes reusing the authentication and authorization between UE and Edge Data network using existing secondary authentication mechanisms as defined in TS 33.501. There is no impact on network entities and existing procedures. 

After establishing the authentication and authorization using secondary authentication with Edge AAA server, EDGE-1, Edge-4 interfaces are further protected using TLS. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 and Edge 4 interfaces.

An access token mechanism provides authorization for Edge-1. The solution can be amended by an authorization service by the ECS instead of an access token mechanism. 

Solutions comply with all app-based platforms and the majority of deployed application solutions on the Internet today, which rely on the basic principle where a network server (in the role of Authenticator) authenticates the device (in the role of Supplicant) by communicating with a backend Authentication Server. The key benefit of this Solution compared with AKMA based solutions proposed in this TR is that the additional system impact on enabling AKMA on the ECSP network is avoided. Also, it avoids putting a burden on the ECSP to support AKMA
With the above analysis, the solution meets the security requirements for Key issue 1, Key issue 2, Key issue 6.

Editor’s Note: Why secondary authentication is need before the TLS connection is FFS.


Editor’s Note: Further evaluation is FFS.

*************** Start of the 3rd Change ****************

6.7
Solution #7: Authentication and Authorization with the Edge Data Network
6.7.1
Solution overview
The solution addresses the following key issues: 

-
Key issue #1: Authentication and Authorization between EEC and EES
-
Key issue #2: Authentication and Authorization between EEC and ECS
-
Key issue #6: Transport security for the EDGE-1-9 interfaces
The solution is based on the KAMF generated during the primary authentication. The network function that receives a registration request is querying the previous network function for authentication and the key for setting up an IPsec SA. Messages are protected with a MAC-I, which is also used to authenticate the UE. 

The preferred ECS deployment scenario of the solution is, when the ECS is located in the serving network or hosted by a 3rd party service provider, since the services are to be hosted close to the UE's access point of attachment, to achieve an efficient service delivery through the reduced end-to-end latency and load on the transport network. In case of special roaming scenarios where the ECS is only located in the HPLMN while the UE is in a VPLMN, the KECS is then derived from the VPLMN KAMF. 

NOTE: Edge Computing typically applies to non-roaming and LBO roaming scenarios.

In this solution it is assumed that the EEC ID is known to the UE and configured in the subscription profile. If the EEC ID is not configured in the UE/AMF, the AMF cannot identify the corresponding UE profile, thus the EEC ID needs to be provisioned in advance of the procedure.
6.7.2
Solution details
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Figure 6.7.2-1: Authentication and Authorization with the Edge Data Network

1. The UE performs normal primary authentication and registration to the network. The UE is MEC capable and may indicate this in the MEC capabilities to the AMF during the registration procedure.

2. The UE establishes a PDU Session for IP connectivity.

3. If the UE is MEC capable and intends to use the MEC service, then the UE generates a MEC Key Identifier (MKI) for the MEC service and derives a key KECS for authentication with the ECS from the AMF key KAMF taking the MKI as input to the KDF. The lifetime of the keys may depend on the MEC application and configuration in the UE, or be synchronized with KAMF change. The MKI is assumed to be a counter. If the UE wants to use different MEC services at the same or different ECS, EES and EAS, the MKI is used to identify the particular key and to ensure the keys are different per service. The UE and AMF initialize the CounterECS when the KECS is derived and the counter is stored for the lifetime of the KECS.

4. The UE sends an Application Authentication Request with a MKI, MAC-IECS , GUAMI and a EEC ID to the ECS. The MAC-IECS is computed in a similar way as e.g. the SoR-MAC-IAUSF as defined in Annex A.17 of TS 33.501 [7]. The MAC-IECS is based on the payload of the Application Authentication Request, which form the input Application Authentication Request Data, a counter of the ECS messages CounterECS, and the key KECS to the KDF. The MAC-IECS is identified with the 128 least significant bits of the output of the KDF. The UE monotonically increment CounterECS for each additional calculated MAC-IECS. GUAMI is provided by the ME (from the allocated GUTI) to the EEC along with the KECS. The GUAMI has the form according to 23.003 of 
 <GUAMI> = <MCC><MNC> <AMF Region ID><AMF Set ID><AMF Pointer>

With this information it is possible to find the same AMF with the NEF as also selected by the gNB/N3IWF, since also in a similar case of IDLE mode mobility, the new gNB where the UE switches into CONNECTED mode needs to select the same AMF as well. There is no privacy issue with the GUAMI since it is a pure network entity identifier and not identifying any UE. The GUAMI is already transmitted over the air interface as part of the 5G-GUTI.  

NOTE 1: In case the registration request is sent to the ECS just before an AMF relocation, the request will be routed to the old AMF, which rejects the request.

5. The UE is not authenticated at the ECS and the ECS sends a Key Request including the entire Application Registration Request to the NEF, which is selected based on EEC ID. The NEF selection is specified in TS 23.502 and the ECS may determine the IP address(es)/port(s) of the NEF by performing a DNS query using the EEC ID, or by using a locally configured NEF identifier/address.

6.
The NEF authorizes the request from the ECS and identifies the AMF based on the GUAMI. The NEF stores the contact of the ECS (e.g. IP address, source NAI of the ECS etc.) with the EEC ID in order to route the answer from the AMF back to the ECS. 

7.
The NEF forwards the Key Request including the entire Application Authentication Request to the AMF.

8.
The AMF derives the key KECS from the AMF key KAMF, taking the MKI as input to the KDF and verifies the MAC-IECS of the Application Authentication Request, i.e. it computes with the key KECS the MAC-I over the Application Authentication Request payload in the similar way as the UE and compares the result with the MAC-IECS included in message. If both are identical, the message can be authenticated to be sent by the UE, and the AMF monotonically increments CounterECS. 

9.
The AMF sends a Key Response to the ECS, including the result of the authentication as well as the KECS. 

10.
Based on the authentication result the ECS decides whether to accept or to reject the Application Authentication Request from the UE. The ECS sends the Application Authentication Response message to the UE including the authentication result and protects the message with a MAC-IECS based on the received key KECS in a similar way as the UE protected the payload of the message in step 4. The ECS associates the KECS to the requested service based on the MKI.

11.
The UE verifies the MAC-IECS and if authentication result and verification of the message are successful, then the UE establishes an IPsec SA between the UE and ECS by using the ECS key KECS. All messages are now confidentiality and integrity protected by the IPsec tunnel.

12.
The UE derives the key KEES from the key KECS using a MEC Key Distinguisher flag and the MKI as input to the KDF. In case different EES are used for different services, the UE uses a MKIEES as the MKI in a similar way as for the ECS, i.e. incrementally counting the EES requests. 

13.
The UE sends an Application Registration Request with the MKI and a MAC-IEES to the EES. The MAC-IEES is computed based on the payload of the Application Registration Request, which form the input Application Registration Request Data, and the key KEES to the KDF. The MAC-IEES is identified with the 128 least significant bits of the output of the KDF.

14.
The UE is not authenticated at the EES and the EES sends a Key Request with the MKI to the ECS. The selection of the ECS may be based on the UE ID. 

15.
The ECS identifies the UE based on the UE ID and derives the key KEES in a similar way as the UE in step 10. The MKI is used to identify the particular key and to ensure the keys are different per service at the same or different EES. The ECS verifies the MAC-IEES of the Application Registration Request, i.e. it computes with the key KEES the MAC-I over the Application Registration Request payload in the similar way as the UE and compares the result with the MAC-IEES included in message. If both are identical, the message can be authenticated to be sent by the UE. 

16.
The ECS sends a Key Request Response to the EES, including the result of the authentication as well as the KEES. 

17.
Based on the authentication result the EES decides whether to accept or to reject the Application Registration Request from the UE. The EES sends the Application Registration Response message to the UE including the authentication result and protects the message with a MAC-IEES based on the received key KEES in a similar way as the UE protected the payload of the message in step 15. The EES associates the KEES to the requested service based on the MKI.

18.
The UE verifies the MAC-IEES and if authentication result and verification of the message are successful, then the UE establishes an IPsec SA between the UE and EES by using the EES key KEES. All messages are now confidentiality and integrity protected by the IPsec tunnel.

NOTE:
The authentication and authorization between AC and EAS is out of scope of SA3. The following steps 19 – 25 only present a possible procedure to be used in application layer for completeness. 

19.
The UE derives the key KEAS from the key KEES using a MEC Key Distinguisher flag and the MKI as input to the KDF. In case different EAS are used for different services, the UE uses a MKIEAS as the MKI in a similar way as for the ECS, i.e. incrementally counting the EAS requests.

20.
The UE sends an Application Registration Request with a MAC-IEAS to the EAS. The MAC-IEAS is computed based on the payload of the Application Registration Request, which form the input Application Registration Request Data, and the key KEAS to the KDF. The MAC-IEAS is identified with the 128 least significant bits of the output of the KDF.

21.
The UE is not authenticated at the EAS and the EAS sends a Key Request with the MKI to the EES. The selection of the EES may be based on the UE ID. 

22.
The EES identifies the UE based on the UE ID and derives the key KEAS in a similar way as the UE in step 17. The MKI is used to identify the particular key and to ensure the keys are different per service at the same or different EAS. The EES verifies the MAC-IEAS of the Application Registration Request, i.e. it computes with the key KEAS the MAC-I over the Application Registration Request payload in the similar way as the UE and compares the result with the MAC-IEAS included in message. If both are identical, the message can be authenticated to be sent by the UE. 

23.
The EES sends a Key Request Response to the EAS, including the result of the authentication as well as the KEAS. 

24.
Based on the authentication result the EAS decides whether to accept or to reject the Application Registration Request from the UE. The EAS sends the Application Registration Response message to the UE including the authentication result and protects the message with a MAC-IEAS based on the received key KEAS in a similar way as the UE protected the payload of the message in step 22. The EAS associates the KEAS to the requested service based on the MKI.

25.
The UE verifies the MAC-IEAS and if authentication result and verification of the message are successful, then the UE establishes an IPsec SA between the UE and EAS by using the EAS key KEAS. All messages are now confidentiality and integrity protected by the IPsec tunnel.

6.7.3
Solution evaluation 

The solution is based on the KAMF generated during the primary authentication. The network function that receives a registration request is querying the previous network function for authentication and the key for setting up an IPsec SA. Messages are protected with a MAC-I, which is also used to authenticate the UE. 

The AMF needs to provision the GUAMI to the UE. To authenticate requests from the UE at the ECS, the ECS queries the AMF to verify the received MAC-I and to retrieve the KECS. The AMF needs to understand the Key Request (including EEC ID, MKI, etc.) from the ECS and support the generation of KECS. The KECS is used to establish an IPsec SA between the UE and ECS.

To authenticate requests from the UE at the EES, the EES queries the ECS to verify the received MAC-I and to retrieve the KEES. The KEES is used to establish an IPsec SA between the UE and EES.


The UE needs to send in all MEC registration requests the MAC-I for authentication.

The UE needs to support the generation of MKI, KECS, KEES.

EEC ID verification is performed in the AMF based on the information in the key request from the EEC. If the subscription information from the UDM also contains specific information about the ECS, the AMF can perform ECS authorization as well. 

*************** End of the Changes ****************
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