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1
Decision/action requested

SA3 is kindly asked to approve the proposed corrections for solution #13 in TR 33.839.
2
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3
Rationale

As per TS 23.558 [1], EDGE-4 is the interface between EEC and ECS, EDGE-7 is the interface between 3GPP Core network and EAS, and EDGE-8 is the interface between 3GPP Core network and ECS.

In addition, as the EDGE-5 is an internal interface within the UE, transport security is not applicable to this interface.

This pCR proposes to make corrections to the EDGE-4, EDGE-5, EDGE-7 and EDGE-8 described in solution #13 of TR 33.839 [2], which is already selected for normative work in the conclusion for key issue #6.

4
Detailed proposal

*************** Start of the Change ****************

6.13
Solution #13: Transport security for EDGE-1-9 interfaces

6.13.1
Introduction 

This solution addressed the transport security requirements for EDGE-1-9 interfaces in key issue #6. Generally, NDS/IP should be used here for data protection.

6.13.2
Solution details

There are three types of interfaces related with edge application architecture defined in TS 23.558 [2]. Hence, the transport security will be discussed separately within three subclauses. 

6.13.2.1 Type A 

Interfaces of type A (Between UE and Edge servers) are as follows:

· EDGE-1: between EEC and EES
· EDGE-4: between EEC and ECS
· EDGE-5: between EEC and Application Client(s)
For the EDGE-1 and EDGE-4, it is proposed to use the TLS specified in TS 33.210 [12] if HTTP protocol is selected. 

NOTE: For the other protocols of EDGE-1 and EDGE-4, the protection protocol can be defined during the normative phase.

According to TS 23.558[2], details of the EDGE-5 is out of scope of that document. As the EDGE-5 is an internal interface within the UE, the security of EDGE-5 can be left for implementation.
6.13.2.2 Type B  

Interfaces of Type B (Between 3GPP core and Edge servers) are as follows:

· EDGE-2: between 3GPP Core network and EES
· EDGE-7: between 3GPP Core network and EAS
· EDGE-8: between 3GPP Core network and ECS
How to protect the interface between 3GPP Core network and EES/ECS/EAS, depends on the functionality, which will be performed on this interface.

As defined in TS 23.558 clause 6.4.2, it says.

EDGE-2 reference point enables interactions between the Edge Enabler Server and the 3GPP Core Network. It supports:
a)
access to 3GPP Core Network functions and APIs for retrieval of network capability information, e.g. via SCEF and NEF APIs as defined in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3], 3GPP TS 29.522 [4], 3GPP TS 23.682 [17], 3GPP TS 29.122 [5], and with the EES acting as a trusted AF in 5GC (see 3GPP TS 23.501 [2] clause 5.13, 3GPP TS 23.503 [12]).

NOTE:
EDGE-2 reference point reuses 3GPP reference points or interfaces of EPS or 5GS considering different deployment models.
Similarly, EDGE-7/8 is used to support the same functionality as the EDGE-2.
Therefore, For EDGE-2/7/8, 

· if the NEF APIs is selected, security aspects of Network Exposure Function including the protection of NEF-AF interface and support of CAPIF defined in TS 33.501 clause 12 [10] can be reused here to protect the EDGE-2/7/8 interfaces, i.e. use of TLS.

· if the SCEF APIs is selected, the Security procedures for reference point SCEF-SCS/AS defined in TS 33.187 clause 5.5 [11] can be reused here, i.e. use of TLS.

NOTE: Transport security protection of EDGE-2/7/8 can take the other deployment models in the future.
6.13.2.3 Type C  

Interfaces of type C (Between Edge servers) are as follows:

· EDGE-3: between EAS and EES. The supported functionalities include EAS registration, de-registration, etc.
· EDGE-6: between EES and ECS. The supported functionalities include EES registration.
· EDGE-9: between EES(s). The supported functionalities include discovery of target EAS.
As all the exchanged data of EDGE-3/6/9 is in the application layer, transport security protection on the SBI interface can be reused here. Hence TLS should be used as specified in TS 33.210 [12], unless security is provided by other means, e.g. physical security. A SEG may be used to terminate the NDS/IP IPsec tunnels. 

For the EDGE-3, if the CAPIF capability is consumed by the EAS, the interface security defined in the TS 33.501 clause 12 can be reused here to protect the CAPIF related data transferred in the EDGE-3 interfaces, i.e. TLS should be used.
NOTE 1: 
Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [12] and TS 33.310 [13] can be used for network layer protection.

6.13.3
Evaluation 

TBD 

*************** End of the Change ****************
