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1
Decision/action requested

This pCR provides conclusion to Key Issue #1 in TR 33.864.
2
References

[1]
3GPP TR 33.864 Study on the security of Access and Mobility Management Function (AMF) re-allocation; Rel-17.
3
Rationale

This pCR proposes conclusion to Key Issue #1 taking following main isolation cases into account.
· Isolation Case 1 (Does not share NAS security context between Initial AMF and Reallocated Target AMF):

a. Merger Possibility 1: Solution 1, 3 and 4 as stated in the conclusion of this document.
b. Merger Possibility 2: Merger of Solution 8 and Solution 6/7 can be taken as the baseline for the normative work, where solution 8 ensures availability of Requested NSSAI in advance and the Solution 6/7solves reroute via RAN issue. As there are few open ENs in solution 8, this merger possibility is yet to be confirmed.    

· Isolation Case 2 (Shares NAS security context in protected form between Initial AMF and Reallocated Target AMF): 
Note: If sharing of NAS security context between initial AMF and reallocated AMF in a protected form is acceptable for the operators, then merger possibility proposed for Isolation Case 2 can be considered for the conclusion.

a. Merger Possibility 1: Solution 9, 10, S3-212946 can be considered as baseline for the normative work with a common principle that the NAS security context can be protected and shared between initial and target AMF (with potential horizontal key derivation). 

b. Using NSSF to provide security context for reroute protection needs additional configurations in the NSSF, whereas if an AUSF is used, the reroute security can be based on a key available in the AUSF and it doesn’t need additional configurations. Therefore, which NF to be used as trusted NF for the reroute support can either be decided in the normative phase or during the meeting based on the preference from the operators.
If any other isolation case needs to be introduced for evaluation in this SID (e.g., no rerouting of registration request via RAN between initial and reallocated AMF), then an LS to SA2 should be sent to consider such an isolation case in SA3 for this ongoing study. 

4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.
*****Start of Change*****
7
Conclusions

For Key Issue#1 the following has been recommended for the normative work:

· The security aspects for AMF reallocation and reroute via RAN shall be supported by the 5G System from Rel. 17 onwards.

·  The UE indicates in the Registration Request the support for AMF Reallocation. The indication and the related processing at the initial AMF shall be based on solution 1 and 3.
· The 5GS shall enable NAS security for handling the AMF reallocation and reroute via RAN using AUSF as trusted NF based on solution 4.
*****End of Change*****
