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1	Decision/action requested
Approve the pCR to TR 33.839 [1] below.
2	References
[1]	3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
[2]	3GPP TR 33.867 "Study on user consent for 3GPP services"
3	Rationale
Solution #17 "EEC/EES/ECS authentication and transport protection with TLS" in TR 33.839 [1] contains the following Editor's Notes:
[bookmark: _Hlk79127692]Editor’s Note: It is FFS whether user consent is sufficient and required is in the scope of user consent study. 
Editor's Note: Further evaluation related to privacy considerations in the case of providing GPSI(s) to third party applications in the UE regardless of whether the AKMA will actually be used for that applications is FFS.
Editor's Note: Further evaluation related to user consent is FFS.
Editor's Note: Further evaluation is FFS.
This contribution proposes resolutions of these Editor's Notes with the following motivations.
Editor’s Note: It is FFS whether user consent is sufficient and required is in the scope of user consent study. 
- As stated in the scope of TR 33.839 [1], the user consent for exposure of information to Edge Applications is not addressed in the present document and left to TR 33.867 [2].
- The GPSI given to the ECS/EES is application specific GPSI of the subscriber. It can be seen as a user id for applications/platforms. Thus, there is no need for user consent. Also note that A-KID needs to be sent by the UE to the ECS/EES to allow the ECS/EES to learn the GPSI.
- All solutions for GPSI authentication/verification have the same issue. Thus, this issue is not specific to this solution. It is more related to the requirements.
- In the reply LS on IP address to GPSI translation in the last SA3 meeting, SA3 agreed on the reveal of GPSI to the servers. Similar principle can be valid for this solution.
Editor's Note: Further evaluation related to privacy considerations in the case of providing GPSI(s) to third party applications in the UE regardless of whether the AKMA will actually be used for that applications is FFS.
- Note that in the solution, the EEC sends the GPSI if there is any GPSI available to the EEC. Also, the UE doesn’t provide any GPSI to the EEC. The GPSI can be configured in the EEC with a out of band method.
Editor's Note: Further evaluation related to user consent is FFS.
- Same arguments as for the first EN are also valid for this EN.
Editor's Note: Further evaluation is FFS.
- After additional clarifications for the ENs above, the evaluation of the solution seems to be completed.

4	Detailed proposal
[bookmark: _Toc72913426]*** Start of Change ***
[bookmark: _Toc72913423]6.17	Solution #17: EEC/EES/ECS authentication and transport protection with TLS 
[bookmark: _Toc72913424]6.17.1	Solution overview
This solution addresses the Key Issues
-	KI#1 "Authentication and Authorization between EEC and EES",
-	KI#2 "Authentication and Authorization between EEC and ECS",
-	KI#3 "Authentication and Authorization between EES and ECS", and
-	KI#6 "Transport security for the EDGE-1-9 interfaces".
It proposes 
-	To use TLS as specified in RFC 5246 [25] and RFC 8446 [19] for authentication and transport protection of the EDGE-1 (EEC-EES), EDGE-3 (EAS-EES), EDGE-4 (EEC-ECS), EDGE-6 (EES-ECS) and EDGE-9 (EES-EES) interfaces, 
-	To use token-based authentication as another solution option for the authentication of the EEC by the ECS and EES,
-	To use an existing challenge-response protocol like e.g. HTTP Digest as specified in RFC 7616 [24] with AKMA pre-shared key for authentication of the GPSI used in communication between EEC and EES/ECS, and 
-	To use the IP address to GPSI translation API as another solution option for the authentication of the GPSI.
[bookmark: _Toc72913425]6.17.2	Solution details
6.17.2.1	Authentication and transport protection for the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces
This solution proposes to align the protection of the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces with similar mechanisms in existing 3GPP security specifications. It seems that especially the security mechanisms in TS 33.434 [23], i.e. the security mechanisms for SEAL, are applicable here. In TS 33.434 [23], the security mechanisms are different for the signalling control plane and for the application plane interfaces. For the signalling control plane, TS 33.434 [23] specifies that HTTPS shall be used, e.g. in clause 5.1.1.3 IM-UU:
"IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E."
EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 are the interfaces between EEC, EES, ECS and EAS. They can be seen as control plane interfaces for the application traffic between Application Client and EAS. Hence it seems reasonable that the security mechanisms should align with the signalling control plane security mechanisms in TS 33.434 [23]. However, the application protocol for the EDGE interfaces is not yet determined. Although HTTP is common practice, it seems premature to specify the usage of HTTPS. Instead it is proposed to use TLS. If HTTP is chosen as application protocol, then this solution proposes to use HTTPS. 
Summing up, the proposed security mechanism for EDGE-1, EDGE-3 EDGE-4, EDGE-6 and EDGE-9 is:
"EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 shall be protected using TLS as specified in RFC 5246 [25] and RFC 8446 [19]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [13], annex E."
Regarding the identifiers used on these interfaces, TS 23.558 [2], clause 7.2, specifies different identifiers that could be relevant to this solution.  More specifically:
-	EDGE-1: TLS client is EEC (identified by EECID), TLS server is EES (identified by EESID).
-	EDGE-3: TLS client is EAS (identified by EASID), TLS server is EES (identified by EESID).
-	EDGE-4: TLS client is EEC (identified by EECID), TLS server is ECS (identifier not specified in TS 23.558 [2]).
-	EDGE-6: TLS client is EES (identified by EESID), TLS server is ECS (identifier not specified in TS 23.558 [2]).
-	EDGE-9: TLS client is EES (identified by EESID), TLS server is EES (identified by EESID).
Editor's Note: TS 23.558 does not specify an identifier for the ECS. Input from SA6 is required.
Editor's Note: TS 23.558 specifies that the EASID identifies the application on the EAS, not the specific EAS. For example, all Edge SA6Video Servers will share the same EASID. Input from SA6 is required.
Another solution for the authentication of the EEC by the ECS and EES is the usage of tokens instead of TLS certificate of the EEC. For this option, the following solution is proposed:
Solution for the interface EDGE-4: The authentication of the ECS and the transport security of the interface are realized by using TLS with server authentication using the server’s certificate issued by CAs in the PKI. For the first authentication of the EEC by the ECS, the token, including the EEC ID, provided by the ECSP of the EEC or by a trusted new entity (that could or could not be collocated with the ECSP) to the EEC is used. In the case of provision of token by the ECSP, it is assumed that there is a business relationship between the ECSPs of the EEC and ECS, ECSP of the EEC provisions an initial access token to the EEC, and the ECS can verify the token. After the authentication of the EEC, the ECS provides a token to the EEC in the initial access to be used for the next establishment of the communication between them. In the other accesses than the initial access, the ECS decides on whether a new access token is necessary or not, considering information such as the expiration time of the token. 
Solution of the interface EDGE -1: The authentication of the EES and the transport security of the interface are realized by using TLS with server authentication using the server’s certificate issued by CAs in the PKI. For the authentication of the EEC by the EES, the EEC first gets a token from the ECS for this purpose and sends the token to the EES. It is assumed that there is a business relationship between the ECSPs of the ECS and EES and the EES can verify the token. 
Editor's Note: Whether the token-based mechanism can be used to authenticate the EEC is FFS.

[bookmark: _Toc72913427]6.17.2.2	Authentication of the GPSI in EEC-EES/ECS communication
TS 23.558 [2] specifies different interactions between EEC and EES/ECS that use the UE ID for identifying the UE. The UE ID is specified in clause 7.2.6 of TS 23.558 [2]. The only example for the UE ID is the GPSI.
The GPSI also requires authentication. This solution proposes to use AKMA for the generation of a shared key KECUEID = KAF between the UE and the EES/ECS, i.e. AKMA AF. The EEC and EES/ECS can then use the KECUEID for authentication of the GPSI. 
In order to use the shared KECUEID for authentication of the GPSI towards the EES/ECS, a modern but simple existing challenge-response protocol seems most appropriate. If HTTP is used as application protocol, HTTP Digest as specified in RFC 7616 [24] would be a good candidate.

The identifier used for the KAF is the A-KID in AKMA where A-KID is a temporary identifier. To verify the GPSI the following steps are executed. It is a pre-condition that the AAnF needs to be preconfigured with whether an AF can retrieve a specific GPSI.
1. The EEC sends GPSI in addition to the A-KID to EES/ECS if the GPSI is available to the EEC. EES/ECS verifies the GPSI received from EEC with the one locally configured (if available).
2. The EES/ECS send the A-KID and an indicator requesting GPSI, the application information associated with the expected GPSI and the AF_ID to the AAnF via NEF or directly depending on the location of EEC/ECS.
The EES/ECS can retrieve the application information from the EEC or from a local configuration and policy.
3. The AAnF fetches the GPSI associated with the application information from the UDM based on the SUPI which is part of AKMA context in the AAnF.
The UDM can have UE's subscription data provisioned with multiple GPSIs, each of which could be associated with specific application information.
4. Depending on the location of the EES/ECS (inside the operator’s network or outside) the AAnF or NEF checks whether the EES/ECS is authorized to get the GPSI and whether the EES/ECS is authorized to get the GPSI associated with the provided application information, based on the configured local policy. If the check is successful, the AAnF/NEF provides the KAF and the GPSI to the EES/ECS. Otherwise sends a related failure message.
[bookmark: _Hlk71278939]NOTE: The format of application information needs to be defined by 3GPP and aligned with the application function. The definition of it is left to normative work. 
Editor’s Note: It is FFS whether user consent is sufficient and required is in the scope of user consent study. 
NOTE: Since the GPSI is application specific and the ECS/EES needs to receive the A-KID before fecthing the GPSI, there seems that no user consent is required but more detailed analysis can be done in user consent study. Also, the same principle with the IP address to GPSI translation API, where GPSI is sent to the servers, can be applied here.
5. The EES/ECS checks whether the GPSI sent by the EEC and the GPSI received from the AAnF /NEF are same or not. If the check is successful, the KAF (KECUEID) is used for authentication as mentioned above. 
Another solution option to authenticate the GPSI is the usage of IP address to GPSI translation API (UE identifier API).
1. The EEC sends GPSI to the EES/ECS if the GPSI is available to the EEC.
2. The EES/ECS invokes the UE identifier API inputting the UE IP address and the application information associated with the expected GPSI. Note that, the EES/ECS can retrieve the application information from the EEC or from local configuration and policy.
3. The NEF authorizes that the EES/ECS is entitled to use the UE identifier API and the application information to get the application specific GPSI, based on local policy. If the GPSI is not available in the NEF, then NEF first locates the SUPI from the UE IP address and then fetches the GPSI associated with the application information from the UDM. 
NOTE: How the NEF locates the UE ID from the UE IP address is to be defined by SA2.
Note that, the UDM can have UE's subscription data provisioned with multiple GPSIs, each of which could be associated with specific application information.
4. The NEF sends the application specific GPSI to the EES/ECS after successful authorization.
5. The EES/ECS checks whether the GPSI sent by the EEC and the GPSI received from the NEF are same or not.
[bookmark: _Toc72913428]6.17.3	Solution evaluation 
This solution addresses the following key issues:
-	KI#1 "Authentication and Authorization between EEC and EES",
-	KI#2 "Authentication and Authorization between EEC and ECS",
-	KI#3 "Authentication and Authorization between EES and ECS", and
-	KI#6 "Transport security for the EDGE-1-9 interfaces".
For KI#6, it is proposed to use TLS which is one of the commonly chosen and also preferred technology in existing mechanisms such as SEAL. 
For authentication of servers, it is proposed to use TLS certificates of the servers (EES and ECS).
For authentication of EEC, two alternative options are proposed: 1) usage of EEC TLS certificate 2) usage of tokens provisioned by the provider of the EEC or another trusted entity for the onboarding of the EEC, provided by the ECS for the access to the EES. These are common methods used in mobile application worlds. Also token based solution for onboarding is an existing mechanism used in CAPIF framework for onboarding the API invokers. When token based solution is compared with TLS certificate based solution, it seems that token based solution is the most appropriate one because for mobile applications it is easier to handle tokens than to handle certificates. 
[bookmark: _Hlk72393070]For authentication of GPSI of the UE where the EEC runs, two alternative solutions are proposed: 1) Usage of AKMA and HTTP digest protocol 2) IP address to GPSI translation (UE identifier API). Since IP address to GPSI translation API seems enough for authentication of GPSI, option #2 can be preferred to have a simple solution. IP address to GPSI translation can work only when the access is over 3GPP. If the EEC sends the GPSI to the EES/ECS, the procedures to configure the GPSI(s) in the UE as well as their respective services needs to be specified. If the EEC sends the GPSI to the EES/ECS, then the EEC needs to be aware of which GPSI to provide to which Ua* protocol in the case of multiple GPSIs are available to the EEC.
Editor's Note: Further evaluation related to privacy considerations in the case of providing GPSI(s) to third party applications in the UE regardless of whether the AKMA will actually be used for that applications is FFS.
Overall, solution #17 proposes the usage of common existing mechanisms to address the key issues.
The AKMA based options in the solution require some updates to the AKMA technical specification TS 33.535, including a preconfiguration in AAnF with whether an AF can retrieve a specific GPSI, for the retrieval of the application specific GPSI and authorization of the AFs before giving the application specific GPSI to the AFs.
[bookmark: _Hlk72393077]Editor's Note: Further evaluation related to user consent is FFS.
Since the GPSI is application specific, the ECS/EES needs to receive the A-KID before fecthing the GPSI, and the UE doesn’t give any GPSI to the EEC (the GPSI is configured in the EEC out of band), there seems no user consent and privacy issues but more detailed analysis about user consent can be done in user consent study. It should be noted that this issue is not specific to this solution and is mainly related to the requirements, so it is valid for all solutions proposed for the requirements. Also, the same principle with the IP address to GPSI translation API can be considered here.
Editor's Note: Further evaluation is FFS.

*** End of Change ***

