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1	Decision/action requested
Approve the pCR to TR 33.854 [1] below.
2	References
[1]	3GPP TR 33.854 "Study on security aspects of Unmanned Aerial Systems (UAS)"
[2]	3GPP TR 23.754 “Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking”
[3]	3GPP TS 23.256 “Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2”
3	Rationale
This contribution proposes to update conclusion #1 in TR 33.854 [1], to include the communication security between UAS-NF and USS/UTM. Usage of existing NEF/SCEF exposure services by UAS-NF is concluded in [2] and specified in [3]. Thus, the security mechanism should also be addressed in the conclusion in [1].
4	Detailed proposal
*** Start of Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071][bookmark: _Toc72825756][bookmark: _Hlk72825416]7.1	Conclusions for KI#1
UAV Authentication and Authorization (UAA) is recommended for the normative work based on the following solutions and principles: 
NOTE: The agreement for normative work is on key common principles and not on the other details of the solutions.
· UAA is performed in 5G systems or EPS. 
· UAA is performed between UAV and USS/UTM after Primary Authentication
· Revocation of UAV is initiated by USS/UTM using the 3GPP UAV ID
· UAA is performed either optionally during registration (5G solutions #1, #3, #7, #10 as basis) or during PDU session establishment (5G solution #5 as basis)
· USS/UTM is authorised to perform UAV authorization revocation, it is verified by UAS-NF (5G solutions #16 as basis)
· For EPS: solution #13 is chosen as the basis for normative work, with similar principles above 
· In UAA, CAA Level UAV ID is used to identify UAV. 
· Specific authentication methods for UAA are out of scope of 3GPP, the messages used for UAA exchanged between UAV and USS/UTM are included in transparent containers. 
· Security related application layer information can be transported between UAV and USS/UTM in transparent containers (the content is out of scope of 3GPP).
· Existing security mechanism for NEF/SCEF exposure services is used for the secure communication between UAS-NF and USS/UTM.

*** End of Change ***
