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1	Decision/action requested
Approve the pCR to TR 33.839 [1] below.
2	References
[1]	3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
[2]	3GPP TS 33.122 “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs”
[3]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[4]	NIST SP 800-63c. Available at: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63c.pdf
[5]	3GPP TS 33.434 “Security aspects of Service Enabler Architecture Layer (SEAL) for verticals”
[6]	3GPP TS 33.180 “Security of the Mission Critical (MC) service”

3	Rationale
Solution #17 "EEC/EES/ECS authentication and transport protection with TLS" in TR 33.839 [1] contains the following Editor's Note:
Editor's Note: Whether the token-based mechanism can be used to authenticate the EEC is FFS.
This contribution proposes a resolution of the Editor's Note with the following motivation.
Federated identity and OpenID Connect are widely used methods. The followings are some texts from [4], that defines the federated identity and includes some related details: 
“Federation is a process that allows for the conveyance of authentication attributes and subscriber attributes across networked systems. In a federation scenario, the verifier or CSP is referred to as an identity provider, or IdP. The RP is the party that receives and uses the information provided by the IdP.
…
The subscriber authenticates to the IdP and the result of that authentication event is asserted to the RP across the network.
…
An assertion used for authentication is a packaged set of attribute values or attribute references about or associated with an authenticated subscriber that is passed from the IdP to the RP in a federated identity system. Assertions contain a variety of information, including: assertion metadata, attribute values and attribute references about the subscriber, information about the subscriber's authentication at the IdP, and other information that the RP can leverage (such as restrictions and expiration time). While the assertion’s primary function is to authenticate the user to an RP, the information conveyed in the assertion can be used by the RP for a number of use cases — for example, authorization or personalization of a website.
…
Three types of assertion technologies are discussed below: SAML assertions, Kerberos tickets, and OpenID Connect tokens.
…
OpenID Connect [3] is an internet-scale federated identity and authentication protocol built on top of the OAuth 2.0 authorization framework and the JSON Object Signing and Encryption (JOSE) cryptographic system.”
For more details NIST Digital Identity Guidelines (SP 800-63-3) can be referred.
Also, we see that these types of technologies are already used in 3GPP specs such as CAPIF framework (see Section 6.1 in TS 33.122[2]), SEAL (see A.2.1 in TS 33.434 [5]) and Mission Critical Security (see 5.1.4 and B.2.1 in TS 33.180 [6]). 
As a result, usage of tokens (assertions) for authentication of EEC to ECS and EES is a realistic solution and has the advantages that this type of solutions is widely used in application world and also already used in 3GPP. 
4	Detailed proposal
[bookmark: _Toc72913426]*** Start of 1st Change ***
[bookmark: _Toc72913311]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[3]	3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".
[4]	3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".
[5]	3GPP TS 23.502: "Procedure for the 5G System; Stage 2".
[6]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[7]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[8]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[9]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[10]	Void.
[11]	3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[12]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[13]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[14] 	3GPP TS 23.501: "System Architecture for the 5G System".
[15] 	3GPP TS 23.003: "Numbering, addressing and identification".
[16]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[17]	Void.
[18]	IETF RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".
[19]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[20]	3GPP TR 33.867: "Study on user consent for 3GPP services".
[21]	RFC 7858: "Specification for DNS over Transport Layer Security (TLS)".
[22]	RFC 8310: "Usage Profiles for DNS over TLS and DNS over DTLS".
[23]	3GPP TS 33.434: "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[24]	IETF RFC 7616: "HTTP Digest Access Authentication".
[25]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[26]		3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".
[27]	IETF RFC 2616 (1999): "Hypertext Transfer Protocol (HTTP) – HTTP/1.1".
[28] 		GSMA IoT.04: "Common Implementation Guide to Using the SIM as "Root of Trust" to Secure IoT Applications"
[29]	IETF RFC 7515: "JSON Web Signature (JWS)".
[30]	IETF RFC 7519: "JSON Web Token (JWT)".
[31]	IETF RFC 7662: "OAuth 2.0 Token Introspection".
[XX]	OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html.
[XY]	NIST SP 800-63-3. Digital Identity Guidelines. Available at: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
[XZ]	NIST SP 800-63c. Federation and Assertions. Available at: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63c.pdf

*** End of 1st Change ***

*** Start of 2nd Change ***
6.17.2.1	Authentication and transport protection for the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces
This solution proposes to align the protection of the EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 interfaces with similar mechanisms in existing 3GPP security specifications. It seems that especially the security mechanisms in TS 33.434 [23], i.e. the security mechanisms for SEAL, are applicable here. In TS 33.434 [23], the security mechanisms are different for the signalling control plane and for the application plane interfaces. For the signalling control plane, TS 33.434 [23] specifies that HTTPS shall be used, e.g. in clause 5.1.1.3 IM-UU:
"IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E."
EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 are the interfaces between EEC, EES, ECS and EAS. They can be seen as control plane interfaces for the application traffic between Application Client and EAS. Hence it seems reasonable that the security mechanisms should align with the signalling control plane security mechanisms in TS 33.434 [23]. However, the application protocol for the EDGE interfaces is not yet determined. Although HTTP is common practice, it seems premature to specify the usage of HTTPS. Instead it is proposed to use TLS. If HTTP is chosen as application protocol, then this solution proposes to use HTTPS. 
Summing up, the proposed security mechanism for EDGE-1, EDGE-3 EDGE-4, EDGE-6 and EDGE-9 is:
"EDGE-1, EDGE-3, EDGE-4, EDGE-6 and EDGE-9 shall be protected using TLS as specified in RFC 5246 [25] and RFC 8446 [19]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [13], annex E."
Regarding the identifiers used on these interfaces, TS 23.558 [2], clause 7.2, specifies different identifiers that could be relevant to this solution.  More specifically:
-	EDGE-1: TLS client is EEC (identified by EECID), TLS server is EES (identified by EESID).
-	EDGE-3: TLS client is EAS (identified by EASID), TLS server is EES (identified by EESID).
-	EDGE-4: TLS client is EEC (identified by EECID), TLS server is ECS (identifier not specified in TS 23.558 [2]).
-	EDGE-6: TLS client is EES (identified by EESID), TLS server is ECS (identifier not specified in TS 23.558 [2]).
-	EDGE-9: TLS client is EES (identified by EESID), TLS server is EES (identified by EESID).
Editor's Note: TS 23.558 does not specify an identifier for the ECS. Input from SA6 is required.
Editor's Note: TS 23.558 specifies that the EASID identifies the application on the EAS, not the specific EAS. For example, all Edge SA6Video Servers will share the same EASID. Input from SA6 is required.
Another solution for the authentication of the EEC by the ECS and EES is the usage of tokens instead of TLS certificate of the EEC. For this option, the following solution is proposed:
Solution for the interface EDGE-4: The authentication of the ECS and the transport security of the interface are realized by using TLS with server authentication using the server’s certificate issued by CAs in the PKI. For the first authentication of the EEC by the ECS, the token, including the EEC ID, provided by the ECSP of the EEC or by a trusted new entity (that could or could not be collocated with the ECSP) to the EEC is used. In the case of provision of token by the ECSP, it is assumed that there is a business relationship between the ECSPs of the EEC and ECS, ECSP of the EEC provisions an initial access token to the EEC, and the ECS can verify the token. After the authentication of the EEC, the ECS provides a token to the EEC in the initial access to be used for the next establishment of the communication between them. In the other accesses than the initial access, the ECS decides on whether a new access token is necessary or not, considering information such as the expiration time of the token. 
Solution of the interface EDGE -1: The authentication of the EES and the transport security of the interface are realized by using TLS with server authentication using the server’s certificate issued by CAs in the PKI. For the authentication of the EEC by the EES, the EEC first gets a token from the ECS for this purpose and sends the token to the EES. It is assumed that there is a business relationship between the ECSPs of the ECS and EES and the EES can verify the token. 
This token based solution is based on the federated identity concept. In this concept, the client authenticates itself towards to the identity provider and the authentication result is asserted to the relying party. NIST defined guidelines on digital identity and federation and assertions in [XY, XZ]. One of the assertion technologies that can be used to realize federated identity is Open ID Connect [XX] tokens as stated in [XZ]. Also, this token based solution for authentication is not new in 3GPP and already used in some architectures such as CAPIF, Mission Critical Security and SEAL architectures. Open ID Connect usage in SEAL architecture [23] can be taken as an example implementation of this technology. 
Editor's Note: Whether the token-based mechanism can be used to authenticate the EEC is FFS.

*** End of 2nd Change ***

