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1	Decision/action requested
Approve the pCR to TR 33.839 [1] below.
2	References
[1]	3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC)"
[2]	3GPP draft TS 23.548 "5G System Enhancements for Edge Computing"
3	Rationale
The potential security requirement for Key Issue #7 "Security of Network Information Provisioning to Local Applications with low latency procedure" in TR 33.839 [1] are:
"For the case that UPF exposes the network information to local AF via Local NEF.
· [bookmark: OLE_LINK91]Mutual authentication mechanism between UPF and local NEF shall be supported.
· Confidentiality protection, integrity protection and replay-protection shall be supported on the new interface between UPF and local NEF.
[bookmark: OLE_LINK90]For the case that UPF exposes the network information to local AF directly:
· The UPF enable secure provision of information in the 3GPP network by authenticated and authorized Application Functions.
Confidentiality protection, integrity protection and replay-protection shall be supported on the interface between UPF and Application Functions."
For the case that the UPF exposes the network information via the local NEF, draft TS 23.548 [2] clause 6.4.2 contains the following EN:
Editor's note:	It is FFS whether the QoS monitoring result report from L-PSA UPF to local NEF is based on SBI or not.
Hence SA3 needs to wait for SA2 progress for this case. If the interface is based on SBI, the security requirements in the key issue will be addressed by SBA security. 
For the case that the UPF exposes the network information to local AF directly, the key issue details mention:
"NOTE: Local PSA UPF can expose the QoS monitoring results to local AF via N6. How to deliver the information on N6 is out of scope."
A similar Note is also included in draft TS 23.548 [2] clause 6.4.1. Since SA2 has decided the interface is out of scope, it is clear that no work in SA3 is required either.


4	Detailed proposal
*** BEGIN CHANGES ***
[bookmark: _Toc62543827]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[3]	3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)".
[4]	3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".
[5]	3GPP TS 23.502: "Procedure for the 5G System; Stage 2".
[6]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[7]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[8]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[9]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[10]	Void.
[11]	3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[12]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[13]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[14] 	3GPP TS 23.501: "System Architecture for the 5G System".
[15] 	3GPP TS 23.003: "Numbering, addressing and identification".
[16]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[17]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[18]	IETF RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".
[19]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[20]	3GPP TR33.867: "Study on user consent for 3GPP services".
[21]	RFC 7858: "Specification for DNS over Transport Layer Security (TLS)".
[22]	RFC 8310: "Usage Profiles for DNS over TLS and DNS over DTLS".
[23]	3GPP TS 33.434: "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[24]	IETF RFC 7616: "HTTP Digest Access Authentication".
[25]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[26]		3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".
[27]	IETF RFC 2616 (1999): "Hypertext Transfer Protocol (HTTP) – HTTP/1.1".
[xx]	3GPP TS 23.548: "5G System Enhancements for Edge Computing"

*** NEXT CHANGE ***
[bookmark: _Toc62543969]7.7	Conclusions for Key Issue #7
For the case that the UPF exposes the network information to local AF directly, no normative work is required since the interface is out of scope of TS 23.548 [xx]. 
TBD.

*** END CHANGES ***
