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1
Decision/action requested

This contribution proposes to add new solution on key issue #5.
2
References

 [1] TR 33.875 v020 Study on enhanced security aspects of the 5G Service Based Architecture (SBA)
3
Rationale

Key issue #5 deals with end to end integrity protection of HTTP in the case of indirect commnicateion with an SCP. The solution needs to address how to protect HTTP messages of NF Service Consumer while allowing the SCP to update HTTP message for mediation.

At first, as HTTP/2 messages are consist of frames such as headers and body and HTTP headers can be update by SCP, it is proposed to consider integrity protection of headers frames and body frame separately.

According to TS29.500, there are several HTTP headers can be added by SCP in the service request from NF Service Consumer or NF Service Producer. For example, among HTTP standard headers, Via and Authorization can be added by SCP in the service request from NF Service Consumer. And among HTTP custom headers, 3gpp-Sbi-Producer-Id and 3gpp-Sbi-Target-Nf-Group-Id can be added by SCP in a service response to the NF Service Consumer to identify the NF service producer. Therefore, it is proposed that in calculation of hash value for integrity protection of HTTP messages, the above mentioned headers shall be considered separately. And HTTP headers by NF Service Consumer or NF Service producer and HTTP headers by SCP shall be separately protected by each entity.

Accordint to TS29.500, 3gpp-Sbi-Target-apiRoot header can be added by NF Service Consumer or by SCP to indicate the apiRoot of the target URI. Therefore, it shall be clearly informed that this header is inserted by NF Service Consumer or by SCP. 
4
Detailed proposal

It is suggested to approve the following changes.

***** Start of First Change*****
6.X
Solution #X: integrity protection of HTTP message in consideration of update by SCP

6.X.1
Introduction

This solution addresses key issue #5.

It is proposed to use enhance CCA to include hash value of HTTP headers and HTTP body.

In the enhanced CCA, hash value of HTTP headers and hash value of HTTP body are included, separately.

For calculation of hash value of HTTP headers, Via and Authorization headers are not included.

There shall be a rule for ordering HTTP headers. HTTP standard headers come first and HTTP custom headers come after HTTP standard headers. Among HTTP custom headers from NF Service Consumer or NF Service Producer, 3GPP-Sbi-Client-Credentials header shall be positioned as the last one. When an SCP add HTTP custom headers, those shall come after 3GPP-Sbi-Client-Credentials header from NF Service Consuner of NF Service Producer.

When NF Service Consumer of NF Service Producer receive an HTTP message, they compute the hash value of HTTP headers and HTTP body and compare those with the values in CCA for checking of integrity protection.
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Figure 6.X.1-1: HTTP message with hash value in CCA for end to end message protection
6.X.2
Solution Details

This solution enables the NF Service Producer and NF Service Consumer to verify a HTTP message received via SCP has not been modified.

NF Service Consumer calculate hash value of HTTP standard headers except Authenticate header and HTTP custom headers and hash value of HTTP body and include in the CCA.

NF Service Consumer append CCA as the last of HTTP custom headers.

For this, the CCA is enhanced with additional payload values.

- 
hash value of HTTP headers including HTTP standard headers and HTTP custom headers generated by originating Network Function.

-
hash value of HTTP body generated by originating Network Function.

After SCP receives HTTP message from NF Service Consumer, it may append Via header and Authenticate header(only for delegated discovery case) and some HTTP custome headers after HTTP standard headers and HTTP custom headers at the received HTTP message, respectively.

NF Service Producer verify hash value of HTTP standard headers and HTTP extended headers except Via header, Authorization header and HTTP custome headers appended by SCP and hash value of HTTP body by comparing the calculated value and the ones in CCA.

Similarly, NF Service Producer can calculate hash value of HTTP standard headers and HTTP custom headers and hash value of HTTP body and include in the CCA if CCA is used.

After SCP receives HTTP message from NF Service Producer, it may append Via header and some HTTP custome headers after HTTP standard headers and HTTP custom headers at the received HTTP message, respectively.

NF Service consumer can verify hash value of HTTP standard headers and HTTP extended headers except Via header and HTTP custome headers appended by SCP and hash value of HTTP body by comparing the calculated value and the ones in CCA.

Editor's Note: Whether CCA of NF Service Producer is used is per decision of key issue #1.

6.X.3 
Evaluation

This solution provides an approach how an NF Service Producer can verify that a service request of the NF Service Consumer received via SCP has not been modified.

This solution extends Client credentials assertion to include hash value of HTTP headers and HTTP body.

This solution propose a rule how to compose the HTTP headers and how to calculate hash value of a HTTP message and it allows NF Service Producer to calculate hash value of HTTP headers without any extra information.

This solution provides how to calculate hash value of HTTP headers and HTTP body even though SCP modify HTTP messages in NF Service Producer. And when SCP modifies illegally a HTTP message, NF Service Producer can detect it.
*****End of Second Change*****
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