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1
Decision/action requested

 This contribution is proposed to approve the changes to solution #10.
2
Reference
[1]
3GPP TR 33.864 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".
[2]
3GPP TS 23.502 "Procedures for the 5G System (5GS)".
[3]
3GPP TS 33.501 "Security architecture and procedures for 5G system".
[4] 
3GPP TS 38.413 “NG-RAN; NG Application Protocol (NGAP)”.
3
Rationale

This contribution proposes changes to the solution #10: Solution to reroute 5G NAS security context via RAN.
4
Detailed proposal

**** START OF CHANGES ****
6.10
Solution #10: Solution to reroute 5G NAS security context via RAN
6.10.1
Introduction

This solution addresses Key Issue #1: "Security of AMF re-allocation procedures".

In this solution, the 5G NAS security context is re-routed via RAN together with the Registration Request (RR) message. In order to protect the 5G NAS security context, the asymmetric cryptography is used. In this solution, the NSSF is utilized as a trusted NF by both the initial and the target AMF. The NSSF belongs to the operator who deploys different slices and is assumed to serve all the slices offered by the operator. 
6.10.2
Solution details

The initial AMF protects the security context (or the horizontally derived security context) using the public key of the target AMF set provided by the NSSF. Then the initial AMF sends both the Registration Request (RR) and the protected NAS security context container (including the security context along with the keyAmfHDerivationInd indicator if needed and potentially UL/DL NAS COUNTs) to the target AMF via RAN.  In this solution, the following things are assumed.

· The NSSF has the public key of the target AMF set, and the target AMF has the corresponding private key. 

· The target AMF has information that can verify the digital signature of NSSF.
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Figure 6.10.2-1: AMF re-allocation with 5G NAS security context re-route via RAN based on asymmetric cryptography
Figure 6.10.2-1 shows the solution steps: 

1.
The UE prepares a Registration Request message including a SUCI or 5G-GUTI and slicing information which could potentially cause an AMF re-allocation such as Requested NSSAI. If the UE has a 5G NAS security context (Registration with 5G-GUTI) it includes a protected NAS container in the Registration Request message.

2.
Steps 2-6b of TS 23.502 [2], clause 4.2.2.2.3 are followed. The only modification is step 4b of Figure 4.2.2.2.3-1 in TS 23.502. At this step, the following additional processes are performed:

The NSSF selects the public key of the target AMF set (PK.tAMF) and generates a token. The NSSF includes the token and PK.tAMF in the Nnssf_NSSelection_Get response message.

The token consists of claims and digital signature of NSSF on them. The claims may include the following: the NF Instance ID of NSSF (issuer), NF Instance ID of the initial AMF (subject), the target AMF set ID (audience), and expiration time (expiration).




3. 
The initial AMF optionally performs horizontal Kamf derivation of Kamf-0 to generate a new Kamf-1. The option to perform horizontal Kamf derivation depends on local configuration and whether the old AMF has performed horizontal key derivation. If the initial AMF is configured to perform horizontal key derivation the initial AMF only performs horizontal key derivation if the old AMF does not perform one. If the initial AMF is not configured to perform horizontal key derivation then the initial AMF does not perform any horizontal key derivation. This step would ensure that the target AMF has no access to the Kamf-0 key used by the initial AMF. If the Initial AMF performs horizontal Kamf derivation then the initial AMF resets the corresponding uplink and downlink NAS COUNTs.

4. 
The initial AMF prepares the NAS security context container which consists of the security context (including Kamf-0 or Kamf-1), the keyAmfHDerivationInd indicator (optional), and other parameters (optional, e.g. UL/DL NAS COUNTs). 


The initial AMF generates its own ephemeral key pair, ePK.iAMF (ephemeral public key) and eSK.iAMF (ephemeral private key). The initial AMF uses PK.tAMF and eSK.iAMF to create the ephemeral encryption key and ephemeral MAC key. 


The initial AMF generates the protected NAS security context container by performing the followings: 1) to encrypt the NAS security context container using the ephemeral encryption key, 2) to apply MAC function to the ciphertext value, 3) to collect ciphertext and MAC-tag.


The above process is the same as the ECIES scheme specified in Annex C.3.2 of TS 33.501 [3].

5. 
The initial AMF forwards the complete Registration Request message, the protected NAS security context container, ephemeral public key of the initial AMF (ePK.iAMF), and the token to the RAN.

6. 
The RAN forwards the complete Registration Request message, the protected NAS security context container, ePK.iAMF, and the token to the target AMF.

7. 
The target AMF verifies the digital signature of NSSF in the token. The target AMF verifies the claims included in the token.


The target AMF uses the private key associated with PK.tAMF and the ephemeral public key of the initial AMF to create the ephemeral encryption key and ephemeral MAC key.


The target AMF decrypts the ciphertext in the protected NAS security context container using the ephemeral encryption key. The target AMF verifies the MAC-tag in the protected NAS security context container using the ephemeral MAC key.

The above process is the same as the ECIES scheme specified in Annex C.3.3 of TS 33.501 [3].

8. After decrypting the security context, 

-
If SUCI is included in the Registration Request, the target AMF skips step 8 (as no additional information about established PDU sessions etc. is stored in the old AMF). 

-
If a 5G-GUTI is included in the Registration Request and the target AMF has received a 5G NAS security context and potentially a keyAmfHDerivationInd indicator, then: 

-
If there is no connectivity between the target AMF and old AMF (cases 2.a.ii and 2.b.ii in clause 4.3), the target AMF skips step 8 (as any additional information about established PDU sessions etc. stored in the old AMF cannot be retrieved by the target AMF). 

- 
If there is connectivity between the target AMF and the old AMF (cases 2.a.i and 2.b.i in clause 4.3), the target AMF can fetch any additional information about established PDU sessions etc. stored in the old AMF. 

9.
If the target AMF has received the keyAmfHDerivationInd indicator, then the target AMF shall run a NAS SMC procedure with the UE, to take the new Kamf-1 key into use with the UE. 

10.
The target AMF needs to initiate a new primary authentication with the UE to generate a new Kamf-2. The new primary authentication procedure is protected by the Kamf-1. This step would ensure that the initial AMF has no access to the new Kamf-2 key generated between target AMF and the UE. 


The target AMF determines that a NAS re-route via RAN has taken place and the target AMF shall use the Kamf-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving protected NAS Security Mode Complete and Authentication Response from the UE.

11-12. The target AMF needs to run a new NAS SMC procedure with the UE to take the new Kamf-2 into use with the UE. The target AMF needs to include the request to the UE to include the complete Registration Request message in the NAS Security Mode Complete message by setting the flag "request initial NAS flag" in the NAS Security Mode Command message.  The UE includes the complete Registration Request message (sent in step 1) in the NAS Security Mode Complete message to the target AMF. This means that the target AMF can take the Registration Request message received in NAS Security Mode Complete message into use and drop the Registration Request message rerouted via RAN.
6.10.3
Evaluation

This solution has the following impact:

UE: 


-
The solution does not have any impacts on the UE. 
AMF:

-
This initial AMF may need to perform horizontal Kamf derivation of the Kamf before forwarding the protected 5G NAS security context container together with the complete Registration Request message on the N2 interface to the RAN. The decision is based on local configuration and whether the old AMF has performed horizontal key derivation.
- 
The initial AMF needs to generate ephemeral protections keys and produce the protected NAS security context container.

-
The target AMF needs to have information that can verify a token generated by NSSF and verify the token.
-
The target AMF needs to generate ephemeral protection keys and decrypt the protected NAS security context container.

-
The target AMF may need to perform a NAS SMC procedure to take any potentially horizontally derived Kamf key into use before initiating a primary authentication

-
The target AMF also needs to perform an authentication request in order to produce its own security context. 

NSSF:

-
The NSSF is an optional NF and this solution would require NSSF to be deployed and trusted by the initial and target AMF. 

-
The NSSF needs to have the public key of AMF sets and provide them to the initial AMF.

-
The NSSF needs to generate a token and provide it to the initial AMF.
RAN:

-
This solution has impact on RAN and N2 interface. The REROUTE NAS REQUEST message is defined in TS 38.413 [4] and the initial AMF includes the INITIAL UE MESSAGE into the REROUTE NAS REQUEST message to RAN. The REROUTE NAS REQUEST message needs to be updated to include the protected 5G NAS security context container and potentially other parameters. Also the RAN needs to forward the protected 5G NAS security context container and potentially other parameters to the target AMF together with the INITIAL UE MESSAGE.
**** END OF CHANGES ****
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