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1
Decision/action requested

It is requested to approve the pCR to add new solution for KI#2.4 of TR 33.824.
2
References
[1]
3GPP TR 33.824 Study on Security for NR Integrated Access and Backhaul.
3
Rationale

This pCR is proposes to add new solution for protection of the BAP control PDU exchange for KI#2.4.
4
Detailed proposal
******Start of Change******
6.1.Y
Solution #1.Y: Protection of BAP Control PDU exchange

6.1.Y.1
Introduction

This solution addresses the security requirement for the Key issue#2.4.

· The 5GS shall support a mechanism to verify the authenticity of the received BH-RLF indication by the IAB-nodes.

6.1.Y.2
Solution details

Consider the scenario where, an IAB-Donor, IAB-node#1 (parent node), and IAB-node #2 (child node), terminated at IAB-MT having stable communication over path1. If Backhaul Radio Link failure occurs between IAB-node#1 and IAB-Donor, IAB-node#2 receives a BH-RLF indication from IAB-node#1.

This solution proposes to generate a unique key for protection of the BH-RLC over the BAP layer between IAB-parent node and the IAB-child node. IAB donor generates a unique key (KIAB-node#1-P) for an IAB-node#1 (parent node) and provides it to the parent node during establishment of the IAB path (path1).

The key at child node (IAB-node#2) is generated as following:

· KIAB-node#2-#1C = KDF {KIAB-node#1-P, BAP routing ID} 

Including the parameters, KIAB-node#1-P and BAP routing ID in the key derivation will generate unique key for every BH-Link between parent and a child node and generated key is used to protect the BAP control PDU over BAP layer.

The parent node IAB-node#1 generates the child node key KIAB-node#2-#1C using the key (KIAB-node#1-P) and the BAP routing ID. IAB donor provides the child node key KIAB-node#2-#1C to the child node during establishment of the IAB path (path1). The parent node and child node use the generated key KIAB-node#2-#1C to protect (Integrity protection) the BAP control PDU.

6.1.Y.3
Evaluation

This solution addresses the potential security requirements of key issue#2.4. The solution proposes to protect and verify the authenticity of the BH-RLF indication by using node specific keys.

******End of Change******
