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1
Decision/action requested

It is requested to approve the pCR to update solution#5 of TR 33.862.
2
References

[1]
3GPP TR 33.862 Study on security aspects of the Message Service for MIoT over the 5G System (MSGin5G)
3
Rationale

This pCR provides evaluation of solution#5.
4
Detailed proposal

*****Start of Change*****
6.5
Solution #5: Authentication and authorization for 5GMSGS UE

6.5.1
Introduction

This solution proposes to use TLS-PSK based authentication for the authentication between MSGin5G UE and the MSGin5G server.

6.5.2
Solution details
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Figure 6.5.2-1: Authentication and authorization between 5GMSGS UE and MSGin5G server
Step 1-2: The UE performs the procedures (for example, Initial Registration procedure) as defined in TS 23.502 to get the 5GC network access. At the end of the network access authentication procedure (Primary authentication and key agreement [TS 33.501, clause 6.1]), the UE and the AMF are in possession of the key KAMF derived from KSEAF.
The UE and AMF performs the capability exchange procedure and agree upon the method of authentication for MSGin5G service during PDU session establishment.

Step 3: Then the UE initiate the Initial service provisioning procedure with the SEAL server. 

Step 4: SEAL server sends a key request to the designated AMF. The AMF/SEAF derives the KMSG from the KSEAF/KAMF. The SEAL server identifies the AMF using the 5G-GUTI which has the GAUMI which uniquely identifies one AMF.
Step 5a-5b: The UE derives the KMSG key for MSGin5G service, whenever there is trigger to get MSG service. Based on the UE’s capability to support MSGin5G service, the SEAF/AMF derives the KMSG. Key derivation step is skipped, if the UE and AMF holds a valid KMSG. 

Step 6: After key material (KMSG) is generated, the SEAF/AMF sends the generated KMSG and ngKSI to the SEAL server together with UE ID and/or SUPI and/or MSGin5G service ID of the 5GMSGS client in the key response. The SEAL server stores the latest information sent by the SEAF/AMF. 

Step 7: Once KMSG is established, PSK is generated from KMSG.

Step 8-10: SEAL server sends the initial service provisioning response to the 5GMSGS client. On receiving the initial service provisioning response, the 5GMSGS client derives the KMSG-PSK. On successful initial service provisioning procedure, the 5GMSGS client and SEAL server establishes a TLS session using pre-shared key KMSG-PSK. 

Step 11-14: On successful TLS session establishment the 5GMSGS client sends a trigger message to the SEAL client to trigger an access token request. Accordingly, SEAL client sends an application token request to the SEAL server. SEAL server provides the SEAL client with an access token. The acquired access token is shared with 5GMSGS client.

Step 15: Before sending the access token for authorization to the MSGin5G server, the 5GMSGS client establishes a secure channel using certificates.

Step 16: The 5GMSGS client sends the access token in an application registration request to the MSGin5G server along with the MSGin5G service ID.

Step 17-19: SEAL server validates the received access token and the MSGin5G server validates the service request by validating the MSGin5G service ID. On successful verification MSGin5G server sends the application registration response.  

6.5.3
Evaluation

This solution depends on primary authentication of UE with the network. The KMSG is derived from KAMF. TLS-PSK is used further for secure session establishment with the SEAL server using a pre-shared key from KMSG. Access token is used for authentication and authorization purpose of the UE to obtain the MSGin5G service from MSGin5G server. This authorization method (OAuth2.0) is already being utilized in Mission Critical Services (see TS 33.180) and Service-Based procedures in TS 33.501.
*****End of Change*****
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