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1	Decision/action requested
Details on evaluation to #2: Authorization between NFs and SCP
2	References
[1]	3GPP 
3	Rationale
Reason for change: Resolution of EN on impact of solution to the various NFs.
Summary of changes: Clarification added:
The concept of CCAs is already known. In addition to verifying the NFc CCA the NF Service Producer needs to verify also the CCAs of one or several SCPs. In addition to the verification of the NF Service Consumer's CCA the NRF needs to verify also the CCAs of one or several SCPs. Further, SCPs need to be able to create their own CCAs.
4	Detailed proposal

************** START OF CHANGES
[bookmark: _Toc73128824][bookmark: _Toc73128823]6.2.3	Evaluation
Editor's Note: Provide an analysis of the risks of threats mitigated by this solution. Provide a statement on complexity/impact/backward compatibility if one would follow this solution.
[bookmark: _Hlk73100318]This solution fulfils requirement on KI#4. The SCP can be authorized to act on behalf of an NF Service Consumer and to request access tokens by NFc, because the NFc is including the SCP ID or SCP Domain ID into CCA_NFc. With NFc providing the SCP ID in the CCA, authorization of that particular SCP is given, because NRF or NF Service Producer can with assurity verify that the SCP, which provides CCA_NFc, is indeed the one SCP to which the NF Service Consumer sent its CCA and has authorized that SCP to request services and receive response on its behalf.
Thus, this solution counters a potential attack of SCP stealing a CCA and using it for requesting an access token without being requested by a NF Service Consumer.
The concept of CCAs is already known. In addition to verifying the NFc CCA the NF Service Producer needs to verify also the CCAs of one or several SCPs. In addition to the verification of the NF Service Consumer's CCA the NRF needs to verify also the CCAs of one or several SCPs. Further, SCPs need to be able to create their own CCAs.
[bookmark: _Hlk73049228]Editor's Note: Impact of the solution on NFs, NRFs and SCPs is ffs.
************** END OF CHANGES

