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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
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	No
	x
	x
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	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	5G_eSBA
	 


3
Justification

3GPP Release 15 introduced a service-based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) communicate. A more open and adaptable system design necessitated to study different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations. Along with these architectural challenges, SBA further introduced changes to the protocol stack and serialization format of the 5G core network.

Rel-15 was set on providing solutions for authentication and authorization in direct communication scenarios as well as the N32 security using cross-certification between operators. Rel-16 focus was set on indirect communication scenarios and introduced the concept of Client Credential Assertion to allow NRF/NF Service Producer to directly authenticate a NF consumer. While Rel-16 SBA provided a good level of security, several aspects have been identified for further study in Rel-17. 

Rel-17 study has partially been concluded and identified several topics either as key issues or in meeting discussions, which need addressing per normative work. 
4
Objective

The objective of this work item is to address the following topics for normative work: 
· Service access authorization in the “Subscribe-Notify” scenarios

· Authorization of SCP to act on behalf of an NF or another SCP
· Access token usage by all NFs of an NF set

· Service access authorization in roaming scenarios

· NRF deployment / handling in intra-PLMN scenario

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Text for concluded KIs of study to be added

	SA#94 (Dec 21)
	Based on work documented in 33.875


6
Work item Rapporteur(s)
anja.jerichow@nokia.com
7
Work item leadership

SA WG3
8
Aspects that involve other WGs
CT4 for stage 3 work.
9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	

	


