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1	Decision/action requested
Discussion on way forward, eSBA study and normative work
2	References
[1]	3GPP 33.875
3	Rationale
Introduction
The work on eSBA study was initiated to address open points after Rel-16 freezing and allow for a thorough analysis of key issues and solutions, which can lead to conscious decisions on whether security requirements need to be fulfilled and require an update of existing specification text or the addition of new features.
Several key issues and solution have been added so far. But Rel-17 is ending fast and decision on how to continue with the study need to be made.
The purpose of this discussion document is to as follows:
· Identify key issues for urgent treatment in Rel-17 and establish a WID for those
· Allow for further analysis of key issues in Rel-18 and potential other eSBA aspects that need to be addressed that do not need immediate treatment or are still in a stage of analysis, i.e. update the eSBA study deadline to Rel-18.

Status of eSBA study and proposed way forward for KI resolution
	Key issues
	Solutions
	Comment / conclude
	Way forward

	#1: Authentication of NRF and NF Service Producer in indirect communication
	2 solution candidates
#1: Service response verification in indirect communication without delegated discovery 
#6: Verification of Service Response from a NF Service Producer at the expected NF Set 
	Threat scenario: MitM cooperating with NFp

	Several concerns were raised for the solutions in this key issue. It is proposed to shift any decision for this to Rel-18


	#2: SCP security domains
	No solution so far
	Trust assumptions not yet clear, list of ENs to be resolved in KI
Solution pending
	Postpone analysis to Rel-18, also depending on trust assumptions

	#3: Service access authorization in the “Subscribe-Notify” scenarios
	No solution so far accepted in TR, but several proposals under discussion (but not yet included in TR)
	Threat – URI not authorized 
KI clarifications & solution pending
	Despite KI clarifications and solution pending, it is suggested to address this KI in Rel-17, since the threat of URI being not authorized should be addressed.

	#4: Authorization of SCP to act on behalf of an NF or another SCP
	2 solution candidates
#2: Authorization between NFs and SCP
#3: Using existing procedures for authorization of SCP to act on behalf of an NF Consumer
	Threat: SCP acting without authorization and thus, compromising a NFc
KI & solutions available

	Important to address this KI, since otherwise SCP could be malicious and act on behalf of NFcs that have not requested an access token or service. Resolve in Rel-17.
Existing mechanisms are not sufficient. Propose to conclude with sol. #2

	#5: End-to-end integrity protection of HTTP messages
	#4: Service request authenticity verification in indirect communication
#5: End-to-end integrity protection of HTTP body and method
	2 solution candidates
Pending CT4 response
Need to address backwards compatibility with Rel-16 
	Propose to postpone to Rel-18

	[bookmark: _Hlk79344215]#6: Access token usage by all NFs of an NF set
	#7: Access token request for NF Set
	Existing concept, for which the access token usage has not been clarified
	Propose to address in Rel-17

	NEW #7: Proposal for KI on Service access authorization in roaming scenarios
	KI and solution was proposed in last meeting, updated contributions submitted by Nokia
	Pending acceptance of KI/sol

	Clarification needed in Rel-17, because vNRF  hNRF mutual authentication is not possible via SEPP, clarification is needed

	NEW #8: Proposal for KI on NRF deployment / handling 
	KI / solution presented in this meeting by Nokia
	Pending acceptance of KI/sol

	Clarification needed in Rel-17, because NRF deployments in intra-PLMN need to be addressed. Ambiguous understanding among companies about hierarchical deployments / client registration & token issuing instances



Proposed way forward 
· eSBA WID for key issues
· #3: Service access authorization in the “Subscribe-Notify” scenarios
· #4: Authorization of SCP to act on behalf of an NF or another SCP
· #6: Access token usage by all NFs of an NF set
· NEW #7: Proposal for KI on Service access authorization in roaming scenarios
· NEW #8: Proposal for KI on NRF deployment / handling
· eSBA SID continuation for Rel-18 to allow for further analysis and providing a proper finalization of the study.
4	Proposal
It is proposed to follow the way forward for eSBA SID and eSABA WID as discussed in the Rational.

