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1	Decision/action requested
It is proposed to add the following solution to the TR in [1]
2	References
[bookmark: _Hlk69729881][1]	3GPP TR 33.881 “Study on non-seamless WLAN Offload in 5GS using 3GPP credentials”
3	Rationale
This contribution proposes a solution to KI #1. 
4	Detailed proposal
[bookmark: _Toc257758424]******BEGIN CHANGES*****
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6.Y	Solution #Y: NSWO authentication using credentials retrieved from UDM/ARPF
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc63086478]6.Y.1	Introduction
This solution addresses key issue #1 (Support of EAP-AKA’ authentication for NSWO). This solution corresponds to a scenario where NSWO is executed for a 5G user defined in a 5GC and the 5GC does not support interworking with EPC. This is, the home network of the user does not support HSS functionality.  
6.Y.2	Solution Details
6.Y.2.1	Architecture Overview
The architecture proposed by this solution is similar to the existing one in EPC. The 3GPP AAA server fetches authentication vectors over Diameter interface SWx. However, since HSS is not present it is proposed that an AAA-IWF is deployed to relay authentication vectors requests and perform related protocol conversion between Diameter SWx and SBA services towards the UDM/ARPF in the 5GC. The AAA-IWF can be realized by the NSSAAF and use existing N59 reference point with the UDM/ARPF.
Additionally, this solution can also support SUPI privacy. This requires the 3GPP AAA to use updated SWx or new diameter interface, called SWx’ here, that includes the SUCI instead of an IMSI as UE ID. 
The assumed architecture is described in Figure 6.Y.2.1-1.


Figure 6.Y.2.1‑1: NSWO access authentication using credentials retrieved from UDM/ARPF

6.Y.2.2	Flows

Figure 6.Y.1.2‑1: Non-3GPP access authentication in 5GC via UDM
0. The UE selects a WLAN access network and a PLMN for performing 3GPP based access authentication via this PLMN. 
1. A layer-2 connection is established between the UE and the WLAN access network.  
2. The EAP authenticator in the WLAN access network sends an EAP Request/Identity to the UE.
3. The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in TS 23.003 [x]. In case UE detertmine that 5G subscriber privacy should be used, the NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the SUCI. 
4. The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI as specified in TS 33.402 [y]. The routing path may include one or several AAA proxies. In such cases, NAI is formed in decorated NAI format as specified in TS 23.003 [z].
5. The 3GPP AAA Server receives the EAP Response/Identity message that contains the subscriber identity that is SUCI in NAI format. The 3GPP AAA decides to fetch IMSI and authentication vectors from the UDM/ARPF via SWx'.
[bookmark: _Hlk76133766]In case the NAI received from step 4 does not contain a SUCI (i.e. contains an IMSI), the 3GPP AAA server gets IMSI from NAI and request authentication vectors using the existing SWx diameter MAR command.
Similarly, in case the NAI received from step 4 contains a SUCI protected with Null scheme, the 3GPP AAA server may retrieve the IMSI from the SUCI and request authentication vectors using the existing SWx diameter MAR command.
6. The 3GPP AAA Server sends an Auth Vector request with SUCI or IMSI, and the access network identity received from step 4. The request is routed via an AAA-IWF/NSSAAF over SWx/SWx' and sent towards the UDM/ARPF of the 5GC via the AAA-IWF/NSSAAF. In the case that the SUCI is included in the request, this message could be an enhancement to SWx messages, e.g. Multimedia-Auth-Request/ Multimedia-Auth-Answer, as specified in TS 33.402 [y]. Otherwise, if IMSI can be used, the existing diameter SWx MAR commands could be used as defined.  
[bookmark: _Hlk76134391]7. The AAA-IWF/NSSAAF discovers and selects an UDM e.g. based on the routing identifier of the SUCI and sends an Auth Vector Request, e.g. Nudm_UEAuthentication_GetAaaAV, with the SUCI or SUPI, the access network identity and an indication for the requesting node is 3GPP AAA server.
NOTE: If AAA-IWF/NSSAAF receives IMSI from step 6, the AAA-IWF/NSSAAF derives SUPI from the IMSI.
[bookmark: _Hlk76134509]8. The UDM de-conceals the SUPI from the SUCI. The UDM selects EAP-AKA' as authentication method, e.g. based on UE's subscription, the access network identity and an indication for the requesting node is 3GPP AAA server. The UDM/ARPF generates the AKA AV of EAP-AKA’. 
9. The UDM sends the Auth Vector Response to the AAA-IWF/NSSAAF with the selected authentication method, AKA AV and SUPI if SUCI is received in step7.
[bookmark: _Hlk76134605]10. The AAA-IWF/NSSAAF converts SUPI into IMSI and sends the Auth Vector Response to the 3GPP AAA server over SWx/SWx' with the selected authentication method, AKA AV and IMSI. 
11. The 3GPP AAA server and the UE proceed with EAP AKA' procedure and derive key materials e.g. MSK/EMSK as specified in TS 33.402 [y].  
12. The 3GPP AAA Server sends the EAP Success message and the MSK to the authenticator in the WLAN access network.
13. The authenticator in the WLAN access network informs the UE about the successful authentication with the EAP Success message. 
14. The UE and the WLAN access network proceed with security establishment based on the share keying material. After successful authentication, the UE receives its IP configuration from the WLAN access network and can exchange IP data traffic directly via the WLAN, i.e. using NSWO. 
6.Y.2.3	Subscriber Privacy 
[bookmark: _Hlk76135808]The UE determines whether 5G subscriber privacy should be used for NSWO traffic, based on the local configuration or the information provisioned by the home network that the home network supports 5G privacy for access authentication for NSWO. 
Note: Depending on ME or USIM capability and UE's subscription, there could be cases that a 5G user can't apply SUCI for NSWO, e.g. the UE has 5G subscription defined in the home network but the terminal is pre-R15.
The UE follows the subscriber privacy for EAP-AKA' as specified in TS 33.501 [z] Annex F. In addition, the UE supports pseudonym NAI that are allocated to the UE by the 3GPP AAA server in a previous run of the authentication procedure, in response to EAP-Request/Identity or EAP-Request/AKA-Identity messages.
When the UE determines 5G subscriber privacy is not applicable for NSWO, the UE uses the NAIs specified in EPC for non-3GPP access interworking as in TS 33.402 [y].

6.Y.2.4	Key derivation 
[bookmark: _Hlk76135911]When deriving CK' and IK' then the KDF of TS 33.402 [11] clause A.2 is used.
When deriving MSK/EMSK for EAP-AKA' ( i.e. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)), the UE and the 3GPP AAA follows the Identity used for key derivation as specified in TS 33.501 [z] Annex F, in case the UE determines 5G subscriber privacy is applicable for NSWO, i.e. SUCI is used in NSWO access authentication.
[bookmark: _Toc48930872][bookmark: _Toc49376121][bookmark: _Toc63086480]6.Y.3	System impact
The solution has the following impacts on the different functions: 
UE:
-	Supports SUCI as EAP identity for NSWO authentication procedure
-	Supports indication provisioned from the home Nework whether 5G privay is supported for NSWO.

3GPP AAA server:
-	Support SUCI from access authentication for NSWO. Optionally, extract IMSI from SUCI protected with Null scheme. 
-	Support Diameter SWx' to retrieve IMSI and AV.  
-	Support Key derivation (MSK/ESMK) based on 5G EAP-AKA' profile  

AAA-IWF/NSSAAF:
-	Support protocol conversion between Diameter SWx/SWx' and corresponding SBA service operations with UDM 
NOTE: NSSAAF already supports selection of UDM via NRF so this is not considered as an impact. 



UDM:
-	Support SUCI deconcealment and AV request from 3GPP AAA via AAA-IWF

[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc63086481]6.Y.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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