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1	Decision/action requested
[bookmark: _Hlk64414680]Approve this contribution to update the existing solution in TR 33.847
2	References
[1]	TR 33.847 v0.6.0
3	Rationale
This contribution proposes to update to Solution #18 to support privacy protection during PC5 link setup for UE-to-Network relay service. In particular, a Remote UE’s PRUK ID and Relay Service Code (RSC) can be exploited for an attacker to perform linkability and trackability attack against targeted Remote UEs once these are exposed in plain during PC5 link setup. This solution proposes to mitigate these privacy risks by only sending scrambled RSC and PRUK ID based on the provisioned discovery security parameters during PC5 link setup procedure. The mechanism for scrambling protection can be done in a similar way as described in TS 33.303 6.1.3.4.3.
In addition, a NOTE is added to support privacy protection during path switch procedure.
Minor editorial changes are made.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR [1].

***** START OF CHANGES *****
[bookmark: _Toc62576210][bookmark: _Toc62576526][bookmark: _Toc62595890][bookmark: _Toc62596332][bookmark: _Toc62637711][bookmark: _Toc66119569][bookmark: _Toc66175118]6.18	Solution #18: Authorization and PC5 link setup for UE-to-Network relay
[bookmark: _Toc62576211][bookmark: _Toc62576527][bookmark: _Toc62595891][bookmark: _Toc62596333][bookmark: _Toc62637712][bookmark: _Toc66119570][bookmark: _Toc66175119]6.18.1	Introduction
This solution addresses the KI #3, and the KI #4, KI #5 and KI #9. This solution provides a mechanism to setup a PC5 link between a remote UE and UE-to-network relay. In addition, this solution describes how a Remote UE and UE-to-network relay get authorized by the ProSe Key Management Function and verify each other’s role. This solution also addresses privacy risks related to the use of a Remote UE’s identity (PRUK ID) and Relay Service Code (RSC) during the PC5 link setup. This solution assumes 5G ProseProSe function and ProseProSe Key Management Function as in LTE ProseProSe. This solution only describes the PC5 link setup procedure that is common for both L2 and L3 UE-to-network relay.
[bookmark: _Toc62576212][bookmark: _Toc62576528][bookmark: _Toc62595892][bookmark: _Toc62596334][bookmark: _Toc62637713][bookmark: _Toc66119571][bookmark: _Toc66175120][bookmark: _Toc62576213][bookmark: _Toc62576529][bookmark: _Toc62595893][bookmark: _Toc62596335][bookmark: _Toc62637714]6.18.2	Solution details
6.18.2.1	Procedure


Figure 6.18.2-1: Authorization and secure PC5 link establishment procedure for UE-to-network relay
NOTE: In this solution, the remote UE needs to be provisioned with the discovery security materials and Remote User Key when it is in coverage. Also, those security materials are associated with an expiration time, after which they become invalid. When the security materials become invalid the Remote UE needs to be in coverage to obtain fresh ones to be able to connect via relay.
Editor’s Note: The architecture of this solution needs to be aligned with SA2.
0a. The Remote UE gets the discovery parameters and ProSe Key management function (PKMF) address from the 5G DDNMF.
NOTE: The Remote UE may get multiple PKMF addresses for different PLMNs. If the Remote UE receives multiple PKMF addresses, it will contact each of PKMFs separately. The remote UE may contact those PKMFs directly or via the PKMF of its home PLMN.
0b. The Remote UE is authorized to receive UE-to-network relay service and gets the discovery security material from the PKMF
0c. The UE-to-network relay gets the discovery parameters and ProSe Key management function (PKMF) address from the 5G DDNMF. 
0d. The UE-to-network relay is authorized to act as a relay and gets the discovery security material from the PKMF.
[bookmark: _Hlk59439699]	The remote UE and relay UE communicate with the PKMF via PC8 reference point (like in LTE ProseProSe [6]). Security for PC8 interface relies on Ua security if GBA [12] is used or Ua* when AKMA [7] is used.
NOTE: For commercial services, the PKMF is located in the operator’s network. For Public Safety use cases, the PKMF can be managed by the Public Safety service provider.
1a. The Remote UE sends a ProseProSe Remote User Key (PRUK) Request message to the PKMF of the UE-to-network relay. 
1b. The ProSe Key Management Function checks that the Remote UE is authorised to receive UE-to-network Relay service. This is done by using the Remote UE’s identity that is bound to the keys that established the secure connection between the Remote UE and PKMF in step 0b. If the Remote UE is authorised to receive the service, the PKMF sends a PRUK and PRUK ID to the Remote UE.
2. The discovery procedure is performed between the Remote UE and the UE-to-network Relay using the discovery parameters and discovery security material.
Editor’s Note: The detail of discovery security material is FFS, and how it impacts on discovery procedure needs to be clarified
3. The Remote UE sends a Direct Communication Request (DCR) that contains the PRUK ID, Relay Service Code (RSC) of the UE-to-network relay service and KNRP freshness parameter 1.  
4a. The UE-to-network relay sends a Key Request message that contains PRUK ID, RSC and KNRP freshness parameter 1 to the PKMF. 
4b. On receiving the Key Request message, the PKMF checks that the UE-to-network relay is authorized to act as a relay to the Remote UE. This is done by using the relay’s identity that is bound to the keys that established the secure connection between the relay and PKMF in step 0d. If the UE-to-network relay is authorized to provide the relay service, the PKMF generates KNRP freshness parameter 2 and derives KNRP using PRUK identified by PRUK ID, KNRP freshness parameter 1 and KNRP freshness parameter 2. Then, the PKMF sends a Key Response message that contains KNRP and KNRP freshness parameter 2 to the UE-to-network relay.
5a. The UE-to-network relay sends a Direct Security Mode Command message to the Remote UE (see 6.5.2.2). This message contains the KNRP Freshness Parameter 2 and protected based on the session key (KNRP-SESS) derived from KNRP. The Direct Security Mode Command message is integrity protected using the integrity protection key (KNRPIK) derived from the session key (KNRP-SESS).
Editor’s Note: How to support flexibility between remote UE and relay UE is FFS.
5b. The Remote UE derives KNRP from its PRUK, RSC, KNRP Freshness Parameter 1 and the received KNRP Freshness Parameter 2. It then derives the session key (KNRP-SESS) in the same manner as the UE-to-network relay and processes the Direct Security Mode Command. The Remote UE further derives the integrity protection key (KNRPIK) and encryption key (KNRPEK) from the session key (KNRP-SESS). Then, the Remote UE checks the integrity of the Direct Security Mode Command message. If the integrity check is successful, the Remote UE is assured that the UE-to-network relay is authorized to provide the relay service. 
5c. The Remote UE responds with a Direct Security Mode Complete message to the UE-to-network relay. The Direct Security Mode Complete message is ciphered and integrity protected.
5d. On receiving and processing the Direct Security Mode Complete message, the UE-to-network relay checks the integrity of the Direct Security Mode Complete message. If the integrity check is successful, the UE-to-network relay is assured that the Remote UE is authorized to get the relay service.
6. The remote UE and UE-to-network relay continues the rest of procedure for the relay service over the secure PC5 link.
NOTE: The rest of procedure is determined depending on the UE-to-network relay types (i.e., L2 or L3 relay).
NOTE: The remote UE performs steps 2-6 during the path switch to another relay UE if the security materials obtained in steps 0-1 are still valid (i.e., have not expired).
6.18.2.2	Privacy enhancements during PC5 link setup
6.18.2.2.1	General
To further enhance the privacy during the PC5 setup, a Remote UE’s PRUK ID and RSC can be protected based on the provisioned discovery security parameters. This is an optional part of the solution and solution #18 works without this feature. In particular, in step 3 of clause 6.18.2.1, the PRUK ID and RSC in DCR are privacy protected using the code-receiving security parameters as described in clause 6.18.2.2.2. On receiving the DCR in step 4a, the UE-to-network relay retrieves the PRUK ID and RSC from DCR using the code-sending security parameters as described in clause 6.18.2.2.1 and checks if the RSC matches with the one that it sent in the discovery message. The reason that the code-receiving security parameters are used for privacy protection is to have consistency between discovery Model A and Model B, and reuse the already provisioned security parameters. The rest of the procedure remains the same as described in clause 6.18.2.1.
6.18.2.2.2	Protection of PRUK ID and RSC over the PC5 interface
The Remote UE does the following:
1. Set the 4 LSBs of the UTC-based counter equal zero, for the purpose of this scrambling calculation only.
2. Compute the time-hash-bitsequence from Discovery User Scrambling Key (DUSK) and the UTC-based counter (modified as in step 1), passed through a keyed hash function as described in 6.18.2.2.3.
3. XOR the time-hash-bitsequence with the RSC and PRUK ID being processed.
The UE-to-network relay does the following to retrieve the RSC and PRUK ID from the received DCR:
1. Set the 4 LSBs of the UTC-based counter equal zero, for the purpose of this scrambling calculation only.
2. Compute the time-hash-bitsequence from Discovery User Scrambling Key (DUSK) and the UTC-based counter (modified as in step 1), passed through a keyed hash function as described in 6.18.2.2.3.
3. XOR the time-hash-bitsequence with the scrambled part of RSC and PRUK ID in the received DCR.
6.18.2.2.3	Calculation of time-hash-bitsequence
When calculating the time-hash-bitsequence, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [12]:
-	FC = 0xXX
-	P0 = UTC-based counter (modified as in step 1 in subclause 6.18.2.2)
-	L2 = length of above (i.e. 0x00 0x04).
The input key shall be the 256-bit DUSK.
The time-hash-bitsequence keystream is set to the L least significant bits of the output of the KDF, where L is the length of the RSC and PRUK ID.

***** END OF CHANGES *****
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