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1
Decision/action requested

This contribution proposes a conclusion for the linkability parts of key issues #2.1 and 2.2
2
References

[1]
3GPP TR 33.846 v0.12.0
3
Rationale

The linkability attacks described in key issues #1 and #2 are just some of the examples of IMSI probing type attacks, i.e. attacks where the aim is to find out if a particular subscriber is in a particular cell. Using the 3GPP network is not the only way to launch such attacks as it is possible to get the network to (repeatedly) page a particular UE and look for indications that the UE is responding (e.g. increased response activity in a particular cell). Such a method of IMSI probing can attack all the UEs in a particular cell. This contrasts with sending a repeated RAND and AUTN pair which can only target one UE at a time. 
The usefulness of addressing some types of IMSI probing attacks without addressing simpler to launch ones means that attacker will continue to use the simpler attacks. This diminishes the impact of any chosen solution. 
Further to this, all the proposed solutions for key issue #2.1 involve at least changes to the serving network and UE (and hence are not backwards compatible). 
In summary, it is proposed to conclude that no normative work will be specified to protect against the linkability attacks in key issue #2.1 and #2.2.
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
7.2.1
Conclusion on key issue #2.1: Linkability by distinguishing MAC failure and synchronization failure
No normative work will be specified to address key issue #2.1.
7.2.2
Conclusion on key issue #2.2: SUCI based attacks
No normative work will be specified to address the linkability attacks given in key issue #2.2.
**** END OF CHANGES ****

