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1
Decision/action requested

This contribution proposes a conclusion for key issue #4.1
2
References

[1]
3GPP TR 33.846 v0.12.0
3
Rationale

Key issue #4.1 is about the re-use of key stream during AKA re-synchronisations. Solution #4.1 proposes to avoid (subject the UE responding to approximately 232 re-synchronisations with the same RAND) the keystream re-use to protect different values of the sequence number. This is achieved by using MACS as an input to the calculation of AK (the keystream that protects the sequence number). The impact of the solution is limited to the USIM and UDM/HSS which are both under control of the operator and work in all use cases of AKA. 

Deploying the solution is in effect changing the used authentication algorithm for a subscriber and can be done on a per subscription basis as the operator deploys new UICCs. If an operator was changing their authentication algorithm, e.g. moving to a 256-bit algorithm, then the cost of using the solution is marginal (e.g. possibly some more symmetric key operation during a re-synchronisation). The solution is also proposed as optional for an operator so those that do not feel it is worthwhile do not have to deploy it.

In summary, while the published attack (on estimating the number of authentications that the UE has performed) utilising the key stream re-use does not seem to be a serious attack, it is also not good that AKA has keystream re-use. Solution #4.1 provides an optional to deploy way for the operator to address the keystream re-use that can be deployed if the operator so chooses (e.g. when upgrading the AKA algorithm to 256-bit algorithms). For these reasons it is proposed that solution #4.1 is acceptable for normative work as an optional to deploy solution for key issue #4.1.
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
7.4.1
Conclusion on key issue #4.1: Protection of SQN during AKA re-synchronisations
Solution #4.1 is chosen as an optional to deploy solution for normative work for key issue #4.1.
**** END OF CHANGES ****

