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	Reason for change:
	The Inter-PLMN UP Security functionality (IPUPS) as described in 33.501 clauses 4.2.2 and 5.9.3.4 provide the solution for binding 5G SBA REST Service Operations between the PLMN V-SMF and H-SMF over N16 / N32 to GTP-U over N9 in roaming scenarios.  
V-SMF can talk directly to another H-SMF or via IPUPS. How to counter a self created attack on the SMF has been documented by S2-2105038 (“Denial of Service Attack Issues of EASDF Discovery” by the following note in TS 23548:
"NOTE 6:   To avoid SMF overloading caused by massive reporting, the overload control mechanisms defined in clause 6.4 of TS 29.500 [x] can be used."
The problem is that in the case of “SDN security”  between UPF and SMF,  HTTP countermeasures do not help as the related protocol between SMF and UPF is not HTTP based.
TS 29.244 in chapter 6.2.4 Overload control procedure the UPF tells the SMF to throttle traffic towards the UPF. But the other way around where the SMF tells the UPF to throttle the traffic towards the SMF is not specified yet.
In 33.501 the following requirement for SEPP was given for direct SMF communication:
"The SEPP shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling. This includes SEPP-to-SEPP signaling messages."
Thus, when communication goes over H-UPF and V-UPF, similar measure is needed and should be updated accordingly in 33.501 by adding an equivalent requirement for IPUPS in clause  5.9.3.4.


	
	

	Summary of change:
	Add in clause 5.9.3.4 that the IPUPS shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling.


	
	

	Consequences if not approved:
	Attack on SMF overload caused by massive reporting is possible
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[bookmark: _Toc35528409][bookmark: _Toc35533170][bookmark: _Toc45028512][bookmark: _Toc45274177][bookmark: _Toc45274764][bookmark: _Toc51168021][bookmark: _Toc75276952]5.9.3.4	Requirements for IPUPS functionality
The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others.
The IPUPS shall discard malformed GTP-U messages.
The IPUPS shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling.

*********** END OF CHANGES

