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1
Decision/action requested

This contribution proposes a solution to abnormal behaviour detection of IoT sim card
2
References

[1]
 3GPP TS 23.288 Architecture enhancements for 5G System (5GS) to support network data analytics services
3
Rationale

This contribution proposes a solution to abnormal behaviour detection of IOT SIM card
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X Solution to abnormal behaviour detection of IoT SIM card
6.X.1
Introduction

This solution aims at addressing Key Issue #2.1 Cyber-attacks detection supported by NWDAF.   
The continuous growth of the IoT card business has brought more problems to the management and safety supervision of the IoT card. Especially in the case of 5G networks, the number of mIoT users has increased sharply, attackers may use IoT cards for abusive operations, but the existing 5G network lack a design process for identifying illegal IoT cards..
6.X.2
Solution details

This solution analyzes abnormal changes in the location of the IoT card in a specific industry.The IoT card applied industry can be indentified by the Offer_ID data of the IoT card. Since the positon of IoT card for certain industries should be fixed, when position information (such as TAI and Cell_ID) of IoT card for some industry users (such as electric cards, water cards, etc.) have changed multiple times within a period of time, it indicates there is an abnormal location update for the IoT card. 
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1. An external application (which can be a CRM) send Offer_ID,GPSI and IoT_Behavior of the IoT card to NEF through Nnef_AnalyticsExposure_subscribe.

2. NEF receive  " IoT_Behavior " and then set the Analytics ID to "Abnormal behaviour", set the exception ID to "Abuse of IoT SIM card", and then request analytic to NWDAF.

3-4. NWDAF request and get the correpongding SUPI from UDM 

5-6. NWDAF request and get the TAI and CELL_ID of the IoT card from AMF. 

7. NWDAF produces analytics.

8-9. NWDAF send the analytic result and the GPSI back to AF via NEF

Table 6.X: Description of Expected UE Behaviour parameters per Exception ID

	Exception ID
	UE behaviour parameters to provide
	NF for data collection

	Abuse of IoT SIM card
	TAI

CELL_ID
	AMF


	
	SUPI
	UDM


Table 6.X Inputs provided to NWDAF in assisting the detection of IOT sim card abnormal behaviour
	Information
	Source
	Description

	SUPI
	UDM
	The corresponding SUPI of the IoT SIM card refer to the GPSI

	TAI
	AMF
	TAI of the IoT SIM card to detect the location

	CELL_ID
	AMF
	CELL_ID of the IoT SIM card to detect the location


6.X.3
Evaluation

TBD

*************** End of 1st Change ****************
