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Decision/action requested

This pCR proposes the discussion on including EEC ID in the authentication procedure.
2
Rationale

During the SA3 discussion, there are proposals to use AKMA as the basis of the authentication between EEC and ECS and EES. However, there might be cases that there are multiple EECs in one UE even for one EAS, which could lead to the result that different EECs using the same KAKMA for authentication. The discussion paper gave an analysis on this issue.
2.1 EAS ID and EAS

Per SA6 spec definition as below: 
--------------------------------------------------------------------

6.6.2.6
EAS

The following cardinality rules apply for EASs:

a)
One or more EAS(s) may be located in an EDN.

NOTE:
EAS(s) belonging to the same EASID can be provided by multiple ECSP(s) in an EDN.
--------------------------------------------------------------------

According to the above definition, within a single EDN, there can be different EASs provided by different ECSPs, but all using (“belonging to”) the same EASID
Observation #1: EAS ID can not uniquely identify one EAS, multiple EAS may share the same EAS ID. 
2.2 How many EECs in one UE for one EAS ID
If the service offered is generic, e.g., the EAS is offering “video compression according to standard MPEG x”, then this service can be used by different ACs (developed by different vendors). If these ACs can run “simultaneously” on the same UE (e.g. the user is attending a video conference, and parallel to that he using some streaming service) and each of them is using its own EEC, then it would be possible that both ACs are trying to connect to the same EAS via different EECs.

Another example of a more generic service could be a set of video games offered by an EAS of game vendor ABC , i.e. different games (ACs) of this vendor would try to connect to the same EAS/EAS ID. If each of the ACs (video games) on the UE comes with its own EEC (tight integration), and the user has several video games active at the same time, then it is again possible that 2 ACs are trying to connect to the same EAS via different EECs.         
Observation #2: There might be multiple EECs in one UE connecting to one EAS ID.  

2.3 AF_ID in AKMA
In TS 33.535, the AF and AF ID are defined as below: 
--------------------------------------------------------------------

4.2.2
AF

The AF is defined in TS 23.501 [3] with additional functions:

-
AF with the AKMA service enabling requests for AKMA Application Key, called KAF, from the AAnF using A-KID.

-
AF shall be authenticated and authorized by the operator network before providing the KAF to the AF. 
-
The AF located inside the operator's network performs the AAnF selection.

--------------------------------------------------------------------
6.2
Deriving AKMA Application Key for a specific AF

…….

AF_ID consists of the FQDN of the AF and the Ua* security protocol identifier. The latter parameter identifies the security protocol that the AF will use with the UE.

……….
--------------------------------------------------------------------

According to the definition in TS 33.535, EAS ID in MEC (TR 33.839) can be taken equally as AF_ID in TS 33.535.

Observation #3: Using EAS ID as AF_ID in AKMA may result that different EECs will be using the same KAKMA in one UE.
2.4 Security issues
The key collision is an obvious issue when only using EAS ID (AF_ID) for the AKMA based authentication procedure.

When the UE (i.e. AC+EEC) is performing application context relocation (ACR) from one EAS to another one, e.g. because the UE moved to a different cell, then the target EAS will have the same EASID as the source EAS (e.g. for our example with FaceTime, both will have EASID = “XYZ”) - even if they belong to different EDNs and are possibly operated by different ECSPs (see the quote above).

In this case, the KAKMA will be the same even for different ECSP, which is highly risky case, and is deviating from the orginal design principle of AKMA and also the authentication in MEC. 
Observation #4: Key collision will occur when using original AKMA without any enhancement, which is not acceptable from security point of view. 

2.5 Including EEC ID when AKMA is used
According to the definition in TS 23.558, EEC ID could be uniquely deintify one specific EEC.  

--------------------------------------------------------------------

7.2.2
Edge Enabler Client ID (EECID)

The EECID is a globally unique value that identifies an EEC. 
--------------------------------------------------------------------
Observation #4: So far, EEC ID is the best choice to uniquely identify a specific EEC to avoid any collision when AKMA is used for authentication between EEC and ECS. 
3
Detailed proposals
Proposal #1: When using AKMA as the basis for the authentication procedure, there is possibility that multiple EEC will derive the same Kakma in one UE. The key collosion is not acceptable from security point of view.  
Proposal #2: There are 2 approaches to avoids the security issue: 
· Proposal #2.1: Not using original AKMA as the basis for the authentication procedure. 
· Proposal #2.2: Using AKMA with enhacement as the basis for the authentication procedure. 

Proposal #3: EEC ID is the best choice for uniquely identifying the EEC during the authentication procedure. If Proposal #2.2 is adopted by SA3, then it is suggested to use EEC ID for the key isolation. 
Proposal #4: If proposal #3 is adopted by SA3, then it is suggested to accept solution #28 as the basis for the normative work of MEC, as solution #28 satisfies the security requirement to avoid key collision.  
