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1	Decision/action requested
The intention of this discussion paper is to give a secure solution about identifying source PLMN-ID when using same N32 connection for multiple PLMN-IDs belonging to same PLMN
[1]	3GPP TS 33.501, "Security architecture and procedures for 5G system"
[2]	S3-211446, LS to 3GPP SA3 N32 and multiple PLMN IDs
[3]	Rel-16 CR S3-212287, "Clarification on the number of PLMN ID use by SEPP over N32"
[4]	Rel-17 CR C4-205821-PLMN-ID-Header-29500
[5]	C4-210249, LS on Identification of source PLMN-ID in SBA
2	Introduction and Actions
2.1 Input from SA3#103-e
LS from GSMA 5GJA on N32 and multiple PLMN IDs:
· GSMA 5GJA sent LS S3-211446, asking SA3 to:
· Evaluate whether SEPPs can use the same N32-connection for multiple PLMN-IDs belonging to same or different PLMN
· Clarify whether direct TLS can be used to secure N32-f
Reply-LS from SA3 S3-212392: contains a list of agreed CRs, see below:
· Rel-16 CR S3-212287 ("CR to TS 33.501 R16 - Clarification on the number of PLMN IDs used by SEPP over N32") with mirror: Same N32-connection can be used for PLMN-IDs belonging to same PLMN, but not different PLMN. Only requirement, solution is still missing.
· Rel-15 CR S3-212367 ("CR to TS 33.501 R15 - Clarify the usage of TLS and PRINS between SEPPs ") with mirrors clarifies the usage of TLS and/or PRINS on N32
2.2.1 Background of N32 and multiple PLMN IDs scenarios
Scenario 1-3 originated in [5]
"Scenario 1) One cSEPP serves a given PLMN, and such PLMN has multiple PLMN-IDs. It is not clear whether the same N32-c connection is used for all possible PLMN-IDs, or whether a separate N32-c connection is used for each PLMN-ID."
	NOTE: This scenario is the focus scope for this DP
"Scenario 2) One cSEPP serves multiple PLMNs, each one with its own PLMN-ID(s). This scenario was called "SEPP Hub" by some companies. It was questioned how the trust model applies to this case, and whether a cSEPP outsourced to, say, an IPX provider can still be considered trusted or not, and the implications of that."
NOTE: If different PLMNs are represented by the PLMN IDs supported by a SEPP, the SEPP shall use separate N32-connections for each pair of home and visited PLMN [3].
"Scenario 3) A scenario in which there may be further SEPPs, not only the cSEPP and pSEPP, but also potentially "intermediate SEPPs". This was called as "chained SEPPs". This applies to use case when the NFc and the NFp are located in PLMNs that are not immediately adjacent, i.e. if the message from NFc has to traverse more than one PLMNs to reach NFp."
NOTE: SA3 has currently no plan to work on a solution for this.
Considering different N32 connection setup solution for multiple PLMN-IDs, there can be sub-scenarios defined as below table.
	Scenario ID
	Scenario category
	N32 connection between SEPPs
	Note

	1.1
	Scenario 1 (One PLMN)
	Same N32 connections for multiple PLMN-IDs
	Focus of this DP

	1.2
	Scenario 1 (One PLMN)
	Separate N32 connections for each PLMN-ID
	Identification of source PLMN-ID between SEPPs is supported by the current frozen releases.

	2.1
	Scenario 2 (SEPP Hub)
	Separate N32 connections for each PLMN-ID
	Identification of source PLMN-ID between SEPPs is supported by the current frozen releases.

	2.2
	Scenario 2 (SEPP Hub)
	Separate N32 connections for each pair of home and visited PLMN
	Same as above scenario 1.1

	2.3
	Scenario 2 (SEPP Hub)
	Same N32 connection for all PLMN-IDs of different PLMNs
	Not supported

	3
	Scenario 3 (chained SEPPs)
	N/A
	Not supported


2.3 Summary of open issues for same N32 connection solution
When using same N32 connection between SEPPs for multiple PLMN-IDs belonging to same PLMN, it is unclear how to identify and verify the source PLMN-ID of all incoming messages received from a different PLMN.

The major open issues include:
· How does SEPP identify the source PLMN-ID of a message?
· How does SEPP verify the PLMN-ID sent by peer SEPP?

3	Discussion
3.1 Overview
The two interacting SEPPs are called "sending" SEPP and "receiving" SEPP in this DP to simplify the description of message procecures.
· Sending SEPP: The SEPP that is present on the sending side of a message towards peer SEPP.
· Receiving SEPP: The SEPP that is present on the receiving side a message from peer SEPP.

The c-SEPP and p-SEPP terminology as defined in 3GPP TS 33.501 are also used when to discuss the details of the message flow for service request procedure and notification request procedure.

As speficifed by TS 33.501, the serving network name (which includes source PLMN-ID) is included into the Key Derivation Function (KDF) at both the UDM in the home network and the UE in the serving/visited network. Accordingly, the visited network requesting authentication vectors from the home network must be the same network that the UE is actually connected to during the authentication procedure.

When using same N32 connection for multiple PLMN-IDs, it is not possible to identify the source PLMN-ID based on N32 connection by receiving SEPP, which means the sending SEPP shall provide the identification of source PLMN-ID in the message. There can be two ways to identify the source PLMN-ID of a message in the sending SEPP; either from the message which is provided by the NF, or rely on the TLS connection which is associated with a unique source PLMN-ID. The latter case requires the support of deploying separate TLS connections per PLMN-ID between NF and sending SEPP.

When using separate N32 connections for multiple PLMN-IDs, there can be more ways to identify the source PLMN-ID of a message by the receiving SEPP; rely on N32-f connection, or rely on PLMN-ID local configuration.

So, to have a generic solution about identification of source PLMN-ID for all possible SEPP deployment scenarios, it is proposed that an NF always shall provide the identification of source PLMN-ID (for instance via HTTP custom header 3gpp-Sbi-Asserted-Plmn-Id) in the message.

	Message flow
	NF/NE
	Actions

	Service/subscription request
	NFc in vPLMN
	Insert 3gpp-Sbi-Asserted-Plmn-Id header in the message.

	
	SCP in vPLMN
	Forward 3gpp-Sbi-Asserted-Plmn-Id header without modification.

	
	cSEPP in vPLMN
	Validate and forward 3gpp-Sbi-Asserted-Plmn-Id header.

	
	pSEPP in hPLMN
	Validate and forward 3gpp-Sbi-Asserted-Plmn-Id header.

	
	SCP in hPLMN
	Forward 3gpp-Sbi-Asserted-Plmn-Id header without modification.

	
	NFp in hPLMN
	Receive 3gpp-Sbi-Asserted-Plmn-Id header.

	Notification request
	NFp in hPLMN
	Insert 3gpp-Sbi-Asserted-Plmn-Id header;

	
	SCP in hPLMN
	Forward 3gpp-Sbi-Asserted-Plmn-Id header without modification.

	
	pSEPP in hPLMN
	Validate and forward 3gpp-Sbi-Asserted-Plmn-Id header.

	
	cSEPP in vPLMN
	Validate and forward 3gpp-Sbi-Asserted-Plmn-Id header.

	
	SCP in vPLMN
	Forward 3gpp-Sbi-Asserted-Plmn-Id header without modification.

	
	NFc in vPLMN
	Receive 3gpp-Sbi-Asserted-Plmn-Id header.


3.2 Security consideration
The security between SEPPs is the major concern of this DP.

The receiving SEPP shall not only rely on in-band information provided by sending SEPP, to avoid spoofing attacks over the interconnect.
3.3 Detailed solution 
3.3.1 Mandate all NFs to insert “3gpp-Sbi-Asserted-Plmn-Id” header
For service/subcription request, for most of the NF consumers, it is possible to know if the UE is in roaming scenario or not, but there is no harm to insert “3gpp-Sbi-Asserted-Plmn-Id” header also in non-roaming sceanrios. The proposal is to always insert “3gpp-Sbi-Asserted-Plmn-Id” header in service/subcription request messages.

For notification request, it is not easy for NF producer to know if the NF consumer is in roaming scenario or not. The proposal is to always insert “3gpp-Sbi-Asserted-Plmn-Id” header in notification request messages.

3.3.2 How does the SEPP identify source PLMN-ID of a message?
For sending SEPP, the source PLMN-ID of a message can be identified by the received and verified “3gpp-Sbi-Asserted-Plmn-Id” header. 

In absence of such header (for instance for a Rel-15 NF), it is possible for the sending SEPP to identify the source PLMN-ID by other means, like rely on the peer TLS certificate with only one PLMN-ID, which requires specific deployment and implementation.

For receiving SEPP, when using same N32 connection between SEPPs for multiple PLMN-IDs belonging to same PLMN, “3gpp-Sbi-Asserted-Plmn-Id” header shall be received, otherwise the source PLMN-ID is unknown for the receiving SEPP.

3.3.3 How does the SEPP verify the PLMN-ID sent by peer SEPP?
Anti-spoofing mechanism shall be implemented for the source PLMN ID identification between SEPPs. If there is a mismatch between different layers of the identification of source PLMN ID, for instance the source PLMN ID included in the signaling message does not belong to the sending SEPP’s own PLMN, the whole message shall be discarded by the receiving SEPP.

For example, the receiving SEPP compares “3gpp-Sbi-Asserted-Plmn-Id” header with the known PLMN-ID(s) in the sending SEPP’s certificate. Alternatively, the receiving SEPP can also compare the PLMN-ID of the “3gpp-Sbi-Asserted-Plmn-Id” header with a locally configured list of PLMN-IDs that the sending SEPP represents. If the PLMN-ID of the “3gpp-Sbi-Asserted-Plmn-Id” header matches with any one of PLMN-IDs belonging to the peer SEPP, the header is verified ok and the receiving SEPP forwards it to the target NF, otherwise the receving SEPP discards the whole message.
4	Detailed proposal
Agree on CRs for Rel-16 and Rel-17 according to the way forward proposed in clause 3:
· SEPP to verify the source PLMN-ID: S3-212756 for Rel-16, S3-212757 is the Rel-17 mirror
· NF to always insert PLMN-ID enabling roaming scenario: S3-212758 for Rel-16, S3-212759 is the Rel-17 mirror

Send LS to CT4 to ask for the support of the “3gpp-Sbi-Asserted-Plmn-Id” header in Rel-16.

