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1	Decision/action requested
It is proposed to approve conclusion to key issue 4 in TR 33.857
2	References
[1]	S3-211578: “Proposal for conclusion for Key Issue 4.”
3	Rationale
This pCR proposes the conclusion of KI #4 Securing initial access for UE onboarding based on rationale provided in [1]. 

4	Proposal
Based on the previous analysis, we propose the following:
-	Both Option 1 (primary authentication only) and Option 2 (primary and secondary authentication) shall be supported by the standard to cater to all kinds of devices and deployment scenarios.
-	Based on the UE capability (e.g., C-plane and/or U-plane provisioning) as indicated by the UE during the Registration procedure and the network capability (i.e., availability of an interface between AUSF and DCS or not), the ON-SNPN chooses the onboarding method (C-plane vs. U-plane) and the corresponding authentication for primary authentication (one-way or two-way).

5	Detailed proposal
* * * * Start of Changes * * *

[bookmark: _Toc63086483]7.4	Conclusions on KI #4: Securing initial access for UE onboarding between UE and SNPN
The following principles are concluded for normative work:
-	Two-way primary authentication between UE and O-SNPN shall be supported to cater for deployment scenarios where there is an interface between the AUSF of the O-SNPN and the DCS.
-	Secure initial access for onboarding using one-way authentication: this procedure is based on the primary authentication procedure in TS 33.501 with the following differences:
Primary authentication using one-way authentication method, e.g., EAP-TLS between UE and O-SNPN, shall be supported to cater for deployment scenarios where there is no interface between the AUSF of the O-SNPN and the DCS. The AUSF uses the EMSK generated as part of one-way authentication to derive the necessary 5G keys (e.g., KAUSF, KSEAF). Key material generated from the primary authentication procedure is used to establish the KAUSF and further keys in the 5G key hierarchy as specified in TS 33.501 [2].UE  mutually authenticates with the O-SNPN as per secondary authentication using existing mechanisms specified in TS 33.501 and using the default credentials pre-provisioned in the UE and DCS or another industry-defined mechanism can be applied.
-	Based on the UE capability (e.g., C-plane and/or U-plane provisioning) as indicated by the UE during the Registration procedure and based on the network capability (i.e., availability of an interface between AUSF and DCS or not), the ON-SNPN chooses the onboarding method (C-plane vs. U-plane) and the corresponding authentication for primary authentication (one-way or two-way).

