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1	Overall description
[bookmark: _Hlk69931360]SA3 thanks RAN2 for their LS on Small data transmission. 
SA3 discussed the LS from RAN2 and acknowledge the security issues related to reusing the same I-RNTI and NCC with the same cell scenario or mobility scenarios as cell reselection. SA3 would like to provide the following answers to the questions. 
[bookmark: _Hlk69931230]Q1:  Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?.
SA3 Answer: No, to avoid potential Replay Attack, UE should not send Resume Request message with the same I-RNTI and resumeMAC-I in the same cell after SDT initiation.
Q2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be reused to initiate a new SDT procedure in a new cell?.
SA3 Answer: No, reusing the same NCC and I-RNTI from a former cell to resume SDT procedure in the new cell violates the forward security principle, and such reuse should be avoided. 
For both cases (same cell and different cell), SA3 thinks there could be a scenario when an attacker may cause the termination of a legitimate SDT session by capturing a first SDT RRCResumeRequest and replaying it a second non-SDT RRCResumeRequest. SA3 requests RAN2 to assess the impact of the risk as mentioned above, answer the following question.
Q1: SA3 asks RAN2 whether network accepting second non-SDT RRCResumeRequest is or not a corner case for SA3 to evaluate whether the security risk is acceptable or not; and investigate if any solution could be commensurate with the risk. 

2	Actions
To RAN2
ACTION: 	3GPP TSG SA WG3 asks RAN2 to take the above feedback into account and reply to SA3.
3	Dates of next TSG SA WG3 meetings
TSG SA WG3 Meeting 105-e	08-12 November 2021
TSG SA WG3 Meeting 106-e	07-11 February 2022
