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1
Decision/action requested

Endorse to request SAGE to go ahead and prepare 256-bit algorithms for confidentiality and integrity based on ZUC-256, as one of the proposed 256-bit algorithm sets for future consideration by SA3.
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Rationale

As defined in TS 33.501 [1], the encryption algorithms except null ciphering algorithm includes:
· 128-NEA1 is based on SNOW 3G--mandatory to implement by UE and gNB
· 128-NEA2 is based on 128-bit AES in CTR mode--mandatory to implement by UE and gNB
· 128-NEA3 is based on 128-bit ZUC--optional to implement by UE and gNB
The integrity algorithms except null ciphering algorithm includes:
· 128-NIA1 is based on SNOW 3G--mandatory to implement by UE and gNB
· 128-NIA2 is based on 128-bit AES in CMAC mode--mandatory to implement by UE and gNB
· 128-NIA3 is based on 128-bit ZUC--optional to implement by UE and gNB
Observation 1: The RAN nodes and UE shall implement 128-bit algorithms based on AES, SNOW 3G and may implement 128-bit algorithms ZUC for encryption and integrity protection.  
To counter the threat of quantum computing to symmetric cryptography, SA3 has started 256-bit algorithm study since Rel-16. AES-256 is specified to be the proposed 256-bit algorithm sets for future consideration by SA3 without any challenge. It’s also recommended to request SAGE to go ahead and prepare 256-bit algorithms for confidentiality and integrity based on ZUC-256.
Proposal 1: When proposing 256-bit algorithm sets for future consideration, AES, SNOW 3G and ZUC based 256-bit algorithms needs to be prepared to keep consistency.
Although ZUC based 128-NIA3/NEA3 is optional to implement, the ZUC is popular and taken into use widely in China. The operators including China mobile, China Unicom and China telecom have deployed the RANs and AMFs with ZUC algorithms. ZUC is even configurated to be the first perority among the three algorithms to support the encryption and integrity protection. What’s more, the verticals also show great interest and willingness to implement ZUC. 
In addition, as specified in CCSA[3],  ZUC based 128-NIA3/NEA3 is manatory to implement in UE side and network side.
Observation 2: ZUC is widely used in China. The verticals also show great interest and willingness to implement ZUC.
Proposal 2: When proposing 256-bit algorithm sets for future consideration, ZUC based 256-bit algorithm is recommended to be used for meeting the market requirement.
SAGE and CATT have continuously discussed on ZUC-256 algorithm. When considering peak data rate, in view of CATT, with certain mechanisms, PDCP layer can be more intelligent to recognize how much data would be processed, as well as the model of the flows. It’s implementation issue to meet the requirement for different date rates.
From the perspective of security, no major security concern was given from SAGE [2]. Some suggestions/expectations are proposed for the way forward. In the response, CATT has clarified the questions and comments in the latest LS [4]. 

From the perspective of performance, it’s proved that the speed of 21.1Gbps is achieved by utilizing 512-bit ZMM registers and up to AVX512 instruction sets by producing 16 parallel keystreams. In addition, key stream rate can be dramatically improved by optimized software implementations. A 100Gbps throughput of ZUC keystream is achievable on processors with improved instructions and corresponding circuits.
In addition, in the discussion between SAGE and CATT, the design team is aslo involved and provides detailed feedback in the technical calrifications. They are also willing to cooperate with SAGE and SA3 together to prepare ZUC-256 algorithm.
Observation 3: SAGE and CATT including the design team have continuously discussed on ZUC-256 algorithm. There is no major concern on ZUC. 
Proposal 3: endorse to request SAGE to go ahead and prepare 256-bit algorithms for confidentiality and integrity based on ZUC-256, as one of the proposed 256-bit algorithm sets for future consideration by SA3.
4
Detailed proposal

It is proposed to endorse the following proposals, i.e., 
Observation 1: The RAN nodes and UE shall implement 128-bit algorithms based on AES, SNOW 3G and may implement 128-bit algorithms ZUC for encryption and integrity protection.  
Proposal 1: When proposing 256-bit algorithm sets for future consideration, AES, SNOW 3G and ZUC based 256-bit algorithms needs to be prepared to keep consistency.
Observation 2: ZUC is widely used in China. The verticals also show great interest and willingness to implement ZUC.
Proposal 2: When proposing 256-bit algorithm sets for future consideration, ZUC based 256-bit algorithm is recommended to be used for meeting the market requirement.
Observation 3: SAGE and CATT including the design team have continuously discussed on ZUC-256 algorithm. There is no major concern on ZUC. 
Proposal 3: endorse to request SAGE to go ahead and prepare 256-bit algorithms for confidentiality and integrity based on ZUC-256, as one of the proposed 256-bit algorithm sets for future consideration by SA3.
