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Decision/action requested

SA3 is kindly requested to approve the proposed endorsement in this discussion paper.
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3
Rationale

It is agreed in SA3 that the interface between BSF and UDM shall be defined. One service needs to be defined for UDM to provision the GBA authentication vector and GUSS to BSF. There are two options:

Option 1: Modify the existing service defined in TS 23.632 [1].
Option 2: Define a new service.  
This contribution analyzes the security issue, and other drawbacks of option 1 and proposes to go with option 2, i.e. defining a new service. 
3.1
Background：Existing Service in TS 23.632

TS 23.632 [1] defines the architecture and interface for direct HSS-UDM interworking. Nudm interface is defined and is used by HSS. In clause 6.2.5, a service Nudm_UEAuthentication is defined, and GetHssAv service operation is defined for the service. Blow is the service operation definition copied from TS 23.632.
6.2.5
Nudm_UEAuthentication service

6.2.5.1
Nudm_UEAuthentication_GetHssAv service operation
Service operation name: Nudm_UEAuthentication_GetHssAv

Description: Requester NF gets the authentication vector from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations.

Inputs, Required: SUPI, authentication method (e.g. EAP-AKA', EPS-AKA, IMS-AKA, GBA-AKA), serving network name.

Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).

Outputs, Required: Authentication vector.

Outputs, Optional: None.

With Nudm_UEAuthentication_GetHssAV, the consumer (i.e. HSS) is able to obtain all types of authentication vectors, e.g. the 5G Authentication Vectors, IMS Authentication Vectors.
3.2
Security issue with option 1
Option 1 proposes that the service Nudm_UEAuthentication_GetHssAv defined in is to be re-used with modifications for 5G GBA. It means that BSF is able to obtain all kinds of authentication vectors as well, e.g. EAP-AKA’ authentication vector and keys such as keys for 5G, keys for IMS are exposed to BSF. This is because current SBA authoirzation mechism does not check the type of authentication vector that BSF is authorized to request from UDM, but only checks whether BSF is authorized to access Nudm_UEAuthentication. 
There is one major security issue with this option. It is a violation of the security principle “Need-to-know”. Consdier if BSF is compromised by an attacker, the attacker can obtain all kinds of authentiatin vectors and 5G keys and IMS keys. With them, the attacker can trigger UEs to register to a fake network network and perform a lot of attacks, e.g. obtaining privacy informations about the UE, including locations, S-NSSAIs, credentials, etc.   
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(a)  Option 1: Re-using existing service                                       (b) Option 2:  New service
                  Figure 3.2-1: NF Service Consumer obtaining access token before NF Service access
If new service is to be defined for UDM to provision GBA AV ot BSF, BSF only obtains GBA AV, as intended. 
Figure 3.2-1 shows the comparison of security separation between the two options. Clearly opton 2 provdies better security separation.
Observation 1: Re-using existing service is a violation of “Need-to-know” and has major security issue. 
3.3. Incompatibility issues with re-using existing service
With GBA, when BSF requests the GBA authentication vector from UDM, UDM may also need to provide GUSS. But existing Nudm_UEAuthentication_GetHssAv cannot support it, as there is no GUSS in its output. 
Observation 2: Nudm_UEAuthentication_GetHssAv does not support the provision of GUSS.
With GBA, when BSF requests the GBA authentication vector from UDM, the input parameter does not include serving network name. But existing existing Nudm_UEAuthentication_GetHssAv mandates the serving network name as an input. BSF does not have it. 

Observation 3:  BSF does not have necessary input parameter, i.e. serving network name to re-use Nudm_UEAuthentication_GetHssAv.
TS 23.632 is conducted by both SA2 and CT4. It specifically defines the architecture and interface for direct HSS-UDM interworking, as stated in in its scope ( as shown in Figure 3.3-1, 3.3-2 below). The interface Nudm and the services defined on the interface, Nudm_ UEAuthentication_GetHssAv is defined for HSS, and TS 23.632 clearly states that the consumer of the service is HSS (Figure 3.3-3).  
[image: image3.png]1 Scope.

The present document defines the Stage 2 architecture, procedures, flows and Network Function Services for User Data.




Figure 3.3-1 Scope  of TS 23.632
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Figure 4.1-1 shows the reference architecture for direct UDM-HSS interworking.«
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Figure 4.1-1: Architecture for Direct UDM-HSS interworking-
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«6.2.1 General.

The following table illustrates the UDM Services.«

. Table 6.2.1-1: NF services provided by UDM-
= NF service- Service Operations- Operation Example
Semantics< Consumer(s)<

=UECM- P-CscfRestorationTriggers Request/Response< | HSS-

Geto Request/Response< | HSS+
Fl istrafione Request/Responses | HSS«

Update~ Request/Response~ | HSS~

mMT- ProvideDomainSelectioninfo< Request/Response< | HSS-
ProvideUserState~ Request/Response- [ HSS-
ProvideLocationInfo< Request/Response< | HSS~
Provide5GSRVCClnfo« Request/Response< | HSS-

» EventExposure- | Subscribe« Subscribe/Nofify~ HSS-
Nofify«

= UEAU~ GefHssAv~ Request/Response< | HSS-

»SDM- Geto Request/Response~ | HSS~
Subscribes Subscribe/Nofify HSS-
Unsubscribe~
Nofify=

PP Update~ Request/Responses | HSSo





Figure 3.3-2 Arichtecture defined in 23.632                             Figure 3.3-3 Consumers of UDM services in 23.632
If Nudm_ UEAuthentication_GetHssAv were to be re-used by BSF, then in the GBA specification a reference to TS 23.6322 would be needed, and modifications to Nudm_ UEAuthentication_GetHssAv  in TS 23.632 would also be needed, otherwise, we have the same service with different definitions between specifications. 

At least the following modifications to 23.632 would be needed:

· In clause 6.2.1, BSF needs to be added as the consumer for Nudm_UEAuthentication_GetHssAv
· The scope of TS 23.632 needs revision because the specification is no longer solely about HSS-UDM interworking. BSF is the consumer of the service. 
· Clause 4.1 “Architecture for direct UDM-HSS interworking” requires modifications to include BSF. 
Also, in the future, if the interaction between UDM to BSF were to be enhanced, TS 23.632 needs to be modified as well. Mixing the specification specifically for UDM-HSS interworking with GBA requires a lot of modification work and coordination work among SA2, SA3 and CT4. 
Observation 3：Existing TS 23.632 is specifically for direct HSS-UDM interworking. Adding GBA aspects in TS 23.632 is a violation of its scope and requires much more modification and coordination work involving SA2, SA3 and CT4.  
4
Detailed proposal

Based on the above analysis, it is proposed to define a new service for UDM for providing the GBA AV and GUSS to BSF. 
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