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***************** Start of Change *******************
[bookmark: _Toc75361198][bookmark: _Toc26887052][bookmark: _Toc19783268]X.2.2	Threats related to NSSAAF
X.2.2.Y Threats related to impersonating attack by AAA-S
1. Threat name: Threats realted to impersonating attack by AAA-S
1. Threat Category: Denial of service, spoofing identiy
1. Threat Description: Network slice specific authentication and authorization (NSSAA) is performed between UE and AAA server (AAA-S). AAA-S may also trigger network slice-specific authorization revocation by sending a request to NSSAAF. After receiving the request to revoke the slice-specific authorization for a slice for a UE from an AAA-S, if NSSAAF does not check whether the AAA-S is legit in the sense that it had performed the NSSAA for the slice for the UE, a malicious AAA-S may masquerade as the legit AAA-S to invoke the slice-specifc authorization for the slice for the UE.  Then UE is denied access to the slice. Similary a malicious AAA-S may also trick NSSAAF to perform slice specific re-authentication and re-authorization just to incur extra signalling load.
1. Threatened Asset:  user data realted to NSSAA, processing capacity
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