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1
Decision/action requested

SA3 is kindly requested to endorse the clarification on the RR message to be routed via RAN in AMF reallocation.
2
References

[1]
3GPP TR 33.864 Study on the security of Access and Mobility Management Function (AMF) re-allocation
[2]
3GPP TS 23.502 Procedures for the 5G System (5GS)
3
Rationale

Clause 4.2 in TR 33.864 [1], the study on the security of AMF re-allocation, provides as background the registration procedure with AMF reallocation via RAN as defined in TS 23.502 [2].  

This contribution proposes one clarification to the procedure in Clause 4.2 in order to align with TS 23.502 [2]. It is specified in TS 23.502 [2] that the full Registration Request message is rerouted to the target AMF. Therefore, this contribution proposes to align on that point. Also a Note is proposed to explain the full Registration Request, as analysed in the discussion paper S3-xxxxx. 

4
Detailed proposal

******************** Start of Change ***********************
4.2
Procedure of Registration with AMF re-allocation

When an AMF receives a registration request from a UE, the AMF may need to reroute the request to another AMF because the AMF may not be able serve the UE. Figure 4.2-1 describes the registration procedure with AMF re-allocation specified in TS 23.502 [2].


Figure 4.2-1: Registration with AMF re-allocation
1.
The UE sends a Registration Request (RR). Either a 5G-GUTI or a SUCI is included. 

2.
If a SUCI is received in the RR, this step is skipped. If a 5G-GUTI is received and if there is connectivity between the initial AMF and the old AMF assigning the 5G-GUTI, the AMF retrieves the UE context from the old AMF that assigned the 5G-GUTI. The old AMF may perform horizontal key derivation and send to the initial AMF the derived security context.

3.
The initial AMF initiates a round of primary authentication if a SUCI is received in step 1 or if the context retrieval in step 2 fails or if local policy at the initial AMF requires primary authentication. 

4.
The initial AMF may send a Security Mode Command to UE to activate the new security context established in step 3 or the derived security context in step 2.

5.
The UE responds with a Security Mode Complete.

6.
The initial AMF decides NAS reroute and obtains network slice information including Allowed NSSAIs, instances to serve UE, target AMF set, and etc.

7.
If step 2 is not performed, this step is skipped.  Otherwise, the initial AMF notifies the old AMF that the registration is not successful. The old AMF continues as if the Namf_Communication_UEContextTransfer in step 2 had never been received. 

(A)  Direct NAS Reroute

8.
If the initial AMF based on local configuration and subscription information decides to forward the NAS message the target AMF directly, then initial AMF sends, among others, UE's security context and the full RR to the target AMF. 
(B)  Reroute via RAN
9.
If the initial AMF based on local configuration and subscription information decides to forward the NAS message the target AMF via (R)AN, the initial AMF sends a Reroute NAS message to the (R)AN (step 9a). The reroute NAS message includes the full RR message and the target AMF information. If The (R)AN sends an Initial UE Message to the target AMF, including the full RR and the slice information obtained in step 6 indicating reroute due to slicing.

NOTE X:
The full RR message is either the complete RR message carried in Security Mode Complete in step 5, or the complete RR message that is contained in the NAS container of the RR message in step 1. 

10.
This step is skipped if SUCI is included in the RR. If the RR message contains the 5G-GUTI and if there is connectivity between the target AMF and the old AMF assigning the 5G-GUTI, the target AMF retrieves the UE context from the old AMF.
11.
The target AMF continues with the registration procedure. 
******************** End of Change ***********************
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